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# e You are reading a community translation of the Solidity documentation. The Solidity team can give no
guarantees on the quality and accuracy of the translations provided. The English reference version is and will remain
the only officially supported version by the Solidity team and will always be the most accurate and most up-to-date

one. When in doubt, please always refer to the English (original) documentation.
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https://docs.soliditylang.org/en/latest/
https://en.wikipedia.org/wiki/List_of_programming_languages_by_type#Curly-bracket_languages
https://github.com/ethereum/solidity/security/policy#supported-versions
https://github.com/ethereum/solidity/security/policy#supported-versions
https://semver.org/#spec-item-4
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CHAPTER 1

PNEEET]

L. iR 2L
WARGER R REAM ST, RAITEENEA TR “FREANE” Watthh, ST NE:
* J1] Solidity 4 5 iy —/~ i) 49747 AL & 299 T
o Xt A phdoin,
o VA KI5 JE A
2. Tfi# Solidity
— BERSGE T HAENH, FRATE S Solidity 7 19)” . “TEFRAR” 5y, AT RZIES OIS
3. g% Solidity ks
HZ R DA% Solidity Zidfay, HFFIEREEE i, Hecha 3 mm FERA AP BREERI ] .

Per: AT LGET Remix IDE e Gids i B Ee 2SR . Remix @— T MW BE#R 1Y IDE, Fifs
M5, FEFIE B Solidity B REAYY, JLTRALAHLZ %S Solidity.

Bl T ARSI T RES AR R, PR 5 A & 2 MR IR A P TT A i S B . Xt
A, WL, HIPRIER RN, B REA 2N A R RS I (5 OB AR T AR, XA
RE A 2t HOMAS ) R B, eI IR S 2E U 2 B, R R P % &5 8 93
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https://remix.ethereum.org

Solidity Documentation, 4 1ThaZ 0.8.20

AR ERE RN T RN ATAE AR AL A ORI, AR A3 BEi T AR B4R AT o AR i) o
230, AR FERE . THATTAHESL.

WERGEAT A IR, AT DALE PAKDS StackExchange b, sREFAEFRATHY Gitter SRR E LM
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https://ethereum.org/en/developers/
https://ethereum.stackexchange.com/
https://gitter.im/ethereum/solidity/
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https://docs.soliditylang.org/zh/latest/
https://docs.soliditylang.org/fr/latest/
https://github.com/solidity-docs/id-indonesian
https://github.com/solidity-docs/ja-japanese
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CHAPTER 3

Bx

P S Gl ]

3.1 EREELIBA

311 HEMEREY

RO DEAW G I, X TFIRCE T MR, HF RS TS LRI R
APEX LR PIME KRR, BATHESTHEEZ 40,

FEELRHI

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract SimpleStorage {

uint storedData;

function set (uint x) public {

storedData = x;

function get () public view returns (uint) {

[Cay
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return storedData;

}

FATEIRE, RS 2R GPL3.0 BUA AL . EAAG RIS 2B OLT , HLas nT i vt il
FeARE B

TATHRE AT E A Solidity 0.4.16 UAM G 1Y, BUZIEHEHIRA, HEEAEHE 0.9.0 4. X2Hh
THRE AR (FERSUER) Wi Hm%, TEIRRETRSAARFRRI. Pragmas j& 9%
R T AL B PRACRS # 484 (9140, pragma once ).,

Solidity & X &L (H S40) fgdE (HRE) MBS, FEEEURIT K HEER— e k. X
—fT7uint storedData; BT —1 % K storedData HPIREAE &, A uint  (unsigned integer, 3t
256 i) BT DAET B VR B PR i — N, AR DAE R A BRI R AR s R A AR .
EAGITH, G2YE T AT RAHI RS a2 B R AL set Hil get,

YT AR — DR (WRGESAL R, B AT this. M, AHEELENATEHETHE.
SHALLEEF AR, AREAIGE - NREE I, ERET A e ARG T, (HE
TS 2 KT XA T

AR EEIAZL (T AR A IS R ) , B RE SRV AKE & 29 A i — > 5
Wy, BB AR R EARAT AT, BB AT INARL IR S A XA 2408, AT AR
WPARRRIA I set , RARRINIE, EEERMECT, ERX MNP S PAFHE K BEER T sidsk . BEE,
HATSB B EREREM TR, PARROR A A RERE X CT

i /O Unicode SO, PROMALEFAFERKAGHIM, (HE—FE), HHFFMEAR, HpmiY
SR PR B A —FE.

FiE: AT (AR, RS FRAALRAFR) #RRER ASCIL #4745 . UTF-8 4 it 5 il A
TR RS R E A1l -

F %™ (Subcurrency) #|¥

N EYEIR T DRI XH, ML AT AR, HR AR AN AT
3] (SEH—DARFEEEATHRIEAME) o T, A AER AT A HAD AL T, AFREEN & T, B
it 2 e AR IR -

// SPDX-License—-Identifier: GPL-3.0

pragma solidity "0.8.4;

EET )
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https://en.wikipedia.org/wiki/Pragma_once
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contract Coin {
// ¥4 F "public' HEET ML L F I E.
address public minter;

mapping (address => uint) public balances;

/O ERAFEPRNEFAONFE AT MBE R

event Sent (address from, address to, uint amount);

/7 MR BRE RAE S N E B
constructor () {

minter = msg.sender;

/AN AR -RKENFUAREGRT

// B Rem e A EERA

function mint (address receiver, uint amount) public {
require (msg.sender == minter);

balances[receiver] += amount;

/) BBRERATEATECREXTHEELARERNF A .
/7 Al e R Y B R A

error InsufficientBalance (uint requested, uint available);

/SN EARAEMRERE —ERHEWNRTE — A
function send(address receiver, uint amount) public {
if (amount > balances[msg.sender])
revert InsufficientBalance ({
requested: amount,

available: balances[msg.sender]

)i

balances[msg.sender] -= amount;
balances[receiver] += amount;

emit Sent (msg.sender, receiver, amount);

ENEAFIAT SIS, 1EIRA1E— .

address public minter; EX—f7E T — A AR A TF A address 25RIFPIRASAS B, address 2RAL
AN 160 SiME, HA AV EEEAE . X Rh 2R BE S A7 & 29 bk B o 2R 0% 7 3 4HRT

KT public HENAEM—AEE, ARFEBIEXNEAZ MR RS S M EE. RS XA K
&, HAM G L8 INETTRX AN A B F IR AR SO sR A ARG B R TR (B 2 external Fl

3.1. ERESHHEA 9
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view):
function minter () external view returns (address) { return minter; }
RIPAE S — R0 Bk ry s g, AL RN — DR — R . AT, iR

,‘Sﬁ%h_ (TE 8

"F~ﬁ~}7 mapping(address => uint) public balances; WAJET —PMAMRELE, HEE
SRR . vt JEILRFHBRE T B 45 7 B4

RS PT AR 1 WA e, e Kk LR tbRy , IR AE— il RERY A — I AR, T B 21— 4

{6, HP3oRaaTmE. K, EREATRERG— MR ITA #sR, AT REPIS T A E51%.

P, BEACEERMEBIRGT RN E, EAEATEME R TENE. BEEF2, RE—0E, 5K
HHEH—DEEERBRET.

M public KT EIEMgerer Fi4 W BT e —SLifF oL, BREANT Frs:

function balances (address account) external view returns (uint) {

return balances[account];

TERT AR XA R BOR A S TR ) AR 8
X—4T event Sent (address from, address to, uint amount); FEEHT—A"FMH", BEEER

# send MERG—AT M. DAKRSIR o, WIRIZERE, AT DARSIT X B B B B, TR TR 2K
ZW A . —BHKH, ”*FU?%&EJEALI&@?‘%%I from, to Ml amount, XMAFHERSZH) A A E

F T WEIFAN g, ] DA AR 5 JavaScript 655, i web3.js SEAIEE Coin BLAIXTS, SRIGTEAT(
F P S8 I E B4R U balances pREL:

Coin.Sent () .watch({}, '', function(error, result) {
if (l!error) {
console.log("Coin transfer: " + result.args.amount +
" coins were sent from " + result.args.from +
" to " + result.args.to + ".");

console.log("Balances now:\n" +
"Sender: " + Coin.balances.call (result.args.from) +

"Receiver: " + Coin.balances.call (result.args.to));

b

constructor J&— ARV REL, RAEREEGAMNSREPHIT, FEAEEPEM. EXMELT, BRAH
i TG AL, msg R (5 tx flblock —ifg) B— sk e AT, HPEE TR X
Hsb) @bt msg.sender BUZ2%HT (FMNH) R H AL .

Ja, HIEGH P s G LR, ASE A G AT EER 7 5/2 mint Ml send.
mint RECKE— B IR QI E A AT B ) — Ak . require sRECR I E SCT—28 550, QRN 2 % 46

10 Chapter 3. HZ



https://en.wikipedia.org/wiki/Hash_table
https://github.com/web3/web3.js/
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KRR A2 AL . FEX DM BIF 1, require (msg.sender == minter); #i{R  HGAREIEE
AIDAT A mint . —BeRUt, QEE T RARE.C T ARt s5 s AT, (HAESELemHE, X 2 — R ik /Y
W%, EEFE, HTFERIAWEE S R, WRERN balances[receiver] += amount; i, RIY
FEREEEARYPH balances [receiver] + amount KT uint W K(E (2**256 - 1) W}, 5%
W E . W1 % send 11iEA] balances [receiver] += amount; HE2UNl.

3% (Errors)  FUVFERI B SR TE 2 X T — A S al e R IBUR B M5 B B B RS —RIEH .
revert HAIJCAMH A IEFIWRE ITA 281G, KRIT require i, (HE W AVFETRAEAT R 4 FRAIET
AN, X SRR LA R OF i AP Hb 4w b F AR 7 s D st P A B s ), DA 25 5 ik 2k
VAR S SR o

TEAT A (LA —LeX BRI A T ) ZRAT DA ] send eRER Kk A M 44 HABATAT A . IR &k 3 5 LAY
RRMATPAKIE, AB4 i e NE., FIL, revert ¥ FEERAERI, FEHHH InsufficientBalance
BRI SORH PR AL AT R .

Frik: WREHRX A G R — DI RA AT, AR EEEN YT s b AR ZHAE, SRS B BT,
DR A S8 ik A T SR AN A AR AR AU R E 1 AT B 9 Bttt b o Gl i e, SmT DAY
A KHBEN VRS, IRERERH RS MRS, (RS A A 29l A2 sk

3.1.2 XIREE

XEFREF GORUE, REBEX MRS AR, X2 RN RS BRI ARTY (207, i, R i,
SR g (P2P) 4R) HR R T IR ERE R DI RERIR . B TR SR S LA IR T RE, AN KR
JEROR, T, MEE G AURIE T b AWS NERIECER, F REGE T B

XHIE%H

PR R I SR F S MR A, I RERAE B S AT AT A I 28 8 B e i P v A SR . SR AR A
P P R AR VY, oA — DA HA AT 2 3 55 . 55 — ] R AR (IR (A 2 )
ISP, BA— R, BEARERSE . JeAh, MG B N BIRR e, A 5 R e 1S ik
£/

BABIT, BUEIKREE, FIHE TR TR EIA R AR SRR R PR R S ANk, B
S5 FR PR R T AR — IR BRI, EEBENINE S — R IR TR, TR
B E ARy, PRI AN S R AT AR AL

BAh, 2GR kRN (R ) %40 X ke, ] JR 1 B A R P R 1 el T AP L o A
R BRG] ER AR A T AR PR A A T P S B A BE A R Tl

3.1. EReSHiik 1


https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Elliptic_curve_cryptography
https://en.wikipedia.org/wiki/Peer-to-peer
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Xk

Lyl EBRERE (HREMERARE) Frign BUEXHE (double-spend attack)” : MR M 2% HHAEAE P A
oy, WEEE DR, KRAEMFAT AAHP A5 AR, RS TPHRZ A M, 1E
AR, S N R

X, MRMERZ, ERBIER. —NEBRAINN S PR G, MPaPrimhse. XL 5 54
G KB, RIFEARHER A Z 5 R P IITAI D o RSB G, A HHESR A
IR R G R BB, A SIS KB —ER 0

XX PAEIN L M T — RIS, e “KHEE” —Talfg k. XYy E— B () & B m 21 6 1
{HIX LEIRFa][B] R AE AR R W RE Ko A Ae Al . TR T Al i (R 5., B BUAE Etherscan &5 W3l _F 3 R 26 HEAT 44
P Wbl (w2 g “920) i)—isy, nTREA & %8 (blocks) RN DL, HAX
TERER) “RI" o ARSI Mpg Bz, HR A MR RSB RIS il 2 A DB AR, X
FERTHER, (AR RRAYI IR, AR Dl B 2R AR R N o

ik Lo ARIERAEFRAE T — N R AEATRRE R AR Pt PN A 5y P2 A # g Y, T2
™ TR b 52 5 B B AR AE MRS IR e

ARG L HE R A LR R R, T AR BE A2 H 8 ik TR 5 oracle 55 .

3.1.3 LLKYENIN
1A

PARYS REAMLEL EVM & DURDTR BE G ARNE T I . EA MUY B, i H ks B e e e, X
HREALE EVM st AR A BEVT M4, SUPF R GECHAE R . B 3 AR A 20 2 RN 1 2 32 FR i«

WP
FE AR A P It S ] — ik s R e AN s, i ABT-RAEIR (w2 ) 4546 A 2olkr, h 5k
PR AR R AR P

AN P AR E ), T A AR RS AR AR E R (TR A A% &
FI2Z SRR, BIFTIE R nonce™)

TER M PR AR, MR IEAUAR Y, EVM P28 0 1
BN PERA — R E AR, 5 256 D7R) T E] 256 BT, FRoM A6k

BEAh, B —APAK A8 (balance ) (Ffijg “Wei”, 1 ether g 10**18 wei), KWK N KL
BT AR TR A2 5 T i A

12 Chapter 3. HZ


https://etherscan.io/chart/blocktime
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X5

A5y AT AR AR AN AR B 5 — Ak PRI R. GRS, AR A R A SRk ik, 521
T30 . BRUE A TUHEdE (BFh “EGAREKT) AR,

R AR AR, AR SET, IFAAEATE (THREE) FIAS.

AR bR P B (55 B I BB B BN null), X5 20# D Hiirdy. IENE LR
1, ZA AR R B HAE, e N AR E R IR S 4R (“nonce”) i ML . X 2002
WA BB EVM FATRS BT o AT B O A S AU . X R
NN EY, BATERER LRGN, T KSR A A 2 H AR .

ik EOARENERET, BRI . AR RIS B TER, A B R T &
EIST 8

Gas

— L0, BELHH PR —E R gas, XL gas WAL KN (tx.origin) A}, 7 EVM
AT T, gas ARAEHFE B WHFER . WIR gas FER— iP5 (RIESOAT) , R —4 gas FB/ %
5, XA ARATHARE 24 R A R AR B e 2 e

WAL 76 EVM $RATIRRIRZTE R T, 970 EVM ST (BB TARM#H) 9 TARRMME. T
ARBHERA feK gas B, PGB BR 1 T S b s i i TAR &

gas price 2525 JOR ANBCERIE, MR R EVM U T48 S0 fF gas_price * gas. WIRIITIREHT
—48 gas, NLRELA G SN . QR KAERETE R R, CAMAR gas ARk,

M EVM STaS il ARt — 2850 ), A5 ik Jeihil s BB AR gas Hiris i 1 RS

=iE, AEMNR

PAKI; RN =R i DO Ffifeas ARG .

T HRA — TR AFREREER X, TEREOR AL S Z BN - ARt — D HEAAH, B 256 A
TWLGTE] 256 L7 FEA LM A ATRERY, BEBUR AT, AIAR A AN B RO 6 ) J AR B
T BSA, GENARIC AT R AV i T AR B S 20T IR AR . FE A A Z M RIRAE
R, MRS . AAWEAREIAGES BIBRI A B ASMO AT .

BRI AT, SR UGH B TIPS — AN BR Bl AR, T AFE Y
Pk, (B SRR HITE 256 (o7, WE ST AR 8 fi75k 256 fir. 2415 (TLikkkEHb2E) —AJeHl
RS HINAET (BI—AF AR ) W, AR TR—A5 (256 ) . TEY AR, WA gas
JEAS . NAFBOR, AR (CERAFIr gy i) .

EVM RRE TR, T T, BIrA T ETE—DFR R # (stack) pIXEIAT. iRk
A 1024 NITE, HAITRRKER DT (256 in) o APERATT BT H, BRI sevrds DU T

3.1. EReSHiik 13
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Bf 16 ATCER AR —DERRT, s 2 S HA DUCR AR 16 NICE R —4> BT HAb R VAT H AE R
BHIPIAS (R4, B0, Bk TFRARERIE) JoR, BR)5, LEREARD. SRS ERITR
RN (B TSR R Ui BRI E R ICR . RAFE MR TR R A TR .

EeR

EVM 8N B R Fr/), AR A IER A —BuW s, XAaESECLRE. Fra s o8 2T
EAM BRI AR, 256 AT ENTFI R T (SO 8] . WM, (7, ZEMHg
BAE . AT AR A 2 PERITC AR PRBERE o U, A2l AT I 24 B DB AR S Jm o, LA B 5 R DB

KT ERININR, WS WARIED2) 5, BN SR — 5.

HERRA

A LT DA SR B 75 FORTA T B G A s Ak AR MR HEE K . BRI G AEH RN, &
A —AN8, AAR, B, PAKT, gas MR IIEE . 52 ERASZ 5 # M — D TUZH SR A R, XA
SR ST B B 2 i SR

HANARE ERIRE gas A2/ DB B —& %%, A2 R IR T
T out-of-gas f 5 (BAEMIANSER ), BORFtH— DR AR RER R . FERXFREOLT, A5
R AER gas B 5E. 7E Solidity H, FEXMIFIL T, JGEFMM I GLARNSTIE - DFshw, BriAs
WRTET M E” Bk,

i SCRTIE, R AZ (TS TNE R FE— G2 R — B =i NAESEE, R LATs 1
AT R - BEFR A calldata (10l Sr DO ER OE B . FEEPATSE S )G, BRI RAR IR, X e R 9
FEAHAETR 5 AT b R R B B E 7 O 08 . A X R 8 T 2 e 4= Tl 2 1

A MRIAE 1024 TR, KRR T AR, TRER LTI . Beoh, e NH TR
Hr, HA 63/64 11 gas MIDAREES A, X PEHESLEE, REEFRHIIKRT 1000,

EHARTE

FEAE—FRRERAGI SR, DRkl ZFEUNT (delegatecall), [T H ARk i) FCTS @ 7E I G2 LR 3L (BRI
Hodik) HIAAT, msg.sender Mlmsg.value WMEARSHSZN, HiAb-5H BIH AR .

REWHE G L] RIS T SIS RIS . 776k, AnrbhtRURE R a2 WM G20, R
e AR H E B Yk .

X HAFAE Solidity HSZHL " WTNREMCA R RE: ATEAR AR ACRD , W DATSE— B AR L, B,
JH A SE A IR R R A P P

14 Chapter 3. HZ
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E [[A5Y

A FERIRI ARG BRI R AT A— B WU BB X B2 S . XANRRERRR ) Bt (logs)
Solidity I'ER LI F . AL FMICIEIR H W, (25 S8 nl A X HEE SR B D7 1)
oy B S EARPATEAE L JEas (bloom filter) . FRATATLARZOT RN LR A, Frdiie
BAT PR X BRI 287 i (R0 o) T AR B H K.

elf

B 2L B DA — NIRRT O R QU A 2 (A2 () SR T k) o BIE G299 1] create calls
TN SR B X BIHET, ST, FATRIGRB o G20, A 5/ BT A EARE
RS EA|i Dbl

=RMBE%

MR T Mo AR P ME— Ty 0 24 2Bk I S 20T selfdestruct #4E. 7R HbhERFIAR DAK T
POEFN—MEER EHAR, RIGHEREFUEBARE T IR MERGAEEE ErER N EE, HER
IAERERRTE, PO IRA N B R & 20 8 KT, AR 2 KIEZE 2K

i M 0.8.18 KEERATFLG, FE Solidity Fl Yul Fff Jf] selfdestruct ¥k F &L, Fh
SELFDESTRUCT #AEM i &4 2 JJ1 EIP-6049 w1 BTk 47 A 8 K A8 1k o

et QA AE selfdestruct MER, BUIREREGET B 10—345, WTREBRZH AR
FARE . HIb, iH selfdestruct 5MEEEL DMBREHEA—F.

i RE 14 Ra B X IEH selfdestruct , BRA A EEif T delegatecall &
callcode $AT H B#:4E .

IR ERE I B &2y, BT A 2 — Lo PSR B EATT, A BE -0 IR J B 1) 2 BT 2 K
o SEAEICIAEN G T, RO ESLELRIEIPAK .

3.1. EReSHiik 15


https://en.wikipedia.org/wiki/Bloom_filter
https://eips.ethereum.org/EIPS/eip-6049

Solidity Documentation, 4 1ThaZ 0.8.20

TidiF &4

ﬁ*¢ﬁﬁ%%ﬂ%ﬁ%%olﬁ(@%)8Z®%%ﬂ@@@A“7ﬁwD%“‘TM@%@A% #ﬁﬁ
 ARENMAT N (FIENTN gas IH#E) AR MAFHEZMIER EVM AUHE S (BEMIAEEH), 1
HHWM& TR BB

AN EVM ez ] GE Bl A [ B i 2048 . AR AT W] REAE DAKYS 14 EISIBi Mg it &4y, (2
ERPAG BB ENERAE 1 A1 OxE££E (|FF) Z .

3.2 Solidity &%)R %l

3.21 #EEY)

TR EAMLES, HERT Solidity FRZRHE. ELI T MERAL. BR, B EEER R
s QT RFE AL BE 40 IR AR A N DA BT B 1 A3 FRATA SAERX AR A B M, (A2 /D32
AN AR, SULERy, SR A He e EmIng .

MR R AR R E &Y, AT IR A5, EAEARaLEE — MR,
2 TR Mk Bk PSR

Hohb AT AT DAERE B RS, a3 BHEAMANEER I ORIEEE.
TERZERF R 45 R, winningProposal () $FRPIHHA & REMIRE.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/// @title FEHHE
contract Ballot {
/BERFERT —AHHALEXE, ATREZE.
/S ERRERR-AER.
struct Voter {
uint weicht; // WHE W N E
bool voted; // HHE, REXxZADLKE
address delegate; // W ZE 4 A
uint vote; // WER EH 7

/) RFHEA
struct Proposal {

bytes32 name; /) B (ZE32NFEF)
uint voteCount; // # EZ #

address public chairperson;

[CaN)
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/BEFERT —ARIEE, AFNTRGHEFE A Voter.
mapping (address => Voter) public voters;
// — A ‘Proposal’ # M EA A4,
Proposal[] public proposals;
/// H “proposalNames' WM ENMEZE, GWlE - HH (HE) x5
constructor (bytes32[] memory proposalNames) {
chairperson = msg.sender;
voters[chairperson] .weight = 1;
/SR TREGENMRE LR,
// Bl E — AN## Proposal MR IIFEEAMEKANKE.
for (uint i = 0; i < proposalNames.length; i++) {
// ‘Proposal ({...})  Al#E— /I # Proposal xf#%
// ‘proposals.push(...) ¥ H s 3F ‘proposals' B K&
proposals.push (Proposal ({
name: proposalNames[i],
voteCount: 0
1)
}
}
// % T voter EXKUEE ELEFEHMNA.
// RH “chairperson T W iZ & K.
function giveRightToVote (address voter) external {
// % “require’ WHE -—NEHEWUHLERNA rfalse’,
/S A EHAT, REFATRSFUNATRAN L.
/) ERRE EVM WX Y R L MHEA gas, BEAEL LT,
// R Crequire’ XBRERHXEZETHEHAMRAA, BEENMFEZE.
/) B E Crequire’ MEANSZHEFRBE AT ERFAGHE.
require (
msg.sender == chairperson,
"Only chairperson can give right to vote."
)i
require (
!voters[voter] .voted,
"The voter already voted."
)i
require (voters[voter] .weight == 0);
voters[voter].weight = 1;
}
GETI0
17
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/) REHREERLEREE to.
function delegate (address to) external {
// %8 &5 A
Voter storage sender = voters[msg.sender];
require (sender.weight != 0, "You have no right to vote");

require (! sender.voted, "You already voted.");

require (to != msg.sender, "Self-delegation is disallowed.");

/S ERETUGLEE, REFEZRE tor WRET £,

/SR, BHREGEARZRHREFE AR, BAWREREHELAK,

/MR FERAENgasaBA - MR FHTALKE.

/S ERERT, EEFESHIAT.

/EERBERT, WRPEKAFX, WAL TL2H "FE".
while (voters[to].delegate != address(0)) {

to = voters[to].delegate;

/SRR ZE A

require (to != msg.sender, "Found loop in delegation.");

Voter storage delegate_ = voters[to];

/BRERELAREUERZRELETREENIKF .

require (delegate_.weight >= 1);

// W TF ‘sender’ £ — /5 H
// Bl x 21 %k “voters[msg.sender] ',
sender.voted = true;

sender.delegate = to;

if (delegate_.voted) {
/O ERERFCERAET, BB ER.
proposals[delegate_.vote] .voteCount += sender.weight;
} else {
/O EREREFLRRE, R ZHEBRE.

delegate_.weight += sender.weight;

/O REWMEREEREENE),
/// R % proposals[proposal].name’ .

function vote (uint proposal) external {

(AN
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Voter storage sender = voters[msg.sender];
require (sender.weight != 0, "Has no right to vote");
require (!sender.voted, "Already voted.");

sender.voted = true;

sender.vote = proposal;

// B ‘proposal’ BT ¥HAWEHE,
/O Me B F%, FRERAH K.

proposals|[proposal] .voteCount += sender.weight;

/// 6dev B b X W AR EMERT , o 0B8R,
function winningProposal () public view

returns (uint winningProposal )

{
uint winningVoteCount = 0;
for (uint p = 0; p < proposals.length; p++) {
if (proposals[p].voteCount > winningVoteCount) {
winningVoteCount = proposals|[p].voteCount;
winningProposal_ = p;
}
}
}

// ¥R “winningProposal()" RHUNFKMBERA & R MEH M F I,
/7 MR B K E B RR
function winnerName () external view

returns (bytes32 winnerName_ )

winnerName_ = proposals|[winningProposal ()] .name;

QL ALA

MHT, N TIEEERN AT A S 5%, [FEIITRE LS. Mo, WSR-S0 2 1 5 A A R 19 514
winningProposal () JLIREIC ). GREAR — D IMARMEPLIX 2L )i ?
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3.2.2 5 (WERM)

FEATTH, FATRE RN TR VUK BRI EIN G2 AN DRI R, B AH

FIAEENIAY, RIS BTG G, ESatnWai iz pi ok s 2 5k A

BRI ATFHEE

XA BT L A AR S AR B AR DAESE R I A AT TR TEAR . SEARE AR AR B
SIAKT, PMERFSEbnE SHATRSarn b . WRamem B, Z A s o st M 1A .

e AiRE, ZmAHETHRHEL, ARIEHRAITRE - G246 A SRR

// SPDX-License-Identifier: GPL-3.0

pragma solidity "0.8.4;

contract SimpleAuction {

/S MEHSH.

// B R unix Wy 43t B R (8 1970-01-01 00 K 8 %)
/7 BN A B AL dy BT B

address payable public beneficiary;

uint public auctionEndTime;

// MRS AR
address public highestBidder;
uint public highestBid;

// A ECE DR W OE AR

mapping (address => uint) pendingReturns;

/S WMEERERA true, BBELHAHNTE
/7 BOAmE A false’,
bool ended;

/S EUAHE LK E W ESE.
event HighestBidIncreased (address bidder, uint amount);

event AuctionEnded (address winner, uint amount);

/S ERKRBEERE R

/) ZR A& W ERE R W natspec E .

/B RAPREXBA-ANARGHERT—ANERR, EMNMERET.

/I RMEE SR

error AuctionAlreadyEnded();

/0 BRER—NNERWRME NG

error BidNotHighEnough (uint highestBid);

[Cay
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/77 AT R KR .

error AuctionNotYetEnded();

/// ¥ auctionEnd B, & WA A .
error AuctionEndAlreadyCalled();

/// VN % 3% # Mt beneficiaryAddress® £ #E — AN B L,
/// M E B KA _biddingTime' .
constructor (

uint biddingTime,

address payable beneficiaryAddress

beneficiary = beneficiaryAddress;

auctionEndTime = block.timestamp + biddingTime;

/00 T HATHAN, BAKBNER G - REAE.

/) WMBRBEAEAEMEF RS, WEZLH N

function bid() external payable {
/BB RLEN. BAMANERLEQRAEETR I ¥
// KRBT “payable' Z R BB TP KT WL E LK M

/S mRMEEER, HHEI KGR,
if (block.timestamp > auctionEndTime)

revert AuctionAlreadyEnded();

/RN E, REEKEEE
// (revert B KK ERX MR R FATFH A ZAN,
/B EEKER)
if (msg.value <= highestBid)
revert BidNotHighEnough (highestBid) ;

if (highestBid != 0) {
// & ¥ W {F F highestBidder.send(highestBid)
/S BEHNE, ERAEEZERE WY,
/BEAACTRIAT I ZEENEYS.
/SR EBERTECHARELBE R SM.
pendingReturns [highestBidder] += highestBid;

}

highestBidder = msg.sender;

highestBid = msg.value;

emit HighestBidIncreased (msg.sender, msg.value);

(AN
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/77 BEE MR E AT .
function withdraw () external returns (bool) {
uint amount = pendingReturns[msg.sender];
if (amount > 0) {
/S KRERBAORREEHY,
// B A BERHETINE send
/7 MR EROR R — #a.

pendingReturns[msg.sender] = 0;

Bz HXRAZANE R

54?1\

// msg.sender )& T ‘address payable' % A ,
// AR payable (msg.sender)’ Bl # ¥,
/7 WNAEAE o U E B Csend()
if (!payable (msg.sender) .send (amount)) {
/S REARAFHERE, RFEZERAHK
pendingReturns [msg.sender] = amount;

return false;

}

return true;

/) BERME, FERBEHENAEALZEA
function auctionkEnd() external {
/R TAEAMEARENER (ERFEERALMBERLRUNARNT)
/AR ESTHEREEM SN AN B
/1. R A
/020 BATHE (TREBELH)
/3. EREMAEARE
/SR EBRBRMEBRE, HUWN A ATRAERALTAAHBARS,
/S BREGHERER (M XFUNAT) 2R4EHK.
/R ARAEBRAET AN AHRE,
/S MERRHNAREN T A AR,

/7 1. K

if (block.timestamp < auctionEndTime)
revert AuctionNotYetEnded() ;

if (ended)
revert AuctionEndAlreadyCalled();

// 2. %
ended = true;

emit AuctionEnded (highestBidder, highestBid);

(AN
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// 3. XE

beneficiary.transfer (highestBid);

Bl (BERH)

R ATHAL R TR ONE HA3E. BN, TEsei I RIRF AR BOA IR BT o FE—Ai
IR RF 6 L el — DT RETEA 2 — P g, B AR AL E .

15 SEbRIN], SEbRd Sebn B BcA Seas TRy o, iR Ak — NI AR R . i T H B LA T RE
WA RBKE) E, HISAERMEN, FISebnE abE iz e . TEEhdfE, wink
WAATHATR A AT A RN RIE, A2 I B i A (E 2 -5 s i IR AL (EAR ] o

F3— YRR AT AT 2 [ O SR AR - E—REPH I SEAR B BRI A S S AR O 202, AR
EAMTEbR—E A . (HR TS HAAEARI N RERIEE, AR K0T DA BIFERE Y 95 4
YA A E S AT T e O R EDR R L. K, NI R RETERR s B BLdE A TG A, A2
AT RERE TR, T 2A Hir) (BERRRA T PUIAIRE, ARSI ER RS Pt AT e
) SEhRE AT AT I 3 B LA SR SRR TERLH AR B SE %)

// SPDX-License-Identifier: GPL-3.0
pragma solidity ~0.8.4;
contract BlindAuction {
struct Bid {
bytes32 blindedBid;

uint deposit;

address payable public beneficiary;
uint public biddingEnd;
uint public revealEnd;

bool public ended;

mapping (address => Bid[]) public bids;

address public highestBidder;

uint public highestBid;

/7 Fo W BUE DR AR

mapping (address => uint) pendingReturns;

event AuctionEnded (address winner, uint highestBid);

[y
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/7 R KRR R

P

/0 ZRBHALEREA .

/// F Ctime® WE B R — K.

error TooEarly (uint time);

/) BRBE LB .

/7 EX R E Ctimet HWEZEHEA .
error TooLate (uint time);

/// B ¥ auctionEnd B2 # A .
error AuctionEndAlreadyCalled();

/) R B (modifier) WHUNEBREHRE & HHANE,
// ‘onlyBefore' £ #JA T E®W “bid & #:
/) BB BR R Y modifier A H M BB, X W BH & KAKIFERK,
modifier onlyBefore (uint time) {
if (block.timestamp >= time) revert ToolLate (time);
}
modifier onlyAfter (uint time) {

if (block.timestamp <= time) revert TooEarly (time);

—

constructor (
uint biddingTime,
uint revealTime,

address payable beneficiaryAddress

beneficiary = beneficiaryAddress;
biddingEnd = block.timestamp + biddingTime;

revealEnd = biddingEnd + revealTime;

/// T DL _blindedBid' = keccak256(value, fake, secret)
/) RE—ANEW
/O RHERMBEENRBERABE, CAEHNURTAL2HRET,

/)M REBN—RAENUNKTEDH "value” H "fake" T HE, MM AF K.

/// W& "fake" W E A true ,
/RFRBRBRT22HEXAEENME G &5 2 RBEEZGEE NG T &
/0 A= ANHAETT K E S A1
function bid(bytes32 blindedBid)

external

payable

(AN
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onlyBefore (biddingEnd)

bids[msg.sender] .push (Bid ({
blindedBid: blindedBid,
deposit: msg.value

)i

/) WEREE W E AN
/TR AERBEENTREN KR K E® NG FA GG, S8 FKFRK.
function reveal (

uint[] calldata values,

bool[] calldata fakes,

bytes32[] calldata secrets

external
onlyAfter (biddingEnd)

onlyBefore (revealEnd)

uint length = bids[msg.sender].length;
require (values.length == length);
require (fakes.length == length);
require (secrets.length == length);

uint refund;
for (uint i = 0; i < length; i++) {
Bid storage bidToCheck = bids[msg.sender] [i];
(uint value, bool fake, bytes32 secret) =
(values[i], fakes[i], secrets[i]);
if (bidToCheck.blindedBid != keccak256 (abi.encodePacked (value, fake,.
—secret))) |
/) HMREEREE
/)RR EAT & .
continue;
}
refund += bidToCheck.deposit;
if (!fake && bidToCheck.deposit >= value) {
if (placeBid(msg.sender, value))
refund -= value;
}
/S BEREERTRBRANAR —ET &
bidToCheck.blindedBid = bytes32 (0);

[y
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payable (msg.sender) .transfer (refund) ;
}
/77 BEE MR E T AT
function withdraw() external {
uint amount = pendingReturns[msg.sender];
if (amount > 0) {
/S XEREE, EEEREME.
/7 B, EAERE AN -,
/) BERAETINAE transfer’ REZW EHRAAZR K.
//(MEELEXRT &% > W > XL K E)
pendingReturns [msg.sender] = 0;
payable (msg.sender) .transfer (amount) ;
}
}
/S ERME, FRRBENENAES X EA
function auctionkEnd ()
external
onlyAfter (revealEnd)
{
if (ended) revert AuctionEndAlreadyCalled();
emit AuctionEnded (highestBidder, highestBid);
ended = true;
beneficiary.transfer (highestBid);
}
// X & — A "internal" & ¥,
/S RRFECRBEAGYN (R4ReY) WHIAM.
function placeRid(address bidder, uint value) internal
returns (bool success)
{
if (value <= highestBid) {
return false;
}
if (highestBidder != address(0)) {
// REZH R EE R
pendingReturns [highestBidder] += highestBid;
}
highestBid = value;
highestBidder = bidder;
return true;
GETI0
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3.2.3 REMTEWEL

FIAT, Rl KR i f5 22 AR SRR R AR B AR AR5 K7 A B LT L E
—El, AR e (BEENY) MR, X A R 2R isk . B INETE Y2
WAL T

AL MITIERPPGXA IR, (HEAT ARSI A 2 A FE RG] 1, RO AR A O E T i
BTSN G AP . RERARMNI, s —EBEa R R, BEIrsmiAEvmn. 25,
LI LFEIRMIR BT a (MATHE—F), SOra8I=frsae (AT Ly E) . &5
TR, BOTHA B 2R A, 5 AT B S ORI BUE -

XSG LG IRAREMR I U, (HEMRA T A & 29 P i JE LRSI 1 -

// SPDX-License-Identifier: GPL-3.0
pragma solidity ~70.8.4;
contract Purchase {

uint public value;

address payable public seller;

address payable public buyer;

enum State { Created, Locked, Release, Inactive }
/SREEENMRAERESE — ML, “State.created’.

State public state;

modifier condition (bool condition_) {
require (condition_);

—

/77 RAE TR A XA R
error OnlyBuyer();

/0 RAEEZFTTUEBZRANREK.
error OnlySeller();

/7 EESRMRSTAREAZ & &
error InvalidState();

/77 P H SRR K.

error ValueNotEven () ;

modifier onlyBuyer () {

if (msg.sender != buyer)

Gy
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revert OnlyBuyer();
3
modifier onlySeller () {
if (msg.sender != seller)
revert OnlySeller();
}
modifier inState (State state_) {
if (state != state_)
revert InvalidState();
}
event Aborted();
event PurchaseConfirmed();
event TtemReceived();
event SellerRefunded();
// HAE ‘msg.value' £ —/ME %,
/SRR EE, RES B
/S BHFERECARNE - NF B
constructor () payable {
seller = payable (msg.sender);
value = msg.value / 2;
if ((2 * value) != msg.value)
revert ValueNotEven () ;
3
/77 %kl X I WCE ether.
/) Rkl ESRMERMERA.
function abort ()
external
onlySeller
inState (State.Created)
{
emit Aborted();
state = State.Inactive;
// ﬁiﬂ]ﬁﬁiﬁ%{f)ﬂ ‘transfer’,
/TN E N,
/S EACREIDMBRANRE KA,
(AN
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// MBRMEEZHETRA

seller.transfer (address (this) .balance);

/00 RITHONEX
/) R G SR A "2 * value' ether,
/// Ether ¥ #% di &, & 2 #H H confirmReceived.,
function confirmPurchase ()
external
inState (State.Created)
condition (msg.value == (2 * value))

payable

emit PurchaseConfirmed();
buyer = payable (msg.sender);
state = State.Locked;

/7 HANE (%) BE2RETZH &
/7 XK B E W ether.
function confirmReceived()

external

onlyBuyer

inState (State.Locked)

emit ItemReceived();
/S ERRTERARBREE N, & HE,
// THEER "send MAMASATUNEXEFRHEA.

state = State.Release;

buyer.transfer (value);

X

7z
i

/// HH R R R
/) MEBEXEZRYEHR S

function refundSeller ()

5
P

external
onlySeller
inState (State.Release)

emit SellerRefunded();
/S ERBRTRARREEY, TUHRE,
// THAER "send WAMAATUNEXERFKRAEHMA.

(AN

1
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state = State.Inactive;

seller.transfer (3 * value);

3.24 WXZfHEE

FEX—F7 R, FATRE T Qs — A SO EE A SRS 0. e S, HAKTAER-—4F A
WHEE A AR A . BN, HFHEAZS M. STRXABT, BAOTHTHE T4 R4, it
ESCAHEE

BIEFIRIE RS

ME—F, Alice fHAk—2EPUK4 Bob, HJl Alice 2 %375, Bob 24T
Alice W EAEE T Ak o I 244 1015 B (B AniE v T #E(F) 45 Bob, EFRMITHHE.

Alice I Bob i I 24 B o), XAELAKITIE BE A 20 @ ] ASCELRY . Alice 53— AMa) BB BE A
2, kAR, HiAS B SR REORESITE, M2k Bob i, M55 9 H -

A LIREHZ AT Tz
L. Alice i | ReceiverPays %, PN T EUEMI AR TR SR ZEIAT IR
2. Alice i i F it FABHZE 2 — I SR BT
3. Alice FFZ N4 W15 B 154 Bob. EEATEMRE (GHSMWRE), mHEARYIH AT,
4. Bob jfiid [ BE G A KA Z A R ERRBUBAIAER, SRIE T SR ESE, SRR S,

BIEER

Alice NFFELG AR KA RS FA Sy, EAWUBREEHAN. EARBRET, FATHEM web3.js Hl
MetaMask 7ERI YT & 2 F(HE . B EIP-712 sl Trik, ROM BRI T2 HAh ey

var hash = web3.utils.sha3("message to sign");
web3.eth.personal.sign (hash, web3.eth.defaultAccount, function () { console.log(

—"Signed"); });

#rili: web3.eth.personal.sign {BfFERKEMBZL LI 1. h TRV EHETHABE, HEMK
JERURIERFR 32 7Y, PR T B e Rl EY
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HEENT

XA R ATl 2B R AL
Lo e N et
2. BRI
3. HHGE AR

H AR — N EEFRE ERER M, PAPISXEE IR AL O TR G, AR S
PAKITAE G A SARRIR A, BUFTIERY nonce, BEJg— KT ARSI 4R . BIREG A2 KA1 nonce 2
FIIE2VI T

73— PR EI P RE A AEAE T B % ReceiverPays AN, Joiltfr T —230f), REHB%G
2y, Jak, MATPE PR RecipientPays %Y, [HHMYE LA RIE ARG 2 (1) nonces, Jir AT
T AT ARG IH R

Alice W] DA 7ETH R AP AL & G YRR B X APty , F B 8 S 2EA S TN E A 2 9%z . &
A PAMEARTTRERSER AL claimPayment () AR HTPIATHR B XM T

PRBH

AR O 2 TS A STEAMER, RATERIE BE—&, #T6eazsHE, REE4.
fAT B L, FRATIEEAR IEHE AL K . ethereumjs-abi PEFEL T — 4K soliditySHA3 (K%L, Hiff Solidity
i) keccak256 RN T abi.encodePacked SIS EINITH. X HAH— JavaScript BREL, N
ReceiverPays I 70 T & 4154 .

// recipient, & N Y X A8 M.
// amount, B L R wei, I E N E X H* £ Vether,
// nonce, HUNREME-—MHHT, WHFLEKKF.
// contractAddress, J T W L8 & %W F Kk F.
function signPayment (recipient, amount, nonce, contractAddress, callback) {
var hash = "0x" + abi.soliditySHA3(
["address", "uint256", "uint256", "address"],
[recipient, amount, nonce, contractAddress]

) .toString ("hex");

web3.eth.personal.sign (hash, web3.eth.defaultAccount, callback);
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£ Solidity piEEERERE

— BRI, ECDSA B84 PSS REL, © Ml s. PARITMZA WS =S8 v, A ERRILZ
WA PR R R E . AR RS Kis# . Solidity $2fit T— > E K flecrecover, EHZ—
MEEAL ¢, s F v 280, RJ5R I T2 1% B R .

REEZSH

web3.js FELE A G T, s Fl v IIBEER), TASE — 5 @3 S50 . fE0] DAFER P i BEAL, (HAERY
REGT AN XM R E R AT ERE - NELSHONA R A DN 0B 8 e A BER 2 R R
Wi, FFPAFRATAE splitSignature A di Finline assembly 5EX IR TAE (YK RBIISEEEGL T
ZAEED .

HHIERER/E

e ATEMUIMAEN S B T4, FItELAtEd SHEFTOENE R, %N R 2541
k. ¥E claimPayment FRELH, FR% prefixed #l recoverSigner i TiX{4ZE,

ED

TEHEH

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

/S ZRERE-AETRFW selfdestruct W - A M E &
contract ReceiverPays {

address owner = msg.sender;

mapping (uint256 => bool) usedNonces;

constructor () payable {}

function claimPayment (uint256 amount, uint256 nonce, bytes memory signature).
—external

require (!usedNonces [nonce]) ;

usedNonces [nonce] = true;

/) REEFUNREE PR L AABE L.
bytes32 message = prefixed(keccak256 (abi.encodePacked (msg.sender, amount, .

—nonce, this)));

require (recoverSigner (message, signature) == owner);

[EaN)

32 Chapter 3. HZ




Solidity Documentation, A& {ThE4 0.8.20

(€A

payable (msg.sender) .transfer (amount) ;

VAR B &= QRS
function shutdown () external {
require (msg.sender == ownher);

selfdestruct (payable (msg.sender)) ;

- XV
function splitSignature (bytes memory sig)
internal

pure

returns (uint8 v, bytes32 r, bytes32 s)

require (sig.length == 65);

assembly {
/S M2AFF, ERKERRZE.
r := mload(add(sig, 32))
VA I V- o
s mload(add(sig, 64))
Z8 EE RS NGRS LT

v := byte (0, mload(add(sig, 96)))

return (v, r, s);

function recoverSigner (bytes32 message, bytes memory sig)

internal
pure

returns (address)

(uint8 v, bytes32 r, bytes32 s) = splitSignature(sig);

return ecrecover (message, v, r, S);

/) ME-ANR e AE, WEW eth_sign WAT 4.

function prefixed(bytes32 hash) internal pure returns (bytes32) {

return keccak256 (abi.encodePacked ("\x19Ethereum Signed Message:\n32", hash));

3.2. Solidity &£yl
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HEE— T ERMXAEEEY

Alice BUFERNL T — AR5 B SOAPEE R SE B . SORTIEIE I 24 ok 224 . RIS s B A2 3 RS DAK
M, HHEEZ5HEM.

fra=ZFiEE 7
SAVEIE RS SETEA BN S W0 TR AN . X EWRE R0 DAk 5 52 5 M A FE R A 3%
Mo FATHHPITT (Alice FI Bob) 2 [al—>fij B Bl SO A IE . B9 R =4SP HR:

L. Alice JIPART AR REG L BEHE G, Xl T 7 A idii -

2. Alice 8F(F E, WHIRKIZNEZ PUAKRT . XS RN B R =R 7.

3. Bob ” M7 ST, B BRI AT, FRERI AR A ml 45 Rk T

#ik: FADR M 3 FHEUARYA S, BWRE LR 2 W RIE T VOB R R (Ui T leer) mEiloy
KR IMELE LG X TEWRE AT EWA ST 5T A SRR R 5% .

Bob fRUES I EI MBS, PEAEREGLITE TAKRT, HRI T —MHRINEAEE . B RRG L miRf ki
FTREmS, FTRARPREHCGE R 46 X HEIE , Alice HRBPRUERZ WU e ¥4 B AT S 5 38 Do R Bl
AT A . XN A Sy i RIS SEATEE 2 Bl I 5D ) 3%, SOAFIEE il AGRREA R TF TR
o F3—J7 M, XTLEMEMSIAT, W eGSO AHE /N TR, SOAISE AT RES PRI U LA A SO LA

FEXHRE

AT IR S ATEIE, Alice #38 TRBEE L), N T ESTERLAKT , HH48E T ICE BB FER R K
B . XELEATT R B E R T EE SimplePaymentChannel,

#HITZ
Alice @ 1:d [7] Bob Ak 2844 15 M7 S o X — P IRGEAEVART M2 Z AMEAT o TS AR T s 2844, 8
JE BRI .
BAE ST ER:
o BREAZINHLIE, TP LB A A E .

« BIHBCY IR, KEOT R AR TS 5.

—ASAREE R KR, BRAE— RINFEIREERG . IEFE A, Bk %4 (5 B A — A BERELA .
R N 2R B RIRE T A BT LUK ST, A A NS A a8t 32007 H A
DVEFERCITINAE A A5 BRI, UM BB B4 F R . A4 (5 B nonce AHEFFE T, HWHHE
REA A LA E . B REAZRhE TR KBS 1h— A SAHRIE A (5 BN T 0 — R,
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N2 B JavaSeript fURY, TR B R (R BTN A -

function constructPaymentMessage (contractAddress, amount) {
return abi.soliditySHA3 (
["address", "uint256"],

[contractAddress, amount]

function signMessage (message, callback) {
web3.eth.personal.sign(
"Ox" + message.toString("hex"),
web3.eth.defaultAccount,
callback

// contractAddress, =H KXW LB EFEWNE KK F.
// amount, B i Rwei, ¥ T N ZKX# £ DI K,

function signPayment (contractAddress, amount, callback) {
var message = constructPaymentMessage (contractAddress, amount);

signMessage (message, callback);

XAZHEE

24 Bob WA AL I T 4y, RSl R B A2 LI close BBUEM ZAHEIE T . KM@ E S
FRUCE AT KA AR T, A2, RHEAT R R AR ML R 25 Alice. S T X MiiE, Bob 75 2424t
—/H Alice 411 R .

BREA AN B RGBS KL B ANEL . A7 X6 IR 1 A2 -5 Bl 6 24 0 i AR A ]
Solidity pK%{ isValidSignature fl recoverSigner B LAEF 5 _E—5 5 JavaScript Xf i B&E—+F,
MG EREZEM ReceiverPays G4,

HA BB ZBCE AT A close REL, M1 H AR LIS ERBHI SAME R, BMREB A &SR
BT, AR ARV AGRE T RS R, AT AT AR HE— A S BRARI 22 TH S, SRR 1) KK

R AR 15 TR AR SRR R AR YA, Bl 2B TS DT, T
FI TR LAK TR selfdestruct KA REYS . BATIERBNAATEE close MK,
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EEEH

Bob ] PAFEATATEHE < P S Al TE , (AR 1A X AR, Alice T3 B—AN kI b L& % 4. TEA
R B E B s, 1T A B HART ) . — EREXANE], Alice T DA claimTimeout USRI ¥E 45 .
B DAESE R A2 ES) claimTimeout BREL,

TEXA BRI, Bob AREFHZNTATLANK . FrPA Bob e TR K PHEIE , X —miRE L.

TENEY

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/xR E-NET K AW selfdestruct T 4 & & &
contract SimplePaymentChannel ({
address payable public sender; /)R EAFRETE P
address payable public recipient; /) BT K P
uint256 public expiration; // #E W, DL K F AR X W X f#EE .

constructor (address payable recipientAddress, uint256 duration)

payable

sender = payable (msg.sender);
recipient = recipientAddress;

expiration = block.timestamp + duration;

/) BERETNEAARGREIRBAZF LA ST R XA EY,

/) HERERRRZEH, EARN S KREHEH KR F,

function close (uint256 amount, bytes memory signature) external ({
require (msg.sender == recipient);

require (isValidSignature (amount, signature));

recipient.transfer (amount) ;

selfdestruct (sender) ;

/77 KA DN EAE AT B R K BB .
function extend(uint256 newExpiration) external {
require (msg.sender == sender);

require (newExpiration > expiration);

expiration = newExpiration;

[Cay
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(£ b0
/77 #n Rk E| AR OR B B E R R X E
/AU RB e BBRE e KA.
function claimTimeout () external {
require (block.timestamp >= expiration);
selfdestruct (sender) ;
}
function isValidSignature (uint256 amount, bytes memory signature)
internal
view
returns (bool)
{
bytes32 message = prefixed(keccak256 (abi.encodePacked (this, amount)));
/O REELAREREMRT .
return recoverSigner (message, signature) == sender;
}
/// THWHASEERE "G ZRMRIEEL HET.
function splitSignature (bytes memory sig)
internal
pure
returns (uint8 v, bytes32 r, bytes32 s)
{
require (sig.length == 65);
assembly {
/S Rs2AFR, ERERRZE.
r := mload(add(sig, 32))
/) EZhs2F A
s := mload(add(sig, 64))
/REAFHE (T —AR2FFHE-—AFH) .
v := byte (0, mload(add(sig, 96)))
}
return (v, r, s);
}
function recoverSigner (bytes32 message, bytes memory sig)
internal
pure
returns (address)
GETI0
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(€AY

(uint8 v, bytes32 r, bytes32 s) = splitSignature(sigqg);

return ecrecover (message, v, ¥, s);

/S B AN B FE, WHEfeth_sign# 1T 4 .

function prefixed(bytes32 hash) internal pure returns (bytes32) ({

return keccak256 (abi.encodePacked ("\x19Ethereum Signed Message:\n32", hash));

i R splitSignature FHECA M A IIA M Z KA. B R SE N % 6 3 A% i a2, Bilhn
openzepplin [1) XA XSS

AT AR

ARG =7, SATEE PG SAS D B, Bl KIREROITIEE IR PH SO T8 F (I8
MIE. XERE RN W F BT AR B X ERR . 75 WA RE PRI B A RIS 15 2 A3

VeI VAL DIV EIE 2l RES S EY S
1. BHIEA 44 (5 B P i S 2k 2 45 -5 ST IE AT .
2. B UEHTHY B R TE h TIUE B R .
3. WA B SO e AU A AR T A
4. WAL AR, 2K A T SAEE R Ak T

FATRE ethereumjs-util FERG G X ANKAE. Ha—2 W AR ZF 758 8%, FRAT6 M JavaScript. FHifY
CASME ] 7 1 JavaScript {CRS 2542 1) const ructPaymentMessage BRI,

// E BT eth_sign W ISON-RPCHF # B W1 7 ¥ o
function prefixed(hash) {
return ethereumijs.ABI.soliditySHA3 (
["string", "bytes32"],
["\x19Ethereum Signed Message:\n32", hash]

function recoverSigner (message, signature) {

var split = ethereumijs.Util.fromRpcSig(signature);

ZET D)
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(€AY

var publicKey = ethereumjs.Util.ecrecover (message, split.v, split.r, split.s);
var signer = ethereumijs.Util.pubToAddress (publicKey) .toString ("hex");

return signer;

function isValidSignature (contractAddress, amount, signature, expectedSigner) {
var message = prefixed(constructPaymentMessage (contractAddress, amount));
var signer = recoverSigner (message, signature);
return signer.tolLowerCase() ==

ethereumjs.Util.stripHexPrefix (expectedSigner) .toLowerCase();

3.2.5 ERILEY

BHACH) 5 IR R R R &2, ATARE B SRZRE Smi vl et X R B AT S MRS H 2 v A B
BEURAITR o AR R E PR M A T B AR LA R B TR A AR A, T
AREAHAEA RIFHHR B AL NPT, G261 Balances % 1 move JrikR Atz
A AR R AR AT A R AL XA, Balances FEREPL T —ANISZAYZLLE, W] DATE G HER B
PR RAEZ AL Balances FRIEA S A MR RBEM 1, A REHERTE S AR a 00N 2 —

AT

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

library Balances {
function move (mapping (address => uint256) storage balances, address from, address.
—to, uint amount) internal {
require (balances[from] >= amount);
require (balances[to] + amount >= balances|[to]);
balances[from] —-= amount;

balances[to] += amount;

contract Token {
mapping (address => uint256) balances;
using Balances for *;

mapping (address => mapping (address => uint256)) allowed;

event Transfer (address from, address to, uint amount);

event Approval (address owner, address spender, uint amount);
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(Fz E70)
function transfer (address to, uint amount) external returns (bool success) {
balances.move (msg.sender, to, amount);
emit Transfer (msg.sender, to, amount);
return true;
3
function transferfFrom(address from, address to, uint amount) external returns.

— (bool success) {
require (allowed[from] [msg.sender] >= amount);
allowed[from] [msg.sender] —= amount;
balances.move (from, to, amount);
emit Transfer (from, to, amount);

return true;

function approve (address spender, uint tokens) external returns (bool success) {
require (allowed[msg.sender] [spender] == 0, "");
allowed[msg.sender] [spender] = tokens;
emit Approval (msg.sender, spender, tokens);

return true;

function balanceOf (address tokenOwner) external view returns (uint balance) {

return balances[tokenOwner];

3.3 224 Solidity 4i%sE

3.3.1 li#

Solidity FJRUASRENE 1f LALIAZIN o BEah, FHCA (B0 0.x.y) BRN T A KA A S & EHE .
XEWRE M 0.x.y A IFI ST 0.x.z AR, Hiz>y.

B T RATICAR SN, BATESEME D IFRAEARA (nightly development builds) , [ 92 (7T % A G BB EEAL
Ho U BIREAE A S REFF SR BL U R . SR, PR, BARG HOT AW A @ w R IR A E R, HENE
BTRAF RS RS, AR RER . RN TERRE T, BN RE S A RICREL
HRRBH, XB U 2N LR KA RA R — 8. ENTRAS T4,

IR REE LIRS, ARG T CAR 1 Solidity . X & RO ER IS, PASHT IR DR 8 52 2 0]
FIAE . BATH I 0.x AT A ATRIE TPk A2 1L .
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3.3.2 Remix

FAVHe BAE R Remix T & 17 429 Fo bl ik 3 5] Solidity .

Remix FJPATEZAH , TGFLEEMARTT. WREAEBELM A, al# https:/github.com/ethereum/remix-live/
tree/gh-pages Y UTHIEI] F#L . zip SCFRAMA] . Remix W2 N ERYESE, I AFEAR L4 24 Solidity JiT
AR OL T AR H I A ERUA

AT e I PEAI UL A TSP L2 Solidity iy AT 4 1A - AR EERIEF ZAE BN &2, 5
BB G, AN — A Ay AT 1R

3.3.3 npm / Node.js

(1] npm ATLATESEI 2% solcs , B> Solidity Ziidr. {Hix solgis F2/¥ I D AE HLAR TR il i) 15 7]
GRS IR D o AR A AT i I —Fp, FRATBCE B 2 2 RERI A IFAS: solc. solcis Y
AREAEE H O AU O gk,

R sole-js Wi H j2 813 F Emscripten M C++ JY sole FT2E HRI, X WK W (0 F AH R 09 S it 2 JR AR
. B, sole-js T PAE 4% HF JavaScript i H (U1 Remix) FAKNEES % solc-js AR

npm install -g solc

ik FEAATH, WITIUE 4 soles,

solcys MIEAFT IS sole fl— T H ({1 geth) BARFELN, FILATI®E solcys fEME solc —FE
THE.

3.3.4 Docker
Solidity 4 %1% Docker 5515 7] DA FI M ethereum HZURIGH) solc Hiff. i stable &R MR AT
FIRRAS, ] night 1y FREEIREUT A& 5 32 HHIEAE R ARG E A8 S I IUAS

Docker Fifg iz r4iifae il AATXHF, B AR AT A Mg ds S HUL R E . BN, THpar 42T 2
SEMY sole B (WEREEERA ), ITE—DHMASRHIBITE, FARfZi# ——help 4L,

docker run ethereum/solc:stable —--help

] DAERRZE i 2 ZATIIAS, fln, 0.5.4 AR,

docker run ethereum/solc:0.5.4 —--help

A Docker Fifk i AL /Y Solidity SCIF, 285 —MNAMICHF I TR ARG, H 18 LI
G2, Biin:
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docker run -v /local/path:/sources ethereum/solc:stable -o /sources/output --abi —--

—bin /sources/Contract.sol

Gt T DAGE FIARHERY) JSON e 171 (24l TR AL B 4 138 IR LR I A 3) o XA iy, AR
PRAEATH %, A2 AR JISON 2 Jl—k i) (BPERA 5 AR ATANBICHE, TiX 28 S EA 5\
=13R),

docker run ethereum/solc:stable --standard-json < input.json > output.json

3.3.5 Linux &2

Solidity F 3l 22 2540 A fE solidity/releases $F) .
X Ubuntu , FRATHEEML PPAs o sl DA R4, WIARBURGHNIF R A :

sudo add-apt-repository ppa:ethereum/ethereum
sudo apt-get update
sudo apt-get install solc

Rt T DARE I DA fir -2 B F T A A -

sudo add-apt-repository ppa:ethereum/ethereum
sudo add-apt-repository ppa:ethereum/ethereum-dev
sudo apt-get update

sudo apt-get install solc

BEAh, —28 Linux AATHGZ ML TABIT H A X S & R AT E R LE Y, TR 45 H %R
PHEL YR RO -

B4, Arch Linux (A FHH T A RASHI AT

pacman -S solidity

A snap (0, AT, & HABEASED . ST AGEIEPAT 350 Linx %1700 o DA F s, 224
BRI B R ARY solc:

sudo snap install solc

QR AR develop 73 SO BT S, WM AT 73

sudo snap install solc --edge

Frik: solcsnap (™A% A BR H o XO0F snap fR e fe % AR BLUEE A — LR, LA BBV /home
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M /media HFEFHIXH:. 8K TMFELZ(EE., 151 Demystifying Snap Confinement,

3.3.6 macOS Packages

Fe A1 53 Homebrew 1A M JESK BT B HUAR, K Af Solidity 4mias, . H Al SZHFHR

brew update
brew upgrade
brew tap ethereum/ethereum

brew install solidity

BB 0.4.x/0.5.x iR Solidity, #5t07] PA4> HI{# il brew install solidity@4 Fil brew
install solidity@5,

AR IR TR BURR A UCAS Y Solidity, #XPT PAE M Github |22 —> Homebrew 4132,
2, solidity.rb ¥F Github |- [{j$EAZ F L.

S EAR I RAS B SG A (B, SRISHEREAIBILAS A %90 32

git clone https://github.com/ethereum/homebrew-ethereum.git
cd homebrew-ethereum

git checkout <your-hash-goes-here>

T brew Z3:

brew unlink solidity
# P, %% 0.4.8
brew install solidity.rb

3.3.7 B THEHIXH
FATHE sole-bin EHES T — M K ANBUE S RSB SES RIS, T aFmra. &d
n AR BB H T R EIA

TR PEAAUE — P ELR AR IR, LR o P R A AT DATFAE R A9 — 2B S, i H e s =7 TR
WARACHS

. Likbﬂﬂ»ér%)j‘i 5i1% | https:/binaries.soliditylang.org, YEHAR B A DAMRZ 5y il id HTTPS R4, WA EMHA
I A ETE A it YRR

o PRALAY N B IERfEY Content-Type 53R L HISEFA R CORS Fi &, PRI E A DA ATAE N Yo o o i T B
EREE:T

o THERISCHEA TR R SR (L5005 DLLs fR4E7E—E A IH A Windows FR41) .
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o WATE I BEACFR R EARE . SO BRI, SR SR OEIP AU B E R UL, A
2R S ENTMASHE S, 1 HVIRA SRS AR VRS ME— R B SN e B sOTeIA
HOSCHE, WRERFFIRARE, Al BEsE OE KR

o SO HTTP AL HTTPS $26t1 . HBAPAZe 4y XA o413 (Giid git. HTTPS, IPFS 53
HRAEAMNGAT) , FHAE T B EAE —HEH SR A (B, B widE i HTTPS 35 i S0t
TERZENET, R 36 SCPFAT DAYE Github |17 Solidity %11 it R3] AEEZ, i1 BATH
Github ELAAMIHRAS . XEREUR A4 AL, ATASE R av 4, WAL RS G3
g X KATE sole-bin BHER.
solc-bin PHHEME LR AR, B IMHRAEK G BPOHFAULE— 1ist. Json XF, 5
HRT ) R SO BN, FE emscripten-wasm32/1ist. json FIES K IIPAT T 0.7.4 A B

"path": "solc-emscripten-wasm32-v0.7.4+commit.3£f05b770.js",

"version": "0.7.4",

"build": "commit.3£f05b770",

"longVersion": "0O.7.4+commit.3£05b770",

"keccak256": "0x300330ecdl127756b824aal3e843cbl1f43c473¢cb22eaf3750d5fb9¢c99279a£8c3",
"sha256": "0Ox2b55ed5fec4d9625bb6c7b3ablabd2b7fb7dd2a9c68543b£0323db2¢c7e2d55a£2",
"urls": [

"bzzr://16c5£09109¢c793db99fe35£037¢c6092b061bd39260ee7a677c8a97£18c955abl ",
"dweb:/ipfs/QOmTLs5MUuLEWXQkths41HiACoXDiH8zxygBHGFDRSzZVESCS"

o MREI DAYER]—H % R4k B 3t S0, & H#-M solc-emscripten-wasm32-v0.7.4+commit.3f05b770.js. &,
BT RE R — AR, WSRO A git T3, 8UE BRSO RGEA SRR, R O
e

o % MR SO 5518 4 https://binaries.soliditylang.org/emscripten-wasm32/solc-emscripten-wasm32-v0.7.
d+commit.3f05b770.js. FEIXFEOL T, AFEE git, EEEMMR 2R S LW, Z25HM—13C
PFRTEIA, BRI~ HTTP B¢ 1]

o ZCRTAE IPFS 43|, Hidik 2 QmTLsSMuLEWXQkths4 1HiACoXDiH8zxygBHGFDRSzVESCS.

o R AT RE S EAELE Swarm [, HithER 16¢5F09109¢793db99fe35f037¢6092b061bd39260ee7a677c8a97f18c¢955ab].

o foW DA i M OB OH keccak256 My Ay {H R M uE — #E H ST 9 o8 B M
0x300330ecdl127756b824aal13e843cb1f43c473cb22eaf3750d5fb9c99279af8c3, M Iy

{H A ATE A 24T A T sha3sum $#244EH) keccak256sum T E.Bi7F JavaScript F{# ] ethereumjs-util &4
keccak256() 3 o

s fm oW A o BB T dE R 3C R Y sha256 MR A fH R B IR E M9 52 B
0x2b55ed5fec4d9625b6cTb3ablabd2b7fb7dd2a9c68543b£0323db2c7e2d55a£2,
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B T RER R EHAEIEEOR, RAREA S LR IUR, (HEHESR S TR YR AT

o WIS e A e, i ] emscripten-wasm32/ (B HEINEER) emscripten—asmis/
) AR bin/. 7E0.6.1 AZH, FATHEERE asm.js ZHEHI SO/, M 0.6.2 F-hh, FRATHUT We-
bAssembly builds, PEREIFIRZ . RATEZ K wasm 78 T IHMCAS, (HJE SR asm.js SCEEATSRTE bin/
o BSOS AR H SR, DABESR AL R SE

o QIR GRAEHGE T A2 wasm B2 asm.js T HEH SO, E A emscripten-asmjs/ fl
emscripten-wasm32/ MiA4& bin/ Ml wasm/ H3%.
* i 1ist.json A% 1ist. s Ml list.txt. JSON FERMAME T ISR A E .

» fifi |l https://binaries.soliditylang.org, [fij AS+2 https://solc-bin.ethereum.org., & T {#i - 45 fa] BAk,, Tk
B JLF B 598 A XA B T H 4 soliditylang.org &, XWidE M T
solc-bin, BRI HHINES , BIHREA TR 584 3Ry, FEARIERR ] [R]— 0.

Al TR SO R PAYE hitps://ethereum. github.io/sole-bin/ $F), {HXANTUEAE 0.7.2 A & 107 )5 wliis
1 TR, ANUEUE- & B IR A S H I A A, ORSRHEH B sk450 , f1453E emscripten
FA A 7

WEARERIEAERE I, W Y)303)] hitps://binaries soliditylang.org, B & EHEZAEM . X HIRATRER DLEH]
B 2O IS 2 ENLHEA TS, R E DT . SIRATICEE S ethereun. github. 1o 344 R[],
binaries.soliditylang.orqg 0 DUMFEIEKIHEF7 R4 A0 E 59 URL 4544 .

3.3.8 MRS
FRFM - TRIRERS

PATR 2 Solidity #4724 B A 1 -

it o

CMake (7F Windows =>4 3.21.3 PA_BJRAS, HiAt Ay 3.13 PAEAR) | BTG M8 S0 ias .

Boost (Windows &%iN 1.77 fili4~, HAhZRS: 1.65 DAL JiR) C++ J%E,

Git TP 247 TH
z3 (4.8.16 PALUA, AT iE) 5 SMT # v 28— ffi il

cved  (HI3%) 5 SMT s i — i il -

#41: 0.5.10 Z Hif¥y Solidity Wit A~ BETL¥A 5 Boost 1.70 DA FARASIERfSEH: . — AR REMIIRDL I A2, TRiBlT
cmake fyAHiE Solidity Z i, B Efi44 <Boost install path>/lib/cmake/Boost-1.70.0,
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M 0.5.10 JF4, XS Boost 1.70 DA A B B4 I % Jodl N LTl

ik BN A E R N R Z3 A (REAE B e B B R S BT IROAS ) o Z3 AR Z (R
AR AL S EOR W B S5 A R (EARRAARE) - FeATR SMT Ml % e 2 X s 22 7, Ralfes
TEARF P RAS R, AR R H R T IRRAS . 33X A TR (8 S ] B A (0 A8 S W ) o SR
-DSTRICT_Z3_VERSION=OFF j&Ii{% %45 CMake, 0] DA FATA0] 35 i b R BRI A AT A . SR
WX, THICAE scripts/tests. sh H{4# ——no—smt I ARk SMT iz

ik BOAEOLR, SRRl & SR X TRy, X858 AN EL, IR I S o 1R
A & N B MR T B, LB RS “DUGFHBRE " QR a FO A1 2 & A AR J
MR, AFTEAE SR R AL Bl et W] PA ] CMake {44 ~DPEDANT IC=OFF BEI K EE H X Fpfii =
— T N AN B BGXARE, AHAE R AT A M i TRl RO LA IH A, W] e e
XA, AR EOR X AVE L R A

R/MVRiIFRRE

PAT Co+ it S He i/ MiRAS ] #y 7 Solidity £GRS % -
* GCC, 8 A EJiiA
* Clang, 7 PA LA
* MSVC, 2019 PA_EhAs

SoR%H - macOS
X macOS R, B ERECGHT IR AR Xeode L2245 . iXALE T Clang C++ 45184, Xcode IDE FIHABIER 2

AT A TR, X THZAE OS X EMHE CH+ W AR BT Z0 i . ARIEGEH — K %% Xeode, B WK
BT —BIAS, B AGAEE N Gy AT R, 75 R B i

sudo xcodebuild -license accept

A OS X A A the Homebrew 3RS PRAF A LR SMPHOM . AR EAMLIFLEHTE, AT 24
i} 1%L Homebrew,
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JeRk & - Windows

TRFHEN Solidity ) Windows AL %% DA MK AR (4 (:

;i i

Visual Studio 2019 Build Tools | C++ Zgiss

Visual Studio 2019 (A]3%) C++ e T L IR 5L .
Boost  (1.77 Jii4s) C+ IS

AR ASELZ A/ IDE I FLH B4 SRR SCfF . 5T DL22% Visual Studio 2019 # T AL,

Visual Studio 2019 [F]if 42 {it IDE FILb A4 AR FrA, WERERA —4> IDE, I HARZIT % Solidity,
H8 2, Visual Studio 2019 2] DASEEHRANPRAT— DI B I 1EF% -

PATF 2 W AE Visual Studio 2019 47 T. H 8, Visual Studio 2019 H2225 (20 {4:41] %5 -
* Visual Studio C++ core features
e VC++ 2019 v141 toolset (x86,x64)
* Windows Universal CRT SDK
* Windows 8.1 SDK

¢ C++/CLI support
FNTAH—AHHBI A, BT DA B R 2238 i A 75 S St

scripts\install_deps.psl

X223 boost #l cmake %] deps T H 3%

ki

PATATF 4, oAy :

git clone —--recursive https://github.com/ethereum/solidity.git
cd solidity

U FEAERE BT % Solidity, fERTPAZ: S Solidity ,  #8J5-RFE AR 20 SUFAE N R I ARSI -

git remote add personal git@github.com: [username]/solidity.git

ik XAIERFREC A TURAIE, BN, FEX AR E R T PR MR IR
THE B #—C A Solidity Ziias, HBAMGH] github KA1 il AR 46 :

https://github.com/ethereum/solidity/releases/download/v0.X.Y/solidity_0.X.Y .tar.gz
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(i A2 - github F2{ER” JEATHS”).

ST

T PR R R 2R AN R (WL 13C) -

Solidity 5 H {i f] CMake Kl EFH . B0 HEAZE%E ccache DAMIMREE S A 23 3% . CMake 2% H 31 & .
7E Linux, macOS FlHAth Unix £4: - #)7E Solidity 7 z2UERZEAZ

mkdir build
cd build

cmake .. && make

o 7E Linux Fl macOS _EAHRIAAI L, “nlPhiatT:

#EE: KXW AE usr/local/bin &% ¥ solc F1 soltest W — 3 & X .
./scripts/build.sh

B BSD MHIV IR AT AR, {H2 Solidity PIABIA Mid -

Xt Windows 117 :

mkdir build
cd build
cmake -G "Visual Studio 16 2019" ..

B/ 2N - N I scripts\install_deps.psl Z boost oA, 5
OB A L 3 -DBoost_DIR="deps\boost\lib\cmake\Boost—-*"
~DCMAKE_MSVC_RUNTIME_LIBRARY=MultiThreaded {ENZEE cmake JHH .

X FEER E H S A solidity.sln SO, X% 34, Visual Studio 32y 530 . & AT1EL A Release
Jic B, (E A P T DA

i, WA LAEA ST B Windows F#E, Q1A

cmake --build . --config Release
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3.3.9 CMake #%1%

LA CMake B9 TTITUROGHE, T DAE(T cmake ... -LA.
SMT fRE 2

Sohdlty A[PAET X SMT f st i, R ENTERGE TR LI, R X R . AR AR ]
PAIE T cmake FEIZAH .

EE XL, AT RIS, TR TE A,
TEAESCAIe ), BRI PAZEFEAT, FAENTE NS )

# R 2k 23 SMTR & %,
cmake .. -DUSE_Z3=0FF
# R FHcvcs SMTHE & %
cmake .. -DUSE_CVC4=0FF

# [E B2k H z3%0 cved
cmake .. -DUSE_CVC4=OFF -DUSE_Z3=0FF

3.3.10 lRASFFHBIFMHE

Solidity it A= 44 2 PU I3 -
* AT
o WIKGIANRE, Wi N develop.YYYY.MM.DD Bi# nightly.YYYY.MM.DD
* VA commit.GITHASH R UB/RIIEACE
o A TG AR SR T G AR
WRAAMBY, FERFSAHEH -mod,

X LEERS i IR Semver [ ER R A, Horp Solidity T & A UPRZE 5540 T Semver T & i iUbR2s, 1 Solidity #2
G- G AR ALY, Semver A B TCEHE .

KR 0.4.8+commit.60ccl668.Emscripten.clang.,

AR 0.4.9-nightly.2017.1.17+commit . 6ecb4aa3.Emscripten.clang,
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3311 XFRAEEBHEEFES

TERARMZ G, #NT A S 23m, FoAFAURE T R RN T RBIMA T . BAEY &, AN
ZARYE Semver FIAS [ B BAEEOREETE. )5, BT RS 4 H14 H LW RAA A5 —2, (H
% prerelease F8/RFFo

AN

1. 0.4.0 A%,
- WNBEF IR, B 0.4.1 A
BIAJFERAE T REUERAS .
 GIAERASE - WA S T1#] 0.5.0.
- 0.5.0 fiA %o

%5 2 Sversion pragma —1s547 R

[\

w

N

W

3.4 Solidity JE3C k45

PSR T AL A (LR contract 72 5L, import 154, pragma $64-Rusing for 4 4Fstruct, enum, function, error
PA S constant = 1 E Lo

3.4.1 SPDX iFoJ#RiRFF

SRR BE A LRI 2 ATFRY, AT DA S A B RE A A . th T LA B2 3 K B RAUr
TR IR, Solidity ZiFai s A (i LS FT A SPDX VR nl bl aF o AN RSO Z A— S ERIT 6
WAL

// SPDX-License-Identifier: MIT

i A IR IR RS BT SPDX V] (141 42, (BB S AFETEF 7 #0345 (bytecode metadata) $4ik
e,

R EAEIEE ], SCE RIS AR IFERY, 560 45k (H UNLICENSED. J§H &, UNLICENSED
(R, AEET SPDX ¥ AES) ) 5 UNLICENSE (T Ara AFrauf]) A, Solidity #E1
npm FIHEE

PP R AN RE AR5 VAT A R HA LSS, QAR NS PP B R OV 7T Sk R IR
Ao

G AT DAE SCIF AR A7 R R, (BT B e S A T
FKF AT SPDX ¥ AT UEAR LAY 3 25 E AT DATE SPDX [t s3]
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3.4.2 HiFfETR

pragma KT TR LG IR SRS AT . — > pragma $5 IR 22 IS FI AR S, FrARIR AR
TERATH T pragma 154, BUAHE G I A SCUE IR I MR 2o AR Bsimport 5 —AS3CHF, %30t
1) pragma 54 R & B3IV FFASCM .

MRAGRiFE R

PESCAERT A (T HLRi%) HIRCAS pragma $89- SR ERE, DATHZE HI AR B it g AR BEA T 48, PROAIX AT RE 25
AR . AT EHEX IS HMENR AT RE/N, FANT7E BELA—Fh 2 {8 i SR 20 i) B ik iy
KGN, IR R EEAMBE] . IEFA L, BT S BB T, i EE— N H &R
e MR XA ZA 0.x. 0 8 x. 0. 0 IBAXHIMA.

RAIRIEFS R AR : pragma solidity ~0.5.2;

A BRI SCIAE 0.5.2 IRA Z Bl 4wk s EARES I, 7E 0.6.0 A Z ISRy idas DR ABE AR (X
BARAREL N ~ BSNE) . BFRTE 0. 6.0 IRAZBIASAEMTERIAA, B AT LARR(E R A
B M AR A U e 1) o LT B PP OAS [ 7 S AR R LA S, TR B R AR A kb TR i A

AT DA St A i AR AR LI, X SER S npm G AR RS -

i MEHRA pragma 54 R & BUBHIRSRIAR . BH R & 0SS giraar e, & R gk
A AT AR S AR TR A — 2. ASRORILRE, SiFd s K — R

ABI ZRiB%miFIE T

Wil pragma abicoder vl 8 pragma abicoder v2 , ZH[PAEHE ABI Ziftha RIS as Y WAHSE
I}rl_l;o

H) ABL gfitds (v2) REAEAMERZIRE SRS T amAD AR . B TSR 2R AUL, Bl
J Iz M RAEN Ak A, X ] e R ECE S AR A, (R T M. A Solidity 0.6.0 FFiG, EHHA N2
JESELEPERT, Jf HAA Solidity 0.8.0 F¥4f, ‘E#BLASRM . [HI) ABI gfil#/58A ] DA pragma abicoder
vl; Rk,

B ER I SRR R B R IH G 25 T SRS B — A R AR o (B A 28 1 29 PT DA A8 5
M APATAC ., WA ETRRH . R 49E abicoder v2 G A B IEAT S SLfRAD i 2% S H3
KRR, A A TREH IR . s vl AR X — %, PR —A . REEREM AR
JE M abicoder v2 , FfE AR K

Frik: XA RS TR ISR SO A U, ToiR X SR e A e LA o . X ERE, —
B LIRS ABL it vI Gist, BRI DA & A A 55— 29 ROR 68 T B 4w i e i A
o ASRBEBULENERGE , A RTESN R R B4 P, ORI
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1 3 Solidity 0.7.4 K1k, APAELHH pragma experimental ABIEncoderv2 ik ABI 4gidas
v2, (BRI REWIEfIEEE b v, A E IR

S M mEFER

AR S R SRR AR N o BT AR S i aS B0E S T M RERE I ERE . HAISCRRAT
LI PEG N

ABI 4z33§ V2

2 ABI i v2 AFEPOA 2 LR, A pragma abicoder v2 (#L_E3C) A Solidity
0.7.4 JHifEFE .

SMT &2

XA AE R 8 Solidity Hiidgs g s, BRI E A TEFT A Solidity — | SCAF ] o 44 s25t i fif
R T AT X AR . EAERZHURA 24 Ubuntu PPA AL, {HAN T Docker 4314, Windows it
il SOl B A Y Linux —3E61 S04 AR EHEAR 224 T SMT ke FE a4y a0 (A &8 0 Ya 2 )
1547 solc-js, A PAIE R smtCallback Ay sole-js HTE E

IR pragma experimental SMIChecker;, HAMKRENFIY =2 L5 FELE Sl A
1) SMT SRAFGFPATHY o LA TR A S Solidity IR F A IIRE, FIRES L IFZE G . AR EME A S

MEIRE, AR ATl BEASE A IE -

3.4.3 SARAIFE
BESENL

Solidity 3§ F AiEA], PAFS B A ARAS, iX 289547 5 JavaScript Ha] F BRI AHL (AL ES6 FF4R). 44
M, Solidity H-ANSZHF ERIA T MR

FEA R, BERTAGE I A i S A4

import "filename";

filename FROMPRRN FASEAZ. ZIBAIFHIARE “filename” RS (AR S ANFTS) 7
AZIY I 2RI (45 ES6 HOR, {HX Solidity KUt 2 FAAR)) « XMIBARNEWMEN, FAEAR
TG e T Ay ZS A WREAE “filename” HUEIASMBAITUZIE , B4 A 30T LA BN
“filename” FARICIFF . U2 S AR E AT .

TR T A RS symbolName, HE AR H "filename" P4 RFF5
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import * as symbolName from "filename';

XEWE P 2R A symbolName . symbol HyREAIEME.

F—FIEEAET ES6, (HuTRERA M-

import "filename" as symbolName;

XLEAZ AT import * as symbolName from "filename";,

MR ML, B AESAWRBEGLAMAS. G, FTEREAE T N2 RFS alias fl
symbol2, B4 HIM "filename" HMG|H symboll fil symbol2,

import {symboll as alias, symbol2} from "filename";

SABE

HT RESAERTAT T LSRR, Solidity S AN th FERREICP A SCIEREERIANT . i Ti
A, ARSI LI HUCPE RIS . RUR, PR — SRR (B0 7 %
SRR VES ), S MRRTCHEA R 8 6 A, R RIEI . JRERILORRR. 1E AT
PR AR PR R AR I A T AR B M B A LT

Y472 JSON APL, TR ELBERURHTA SR04 BRI 2610 6 R A — W55« ERCRMIL T, W
TEAFROSATIER . KT, AR GBI E 2 SO IR TR E] VS o, SO TE A4 G 32
DA RESHILI T, B3 RS LT 0 o & AT R, BRIA) TS PSS DL
PRGN, SR GO TA AL AR B . —SSRBERON T EE X, FEET .
411, Remix IDE 443 T — 4T DAL M HTTP. TPFS il Swarm URL S ASCHF, o0 EL:3 7 NPM JEA 2ol
TR

KT REANSCIE R GEAN G %8 B 1 ) AR AR AT IR R ) e B ik, 2 ISk 12 A 477

344 I8

ATAGEH AR (/7)) MZAriERE (/x...%/)

/SRR BATER.

/*

B =4
SAT R
*/

Frik: BATTEREh UTE-8 5hd AL AT IS AT45 AT (LF. VF. FF. CR. NEL. LS 8(PS) 45, A45ff
TEAREZ SRR RSB —T 7, PrDAMISREAE—4> ASCILAFS (3X28)E NEL. LS I PS), K-S EU#HTr
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AR iR

HSh, B FRERE NatSpec FEFF, 518 5 AN, EMZRE (/1) SAUTEH (/00
/) KRG, BN R AR SR ALy
S5

e Solidity W, AZYRKMATHEIIAN RAgEE T HE. SOEAPINEERET S, R, B85 %, F
T, gmiR, AR FIAOR R W], HAZR AN HAL G LYK

A —LERRRN S &R, MUMUE & 29 FldE e 549,

TERT A2 BT WA EZ 140y, A e ft— MR i .

351 RETE

RS B A8 HAEROK A A RETE & 2017 fif P iYL 5

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract SimpleStorage {
uint storedbData; // KA LT &
V2

ARIPRAA RTINS %0 B, XPRAAE R WP P R BT B T L0 o gerier .

\

3.5.2 FH#E

PRECR AU I AT AT BOL . G HAE A2 E SR B, BT DARUE SE A Z 5.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;

contract SimpleAuction {
function bid() public payable { // # #
VY2

EET D)
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(€AY

function helper (uint x) pure returns (uint) {

return x * 2;

A TTOARAEAE MRS, I ERA AL R B T L0k, 58 BB HOTRII A B, DA
eI ISR

3.5.3 E#IEES

BRIIE Wi T ARSI SR AR BTG 7 348 AR B0 S (I A 200 ) 8 2151 25)
B, WA AAE MM A T EA RS, RATTHER .
FRB—RE, Bfigs R AR E 2

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract Purchase {

address public seller;

modifier onlySeller () { // % 1 %
require (
msg.sender == seller,

"Only seller can call this."

function abort () public view onlySeller { // & 16 & iy # &
S/

3.5.4 E

FERRETT [ AKYT AL H ST RERHE

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.21 <0.9.0;

contract SimpleAuction {

event HighestBidIncreased(address bidder, uint amount); // % {f

[y
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(€AY

function bid() public payable {
S/ .
emit HighestBidIncreased (msg.sender, msg.value); // fit % %= 4+

A KA HFERANTAE dapp FPEEH AR, SRGAFIT R+,

3.5.5 iz

DR CRA) SO RN O RE SRR PRI Z AR . SR GEZY) WTRAfERD R 2 7 Pl S ATHs i
WAL, SR CRAD BMEEAL, F AN BN oS . AT A NatSpec Heaf i 1 - ik
B

// SPDX-License—-Identifier: GPL-3.0
pragma solidity ~0.8.4;

/) BREREH R SR THRK. EK requested .
/// 1B RA “available' T FH .

error NotEnoughFunds (uint requested, uint available);

contract Token {

mapping (address => uint) balances;

function transfer (address to, uint amount) public {
uint balance = balances[msg.sender];
if (balance < amount)

revert NotEnoughFunds (amount, balance);

balances[msg.sender] -= amount;
balances[to] += amount;

/)

Eg{lihu\ %%I‘;ﬂéé/ﬂ :‘ﬁ‘qjﬂqéﬂ 7kﬁgl ;E';‘l L.’ o

':l
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3.5.6 ZhHg3H

ZER I Z T DA LAAE B0 A 8 SCRBL (S FRBUFAT R 25 1015 )

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract Ballot {
struct voter { // &M
uint weight;
bool voted;
address delegate;

uint vote;

3.5.7 HrykHy

M2 AT SR A —E B TR M B SCRA (B PR BT AR 2 ).

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract Purchase {

enum State { Created, Locked, Inactive } // # #

3.6 B

Solidity J& —Fh# SR AIR T, REWES ML CREERAFERLE) METEWIEELRR. Solidity F2
TIUREARA, W DARA A A2,

BrRutzSh, A RBZ (8] DAE R S is AT SR B R I T B RT AR IRES %, IS
FiEm HAF R RAIRT .

Solidity FHAAEAE” A SO B 257 (ERIHES, (HRT A B A BB A — T HEZR A =AM . S T b3
LATEAMME, R M reverr 32 SRR 55, B R Bl — A 5 4> bool HAYICAIARZE R
P
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3.6.1 {HHY

PAT RO IRAL, RO EATRYAS S SR e i, e, 240X S8 f A1 R RS Ml AR T
AR, B SUEATIEE L.

MRAER

bool : H[REMEBUE N EEME true fl false,
IBHAT:

« 2D

* &6 (B4R, "and”)

© || (ZHHEK, "or”)

=T

.« 1= (RET)

BEAF || M s s HBEAE R4 (short-circuiting ) BRI, SR AERIEX £(x) 11 g(y) o, WER £ (x)
MEHN true , IBA g (y) BIASHEIT, EIiSHB—2mIfE .

5

int /uint: SHIFRRE RS RIS AR BN AR & S uint8 $luint256 (TLfF5HEA, M
8 (i) 256 {if) DA, int8 F| int256, DA 8 A NE KM, uint Fl int 452 uint256 fl int256 44l
.

BRI
o WRGERAE: <=, <, ==, 1=, >=, > (EEAR(E)
C BHESIAF s, 1, S GRED. ~ (IR
C BALESA << (B, > ()
C FMERAE -, GER - (UERTAFEE), </, % ), < (D)
XEF— MR X, ST type (X) .min Al type (X) .max %A AF R MIMEALL.

B Solidity HHEBBIRBIAE—MFFERTERIN . B0, X uint32, X2 0F 2%*32 - 1. AW
PBEATEX SER A EEATIR . a7 B AR A BEA e A BUARILT, FARRE “f
A7 R, XEREUR RS TR EE T, AR A R ey iy 5 K
K. BAIPAM unchecked { ... ) UHRE] A" B, EZMMPFRIMEXT T E BRI
2.
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EEBEH

PR e 1 FE B BB A 2

fiizH

QLB AR 1) U RAMS R LR X RS, BN ~int256 (0) == int256(-1).

BlEH

AR S R A e AR RO R, R R AT 2R B TR AT R, R4S
KRBT ST — DGR R
Rl VAl AR 520 2 MR ARIER” B SRR, X7l iR ) B R A i R AT,
EELALEYE

o x << y FFATHFARIK x » 2%y,

o x >> y FRTHEREA x / 2%y, [W0ICGFImIT .

Bl AE 0.5, 0 UARZHT, B x AR x >> vy HEETHEERAN x / 290y MEBHA, AERME
M EgA (MEBEA) AR FEA (MARIETHFKR).

il B EAREAEIREE, XSO E M TR A . I, SERER BB .

iE. EETIFE

T VLA SR A LA W VE S, T e AR s TR AP [R] AR

AN T, TA BRI S A R EAE Fiol ik, HEiX ] DUH 746 & Rd KA. XSSFEEENE
Ko LA AT ALERR— A 3R F] .

Fkal —x ZRET (T(0) - %), Hif T2 x 28, EHENTA/MSHEA. WE x ZHK, —x MH
WAEIE . I — MR IE I RN R A Y -

WREA (XFER L) int x = type (int) .min; , IPA —x SIAFFEIESGEH . X E KL unchecked
{ assert (-x == x); } APATAE, MFEER —x IR 6 PS80 5 200
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BRi%

BT BRI BT DR IR — 2R AL, BEIRENSE R A2 — %L 7F Solidity v, [Ryk/2 it
i, XM int256 (-5) / int256(2) == int256(-2),

R, SR, 15T @ b RIS AT RS R 0 B

i BRPLO S SHFF . XA ARl unchecked { ... } 2%

#rii: KA type (int) .min / (-1) ZEREASEGG HAOME—R L. EREFABKXT, XS4
RIS, MAERERT, (ER2 type (int) .min,

B&
BEUER a % n @48 a IRDAER n J5 4%k r, H g = int(a / n) fMlr = a - (n * g).
XEWREREGE RS R S BN EBE (380F) WAHFNAFS, a 5 n == —(-a % n) ¥HHY a kil
e Iint256(5) % 1int256(2) == int256 (1)
e int256(5) % int256(-2) == int256 (1)
e int256(-5) % int256(2) == int256(-1)
e Iint256(-5) % int256(-2) == int256(-1)
ik X O MR FEOT T . XA ARBHEIT unchecked { ... } 2
mrizE

WIZH B TIP3, BIsH PRI S TRMIEA, EE, BB RAR
SR, T AR T R R T N U R A

ik TERARGUT, Tz FO N D R exp BRI, XIT 27+ 3 BYREOL, ksl xrxrx
FRESE R FEALMIEOC T, AU SAS IR 0 A 2 2 T I o

ik R, 0%*0 #i EVM & 3Uh 1.
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ERFRE

B Solidity B A ST I EKIF AL, WA IIE K RIS R, (EARES EATRE ST E 1
HE HAh AR B

fixed/ufixed: FIREMI/NIE TSR SHE KT SR, 7EXHT ufixedMxN fil fixedMxN H1,
M FN A AL, N KRR N . M A RERE R 8, BV 8 31| 256 fi7. N NIFPAEA 0 F] 80 2
BT EH. ufixed Al fixed 452 ufixed128x18 fil fixed128x18 [ HI4 .

E5it
o WRBHA: <=, <, ==, !=, >=, > (RIEZM/KE)
* %ﬁiz“_%:?ﬁ“ o —ﬁii_%:_7 *a /7 %(H'y//%%&)

ik R (EFZIEE P float il double , HMER ML IEEE 754 282 HIE K 2L 2 Ak
AT S, ERTE R R  FINEG 7y UNBURUR R ER ) 5 SR IR0 R ATASHY TG & Pk i i
IR EEZ B ARIRLE . — ok, PR RAT, LR SREH RN, B DR RSN
INBUR R

Houk FEF

HAIk 28 BT PR B A AR ] (1 26 2L -

¢ address: fR1F—A 20 FATME (—DPUKHIEERN)

* address payable: 5 address KM [E, {HAHIMI G transfer fil send,
XA E R E, address payable sg— T AKR DAK T B HIHE, T BRIV AZ A% DK T 45—
AR address, BT, PUOVEWRER—DEREGL, X NG LA HEZ AR T .

PR A

VM address payable F| address @R, MM address 3| address payable M50
it payable (<address>) BT,

XTF uint160. BE. bytes20 MIALARM, VX address BEATHIHAFEARAH i .

HH address FEFNG AR LB DAL payable (.. .) BXFEH N address payable A,
KT E LR, UL AT AR AR BT A Feve fhd e, a2 il, &4 AH —receive AL,
B2~ payable ZEAU Y fallback ) pRE. THYER, payable (0) AR, X LM EFIIk .

il WREFHEE > address FMAL R, F Tl m LA PUK, I280H H2ER AW address
payable, PAMX—ZRWAT. 75h, RERFHPE T X7 s .
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address fil address payable Z[AJXHIEM 0.5.0 EAFFIERT . FIFEMZIRATT 1R, LN RER AL
M address 258, (HARET AR XML H8 address B address payable, WRBEANTH—1 receive
Y payable 2571 fallback pRELITE -

SERA

¢ <55, =5, !=9 >= %H >

e WA BRI R BN address, Bl bytes32, HF4 address EgEEHKIT. A
T IR IR, AN 0.4.24 WUARTFLR , Gaistdn 158 S8 5 e v B A TR BT AL 3L . DA 32 S5 )
i 0x111122333344556677888899AAAABBBBCCCCDDDDEEFFFFCCCC K,

AP ] address (uint160 (bytes20 (b)) ) , 4558 2 0x11112222333344445555666677778888999%aRaa,
B E A PAMH ] address (uint160 (uint256 (b)) ) , 4552 0x777788889999AaAAbBbbCcccddDdd¢eeEfFFfCcCe,

#ik: A EIP-SS IRAR/NG TNBHIET & BB address KMMTEET. S MbaF 6 %
I,

i RXB R R EE

P S, WA A G % 3 .
e balance fll transfer

ATPABE balance JE{ERAE M —DHUEF AR T ARE, MATAE trans fer B — bk AR DAKT
(PA wei AT ) -

address payable x = payable (0x123);
address myAddress = address (this);

if (x.balance < 10 && myAddress.balance >= 10) x.transfer (10);

WER A G RBIA L, B ARG HEUK L, P4 transfer YIRS KIN. transfer I
RETE R WS S b i

ik AR x B Ehl, BRI CERAMBE: BRI Ry & 2, IR R, 8CE B Fallback
FA, WARARIE) FF5 transfer WH-—EIFT (X/& EVM B— AR, ToikfLik) . BRI R G
TR B AT, AR TR R BOL IR, BT & 290 AR 17 X Ik

e send

send jg transfer KRG BRI o WIRIAT R, UHTHI GRS FHEMELL, (H send iR false,
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Bl U sena LG WERTA AT 1024, et R (X T AR & 3 il 04T )
AR TUARFER, BRI Wi, ST 2T AR MK, —E %A send BRIIH, 5
HEH transfer, HRFHAEARITA: PG SERAIREE,

e call,delegatecall M staticcall

T HORESF ABL A2, SE N T E MRS, RATEML T call, delegatecall Al
staticcall W Ef#EEZ A bytes memory 4L, FHiREIBINZ5&M (fER—14 bool) FliRH
%R (bytes memory) . PA%{ abi.encode, abi.encodePacked, abi.encodeWithSelector #l
abi.encodeWithSignature A PAH Kb 4EH40 15 R o

AN E
bytes memory payload = abi.encodeWithSignature("register (string)", "MyName");
(bool success, bytes memory returnData) = address (nameReg) .call (payload);

require (success) ;

Bl AR BHERIRGO AL, ARE R . BRI, AT RIRA G 2R T RE R AR
WRETHNE, ELERBCZS 7RG 2, MzE2 S TRERAZI SR G2, BrAZME & e i
AR [ i A B PR A B . S HAN S A B T R E X R BV — e (2. £0) )

Frik: PATITY Solidity A RVFX s BEMUE M SR, I HW S AR A bytesd FEME—
B XN GAFIAE 0.5.0 A AL .

LA gas MR R R B TSR LAY A :

address (nameReg) .call{gas: 1000000} (abi.encodeWithSignature ("register (string)",
—"MyName") ) ;

IFE, PR A PAKAE B m] AR il

address (nameReg) .call{value: 1 ether} (abi.encodeWithSignature ("register (string)",

—"MyName") ) ;

R, XEB T AE I NI A R

address (nameReg) .call{gas: 1000000, wvalue: 1 ether} (abi.encodeWithSignature (

—"register (string)", "MyName"));

PAZRI 7 2K, ATLA I BR R delegatecall: AFAYZ, &R EIEAI, Fraormm (frhk,
R, ) HREUA MR delegatecall MH RN T HMAFMELES —DELFRENRD . s
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PRS2 P RS HRRE A T delegatecall

#lE: 1t homestead RAZ I, HA—DIHERMMESE A BRI callcode RRETH], (HENGERNZSL
F 1 msg.sender Ml msg.value, XPNIHETE 0.5.0 iR AL o

M byzantium JH4f, HATPAH staticcall. EXEA B call M, (EATRGIA A s BT T7 X2
TR, WSRE .

RX=A KL call, delegatecall fll staticcall #R@IERIRMAIRE, RV %N &5 0y F BRG],
PUAEATBIR T Solidity 22144

gas WHILEFTA =R B &R AT, M value #EWURTE call HialH.

Friks FRUFEEGAE R BE S LU HOBRE S A UM, IR RIRIIERE A, WX REARZ
Bt 8k, XURIITT AR R ATRES L .

e code #l codehash

O] AE AR R B A A HERE S . ] . code 3RIG/EN bytes memory ) EVM 451, XAl RE2 %S
M. i .codehash FIEZA TG Keccak-256 W57(H (fEN bytes32). W&, f#if] addr.codehash [
keccak256 (addr.code) FIHH.

#iE: ARG AE] DN address 88, FrPATRTPAM] address (this) .balance £if] 4 Hi & 417
A

BYHAEB

B2 HRE LT HOERZEE, ] DURECHER— NG A TR R 71— a2, &2 AR
¥k address BA1, WA PAM address ZHIfELd,

HEHEALLRBIEL receive Y payable JSAU[Y) fallback pRELIWFEOL T, A H BB 4 address
payable FAURIMIZRBEA . XFFARTIRMIH address (x) AT, WIERALRBLEA —A> receive
B) payable 257 ¥] fallback pR%%, W] PAf ] payable (address (x)) KiE#H address payable . A PA
TEH AT — B 25 .

i 7E0.5.0 AR ZHI, GABEBEMHIERAIRA K, I HFE address fll address payable Z[A]{%
A X5,

WEREHE ] T — AR B (MyContract ¢ ), R DATARNAG A ERYRE. EREMMEFL2
B 7R HIE
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G ASLHME A2 (XEREEN 2B QER) . G AE @ BT new 4132 629 WM HREEL 401
BAMEIEFRE address FANHR, ZRBWHTABIL.

BN SFHEATIZ AT .

HYZEBE e AR SNRR AL, BFEMARIC public KRS,

PG4 C, ERLAMER type (C) RUTFHRTIZEANELE L .

ERFTHHA

{27 bytesl, bytes2, bytes3, ..., bytes32 £ M 1 5] 32 (FH S .

BT
RIZESF: <=, <, ==, I=, >=, > (RFfERE)
o WRIZBHESF: <=, <, ==, =, >=, > (&[] bool)

o MLBBEAF &, |, N (FIRED, ~ (GRAEUR)

o BALBEM: << (B, >> (FA#L)

o EE[JA: Q1R x & bytesI KA, HAM 0 <= k < I, x[k] REEE kAFH (HEE).
B

BB AT AT S MR BCR B o A B A (FIR ] 22 R R R ) RN BRI 8. 452K
BUARE LR 7 A — D PR R o

P R

* .length FIREXNFIHANKE (HiE) .

#ik: XM bytesl [] B—AFWHA, (RN TEGERN, ERATCRIRE T 3L DTN (T
flHERAN) o LRI bytes FAURME .

ik 76080 HUAZ B, byte B4 bytest (514,

TRFHHA
bytes:
RPN, S0da. EHFAREER!

string:
AR UTE-8 S P AT H 2R, S dczn. A2 {EZea!
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Wit EE# (Address Literals)

F 4% 0xdCad3a6d3569DF655070DEA06chb7ALb2Ccd1D3AF AL T T Hihk e 36 it iy 1 7~ 3k il <7
J&T address KM, 7 ibHFEAE 39 2 41 fi2 0], H HBCAEE RN, 27— R, RTRA
o o TR AL) SN (X5 T bytesNN 287 ) TR BRI -

#F: RGNS HHEA IS 2 2 LAE EIP-55,

FERMERFTEER

BRCF SR EETE 0-9 By—HR el i, RIM -3 . Flan, 69 FoR+IEHI%F 69, Solidity H1/2 ik
R, RUL R O S TR .

IR . AVNBUS R BN, B, 1R 3 (ERE 1L ).

W 2e10 B BIAAFS, Hp R LU/, (BB AUE— MRS FIM MeE f4T M *
10**E, Bl TfI4% 210, -2e10, 2e-10, 2. 5e1,

T RIZFT AR R B A R, AT B . filan, il 123_000, o #kf] 0x2eff_abde, #}
2Epakll 1_2e345_678 R AR . FRILH AN N T2, I HR AT MELW N RL. &7
TR EE A BMNE L, TR R 2 .

BUEF I FEA R R RN, RN AR F i E e (RIE 5807 515 s L pASh
AR R —R M (AR EREFER) silat BaC) . XREWEEEUER RRE, IMRAS%EH,
Bifn, (2**800 + 1) - 2**800 ML EHE 1 (KA uints), REPEMWEREEZATFEIAR T
KN BEA, L5 ¢ 8 MR 4 R P TR .

Bl BRARZ B HAEN TP I BN 27— D PRk, (B — Sz A A s
AP

s ZIUIBEMF (L7 i)

o BUHTFH: (<array>[<index>]).

TEATREWIEEMS 255 + (true 2 1 : 0) BK 255 + [1, 2, 3][0] XEEMFERE R T HEMHT
THE 256, (HSEFR FEA1ZAE uint 8 B, WRES UG H o

B EAVEROR R, ATART T AR FH TR K VR Rt nl DAY, T80 i s Ak st i v i A f)—
AR/NEC, IR SR AT LA, AR BOR /N, IR Aerdif T Riis i (X n] GBS EUe %) .«
PARUE F BB U 28 (B0 #/ER, DABSBCRAUN S (F650) BRESR IR, B2
uint256 (FEAEEETFHFEE) 3K int256 (HAEEMEFEE) KB, et (F550) #AIEHW
FAYA]
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e 7E 0.4.0 A Z i, Solidity HEEHF I BRYE BT, EBE B — AR, Bls / 24/
EF2, Mme22.5.

Frili: Solidity XPaEANA BEECHRA X W A RCEL 7 0 5 B 2 R T s AP A BE JAT J  UE
TFE A Rtz Ah, BT IR E T i ekl (R S B 1o w8 BoRs FEAT i 2k X)) # s T4k
EFHHHEA, HIBETE BN 1 + 2/ 2 + 1R85 R B3 B w3 AR B .

i Wy FakA— B AR mRAX RN, mapdion AT, AR, TS
b I FEEXAEPI N — D REEL PO a WA uint128, FPARA 2.5 + a A —DEENE
B, T 2.5 Muint128 MRBRA ILFEIMZAL, Solidity it A 12X BefUhD .

uintl28 a = 1;
uint128 b 2.5 + a + 0.5;

FHEFERRTIEE

TR B IR G [ S BURE [ S5 [ R TR ("foo" W 'bar'). BATWA A KB A TELLT
45 ("foo" "bar" 4T "foobar" ), XTEAHKFFFRBRAT . ENAAE CiEE I A 4
WAF; "foo" MIMT 3 ANFATMANIE 4 4. FIEEECFHFE A, PR B0 2R B ] AR AR MU,
BT AR H AL 3 bytest, - , bytes32, WEREGHEME, 7 A bytes PAM string.

B, i bytes32 samevar = "stringliteral", 44004 bytes32 KAIR;, FRFE I E B
R IR T T

FAFER RSO RE A A THT BN ASCI F4F, it 0x20 ... OXTE Z [l 745 .
LA, AT ICR SRR SCFA
* \<newline> (FX—SEFR#AT)

* \\ (HHTL)
« \' (H5]E)
A" (WFE)
* \n (#:47)
« \r ([%g)
\t o (i)

o \xNN (- subfilfs S, WR3C)
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« \uNNNN (unicode # %, WL F3C)
\xNN F2— A S BERUE AR FTT, T \uNNNN E2i—4> Unicode % £ 48 A—> UTF-8 J¥31 .

278 75 0.8.0 BUARZ B, =AM UFES] . \b, \f fl v, THIFEHAMES D@20 K, (B7EsC
B AR /DR WSS T BT, R AT S BRI SGE A, B4R 518 \x08, x0c I \x0b, &k
15 Hf ASCIL F45—FE .

FTOIT SRR KN 10 54, B0A—MITF TR, Bt a1, — R HalE, AR
BLFAF, S (AR RFAES] abcdet.

"\n\"abc

def]

EATAEHA T Unicode 1T453FF (Bl LF, VF, FF, CR, NEL, LS, PS) ##0A N FATH TSR . Hef7 AT
FAFER TN A RIRBA \ B0 & k.

Unicode =EHE

PE AT T RO BB S ASCILES , i Unicode "I # 4K - A unicode AHIZE - W] AL S ATAA
R UTF-8 FP8lle AT S50 A Ep T 7 SO [ 14 SCRP571

string memory a = unicode"Hello [@";

TR HFEES

NI IR RA R BT hex 4T3k, T EHE M 5[5 8005 S5 RN F47H (hex"001122FF",
hex'0011_22_FF'). EfIMARLAE T/ NBEREECT, AR —A N RILAE R T 2 [
B o 1< 041 e e 1 1 s o

H 25 A% 0 B 1) 22 A 7 B < T B AR I B — T A hex"00112233" hex"44556677" AT
hex"0011223344556677",

FARHER FI BT RE T4 B 5 @i L, (HRARERAHI N string AL,

M2t AE Solidity w87 I P CRILM—FhTr 30 e DA ACH A B A B2, MR BRIk
A, A SRV EA . BRI B A s AT G A IR R A EACZETE I Y, RIS FEOTF .
RESR B DA, R A BOAMER S —DUA . HEEAREA T 256 SR .

Bion 5 C Il HRIRZEM A I i IS 2200 0 THIR TEAT 5 BAERR .

i type (NameOfEnum) .min £ type (NameOfEnum) .max @] ATS-BI| 28 E M0 5/ IME N 5 KAH
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// SPDX-License-Identifier: GPL-3.0
pragma solidity ~0.8.8;

contract test {
enum ActionChoices { GoLeft, GoRight, GoStraight, SitStill }
ActionChoices choice;

ActionChoices constant defaultChoice = ActionChoices.GoStraight;

function setGoStraight () public {

choice = ActionChoices.GoStraight;

/) B TFREEXDTRR TABTH — %4, EhxtTHAEXE Solidicy 5% 4 M A,
// "getChoice" W & 4% & B 3 # B jk "getChoice () returns (uint8)".,
function getChoice () public view returns (ActionChoices) {

return choice;

function getDefaultChoice () public pure returns (uint) {

return uint (defaultChoice);

function getlLargestValue () public pure returns (ActionChoices) {

return type (ActionChoices) .max;

function getSmallestValue () public pure returns (ActionChoices) {

return type (ActionChoices) .min;

ik M thn] DAESCPRGON B, S s E L2 5.

RPENEXRE
— A PE LA B AV E— AR R A LA — BRI S . KRR —A4, (EAH %
ARIUEESR

—HPEXEFRAZE type C is VENH, Hi CRZEGIARIANARK, v aE T NENE
R (“RERRL). KB C.wrap BUHRMNIKZERBEALT] 5 E SR, [FFEHL, K%L C.unwrap HHR
M H E SR IR Z R

KA C A EATIZEAT P MBL  RR Fenle, HRIBEAF == M E Lo ARV HABRR T 2

3.6. ™ 69




Solidity Documentation, 4 1ThaZ 0.8.20

e
AN R R B 2o e MR Z R P IR Y, JRZREUBRUN T ABL H,

AT T A HE R URixed256x18, UK 18 (/NI - dE il s 282 — iR/ N1
PRSI AIBTE -

// SPDX-License—-Identifier: GPL-3.0

pragma solidity "70.8.8;

/S BERAR EXEERBRT —AM1sf /N, 2560 KM e & KA.
type UFixed256x18 is uint256;

/// — A EUFixed256x18 & # AT & R & F 8y & AN E
library FixedMath {

uint constant multiplier = 10**18;

/// ¥ W NUFixed256x18W B F A m. % H B ¥R E, K Fuint256th & R i &,
function add (UFixed256x18 a, UFixed256x18 b) internal pure returns (UFixed256x18)
—{
return UFixed256x18.wrap (UFixed256x18.unwrap(a) + UFixed256x18.unwrap(b));
}
/// ¥ UFixed256x18fnuint25648 % . i M B ¥ R B, K Fuint256M E R &
function mul (UFixed256x18 a, uint256 b) internal pure returns (UFixed256x18) {
return UFixed256x18.wrap (UFixed256x18.unwrap(a) * b);
}
/// B — MUFixed256x18% A WK 74 T B,
/// @return F#Eit “a MR AKEHK.
function floor (UFixed256x18 a) internal pure returns (uint256) ({
return UFixed256x18.unwrap(a) / multiplier;
}
/// ¥ — Nuint256% {4 Al {E # UFixed256x18.
/) R ERERA, WKEHH.
function toUFixed256x18 (uint256 a2) internal pure returns (UFixed256x18) {

return UFixed256x18.wrap(a * multiplier);

HE UFixed256x18.wrap Al FixedMath.toUFixed256x18 AAHRMIZE 4, {BHATH IR AS A 1y
fE. UFixed256x18.wrap BRHGR M — 55 A REE R /R HHA) UFixed256x18, il toUFixed256x18
D)3 [8]— A4~ ELAG A A BB UF ixed256x18,
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PRECRALE PR BB AL . W DARE— e BOR(ELSS 0 — D R AR A i, ol DAKF— e N 2
Rt rtlid , IEBETE e K0 ] Pl o] R BB AR i o BRBCRIUAPIZE: - W3 (internal) BRI 9h2F (external)
PR

N RR B RETE M RT A ZNBEA  CERMAOR UL, 72 mi (U, L4 N AR e BRI AR i s ), PR
EANIAREFE S I 20 LR SCRANTRAAAT . W — A AR Bl B 2 B A DRI, R AE
SH 2 ST — R

BB R R — D HBHEAN — A R BE A AL, AT DA AT R 5] A i el aR [l

PRI AT R

function (<parameter types>) {internal|external} [pure|view|payable] [returns (

—<return types>) ]

SSHERBMI, R EIZRBAGE N2

types>) #h4.

BOATEOLT, RBCRALE NEREL, FTPATT DA internal RE#7 . ¥R, XHEMTRECE. T &
2y SCRRR R, BB A s T DA, AT BOAZE .

e

”:‘uﬁflé‘l”ﬁl‘] SR, BATRER EEEHIE, BATR AN, I H A RS AR B
PR AT AV L BRI PEI, — A eR R A it n] PARSSF o — e B B il

* pure PR DA view Al 4F payable pREL
* view BREW LA F payable BR%L
* payable BRI AR 48 payable B%L
oAb R E T ] B A )2 AN T RERY o

KT payable fll 3 payable WIRLIWREA SOREL, BT L, WR—AHEEUE payable, XEWETE
WEZ BRI AT, IPAEWE 3 payable, 75—, —1 F payable MeRECRHEICARIEA B
X, ETPA 3 payable WIRECARERILI A payable BMREL. FHI—F, FEUCRAK AR DAK A B
PEo XEWRE G AR — AW ST BB S — AT SO R, RS ok

BEAh, fE LA 4 payable HIRKEEEIING, SiFas Ao h ZORPEE m i B BCE PRIEIOAR . M,
B R ] R A% BR BRI A TR IR LAR . X FAGIRATA W HERF— 1 payable HYBREHEE LA —
A~ 4k payable HJRRHUEST, PABHERX IR s IUAATE ,  RIERASRE ISR 2k PAK

R RBERA A BEA IR, HHEHSERESEIF 7. WREE AR LEMHHT delete 2
EHANE, WeEEFRERRED.

RSN R B AAE Solidity 9 B R SCHBE R, B function 288, B XA R BhRIRAF—
IR — bytes24 FAY,

AR R B BUORTE ZR ], WM FREES returns (<return
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TR, Y HTA LR 2 FE RSO AT AR 1 A T RR 5t T A A AN RR BB A o A RARRF— A R B A
FRERRCOEA], WU £ R, ASRARRH A VRSN L, (] this. £

— AR ALY R BT AR L2 — S R B S B, TCIR EAEMPERE S X UIEGAMERTLA
WESFI A SEeR 8, PAL A iR 73— 5T, AMERR AR 5 2~ RSN & 20 R GRS -

il AP calldata ZHWIMBRE G A calldata ZHAYINTRBEERANAE . ENT-5H VAT
H memory ZEIRAIHA ., FlUN, WAH —THRETVARE function (string calldata) external
RABMEFTFE], 1 function (string memory) external A PA[EAF#E]4) function f (string
memory) external {} fl function g(string calldata) external {}. k42 AT XPH0
H, SEUR AR T AL h 25 ek By . VAR AN BE BRI calldata %5545 SRR R, 02 ABLRFS UMY
FINFE . HSEARCH calldata HEZmE| SMT R B LI, e8I & — 7 i s Bdadt o o 2 ).

FEALIWHERRAE A, TN BAN1FRE delegatecall, HHATe1a9iL3F 1458 R a9 ABL %57 . B0 HP R
H R E X, FrPARR I BT A 2 o

B AN (SAIE) pRECE AT AR5
.address iR [ pREL & 2y HbhE

e .selector JR[A|ABI F #3522

peiil

ik AN (AL REEEAHIMONR - gas (uint) Al .value (uint) . XLEFE Solidity 0.6.2 Hi
JE3%, FHAE Solidity 0.7.0 i RL . BUMMAZ @M {gas: ...} fil {value: ...} R4oHFEELIES
PRER I SRR B AR (wei HEALT) F. SILoEr308 A ARG EZE .

AR 317 Jr A (5 Y5k 2 18 A -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.4 <0.9.0;

contract Example {
function f () public payable returns (bytes4) {
assert (this.f.address == address (this));

return this.f.selector;

function g () public {
this.f{gas: 10, value: 800} ();

AT 7 S (6 PR R 2 20 -
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// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.16 <0.9.0;

library ArrayUtils {
/S REMBBETUNAEARNTERRTER, BEACNKERER-—RSG LT XH— KL
function map (uint[] memory self, function (uint) pure returns (uint) f)
internal
pure

returns (uint[] memory r)

r = new uint[] (self.length);
for (uint i = 0; i < self.length; i++) {
r[i] = f(self[i]);

function reduce (
uint [] memory self,

function (uint, uint) pure returns (uint) £

internal
pure

returns (uint r)
r = self[0];

for (uint i = 1; i < self.length; i++) {
r = f(r, selfl[i]);

function range (uint length) internal pure returns (uint[] memory r) {

r = new uint([] (length);

for (uint i = 0; i < r.length; i++) {
r[i] = i;

}

contract Pyramid {

using ArrayUtils for *;

function pyramid(uint 1) public pure returns (uint) {

return ArrayUtils.range(l) .map (square) .reduce (sum);

BRI

~
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(€A

function square (uint x) internal pure returns (uint) {

return x * x;

function sum(uint x, uint y) internal pure returns (uint) {

return x + y;

AR B 1

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract Oracle {
struct Request |
bytes data;
function (uint) external callback;

Request[] private requests;

event NewRequest (uint) ;

requests.push (Request (data, callback));
emit NewRequest (requests.length - 1);

function reply (uint requestID, uint response) public {
/O XEBEEHREHEBEAREEZERE TE N KR

requests|[requestID].callback (response);

contract OracleUser {

Oracle constant private ORACLE_CONST =.
uint private exchangeRate;

function buySomething () public {

function query (bytes memory data, function (uint) external callback) public {

—Oracle (address (0x00000000219ab540356cBB839Che05303d7705Fa)); // B 41 81 & 4

[Cayl

74
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(€AY

ORACLE_CONST.query ("USD", this.oracleResponse);
3

function oracleResponse (uint response) public {
require (
msg.sender == address (ORACLE_CONST),

"Only oracle can call this."
)i

exchangeRate = response;

#rik: Lambda s IR ECR AR, HIEA S

3.6.2 5|HZ%E

5B E T A 2 A B A AR T B . XSS BE BU BIX L, FE(EZE AR A B I, £
LGB =AML RIAS . PRI, W5 R PR LEXME R B AL PRSI . H AT, SIUH2EAE
FREEH . BEHFIWS . MR — 5 AL, A i e A i R B B KIS . memory (K
Zran RSN ER ), storage (ﬁﬁ%ﬁti‘%iﬂ’]ﬁﬁ, HAFamRTEAN A 6r) B calldata (H5
BB S B RIRER AL ) -

R SR A B A MR B s SR A A B2 S R F S A AR AR, 0 ] — e 5 5 A ) TR (A E R 2 DL X7
REUPEATIL o

iR E

BT ZEBHEA — D BONT g, B BR AR, RTEMFE O . A =R . memory, storage
Ml calldata, Calldata @ ARMEU . AERFAVERY XK, I TAA# RS2, HAT o 22K 01T memory

il WERATVARYIG, R calldata MEREUROIE, PIOAXRERT ARG, o] DAR PRASHE AN BERY
B M calldata Xl B AR AL ] AR ECH R, (HAR] BB X Fh2E 2.,

i 76 0.6.9 JRAZHI, 51 HESEM B O S R HITESNT R E Y calldata, AFFERELP memory,
AR NERFIFLAE R P ) memory B storage. FAE memory Fl calldata {EATA RECTE W RS,
Joie HAT WA T,
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ik 7E0.5.0 A AL, BHGOIE AT A, H H RIS RERFZE . BRI SE B A R AL, (HE)
TEFITA (32 2 BN 7 Hh — D I ) i

RGBS ET

G VAT NVESE Y&/ IES /N o P ST ER RS P W RSP

o ¥f storage fll memory Z[AIHEE (BiM calldata H4rAD) M 2AlE— 4 hr e Dl

* M memory ¥ memory MM R AIETI M o X REWRE X —A> A7 AL B SO TE B A H AR A [ Ko dia
A A i 2 ] LAY

* M storage % local 777 & i IRAEH HIKE— 15 H

* I HAbRS storage RMRMEE S DAY o SR 00 A 15 PR AL B mlAr fif 4 ) S 2R ) Jry B AL kg
SURIIRAE, B ey d A B HUe— 5

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.5.0 <0.9.0;

contract C {

/) x WBEGFHMLE R storage.,
/) K RE— N REMLE N

uint[] x;

// memoryArray W HiEHFH ML E £ memory.

function f (uint[] memory memoryArray) public {

x = memoryArray; // W ENHKAHE N E storage F, T AT

uint[] storage y = x; // 2B — N4, HP v BHEF#LE R storage, AT

vI71; // REH 8 Mux, AT
yopop(); // Bityl Kx, h
delete x; // W4, R BEE& v, AT

/) THHRATATT FEHE storage PRIBEH N R L8 E 54, /

// 1B storage & “# A" 4 WH:
// vy = memoryArray;
// BB, "delete y" & TR,

/O BAARI R ERA RN AR T ENRERENAAT G FRAT R T HAT.

/e C“EEBET B4, BERAEANAENMLETUNRE N T,

// B 2N "delete" HBAELSF W XA,

// delete y;

gx); // R g BH, AHEZY x &3 A

hix); // RA h &%, FAHAE memory % € & — Mk & IF B # I

(AN

~
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function g (uint[] storage) internal pure {}

function h(uint[] memory) public pure {}

4

KA DAEFS I E R, T AZhESIEE R/
—ATCRRACN T, EE RN k BB AT AR T k], MESAEHANN T,

B, —AH 54> uint WEIEHAABEAEN S M uint [1 (5], HHA—SEFHLL, EFHCemR
(. 7E Solidity H', X [3] Eje— & =4 x FAUCHI AL, UG X AR 52—l XA AR P
Z:T?EE/J7 ﬁﬂ C i%%_‘o

RoRETEW, Y5y m5HEm.

Flan, RER R uint [1[5] memory x, M x[2] (6] PR =ZAahSEE RIS LA uint,
BFRSE AASEE, H <121 FAE, WREHE M TI5] a WRB T, Wl — P, A
al2] BiEaEA T,

BACE A OB R RAY, QMU s iR . IR TR — R ], W R BETF A HE storage il
(E, AJFA I R SRR ABL X7,
A ARPIRES A B R iC A public, Jfik Solidity G & — A gerer AL, B RTIBCNZ KA — M 2

Vi — N E R AR AR AL S FE RIS . D5k cpush () Al .push (value) ATAIRFESIES
KN B AR S BN — R e R, Hod Lpush O 38— DZRRA TCE IR EIE 5]

ik SR NBA A REAEA i H RN FENAEH, AR BT AR RN, (g —Ha il T
B, AR AR

bytes #l string JERIFYEILH

bytes fll string KA LR ZRIRIELL . bytes KB T bytesl (1, HEFE calldata h &l “RITH” (3%
T ROCRBELMAAE R, ANoaif 32 FAy— BT 2R FL) . string 5 bytes #[F], (HA ALY
K BEEER T PRI o

Solidity W H FMHHMEE, HAHE=ZTHWFMAPE BB UM keccak256 (abi.
encodePacked(sl)) == keccak256 (abi.encodePacked(s2)) BB FLF LI keccak256-
hash, f] string.concat (sl, s2) RIEEWINFLE.

BNV ZMH bytes MiAR bytes1[], FHEEME, KN menory HH bytesl [1 SFETLEZ [A]3
31 AMEFRFTT . R, fE storage B, T RITW, WHERT, SWF 1754 5. —Bokil, T
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ERRKEN BT BRI bytes, MTEBKENFAH (UTF-8) HHRMEH string. WRERERK
JERRHIAE—E 7%, B2 bytesl  bytes32 HH—FEIE, PFEFENTHEMEE.

ik WA DLEAT R TR s, 15 bytes (s) .length/bytes(s) [7] = 'x';. HE
DL IR /2 UTE-8 RIS bytes 2574, A2 AN 745

¥ bytes.concat §l string.concat

EAIPAME ] string. concat HEEAFREEEN string (H. ZREERE]—AH—) string memory 44,
H U HEANSHNE . R EEEAARRAFEHN string MHARBIW S, BFELEREN]
-l string,

[[#f, bytes.concat pREA AR ELEN bytes B bytesl ... bytes32{H. ZRHER[E—AH

—) bytes memory {4, HiuEEAHEANSENE . R FAFH SHE AR G R0
A bytes R, MFEIEH TN N bytes B bytesl /../bytes32,

// SPDX-License-Identifier: GPL-3.0
pragma solidity 70.8.12;

contract C {
string s = "Storage";
function f (bytes calldata bc, string memory sm, byteslé b) public view {
string memory concatString = string.concat (s, string(bc), "Literal", sm);
assert ( (bytes(s).length + bc.length + 7 + bytes(sm).length) ==_
—bytes (concatString) .length);

bytes memory concatBytes = bytes.concat (bytes(s), bc, bc[:2], "Literal",.
—bytes (sm), Db);
assert ( (bytes (s) .length + bc.length + 2 + 7 + bytes(sm).length + b.length) ==_
—concatBytes.length);
}

MREANSEIN T string. concat B bytes.concat, Bf1&ikE—1a5%4H.
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SIEAEEA

HA SR IER N AR AT DA new AEFFOIE . SRR Z, AnTREREE AR N (61
. .push MERECORAT) . G TR, 85 G — N A I = fl o

1RG0 Solidity FF A A& —4F, B BLrY B TR SO PAROAME ZEATRIIR 1L -

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f (uint len) public pure {
uint[] memory a = new uint([] (7);

bytes memory b = new bytes(len);

assert (a.length == 7);
assert (b.length == len);
ale] = 8;
}
}
WAFEEN

BAFMERRAIXZE - MES RN — NS FSRNHE, HFES (1...]) f#&Ek. fam, 11,
a, £(3)]. FUAHFHHEBEBH U T :

EEERSRNNAFEA, KRR A AR .

B EAR RSN B — a2, AR HA Fak T ARG S U o B . SR REASC R
R—, Maf—DIRAER.

BAFAE—A T JUEAS ] DA R AR A1 . Hop— Ao R LAY

TP, (1, 2, 3] BZRAZ uint8 (3] memory, FAiXEH RAYRAERE uint8, QIREM
ibgE R uint [3] memory BH, METHE P ILERI N uint.,.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f () public pure {
g ([uint (1), 2, 31);
}
function g (uint[3] memory) public pure {

/S
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BeHFAA 11, -1 BESW, WS AR ERWEEE uints, ME _ANEXXWEAR ints, &
TIAREM E R e, AT AR, Flan, ErAMEH (ints (1), -11,

ﬁ?ﬁﬁ%ﬂ%l%k¢%%ﬁﬁ@$%ﬁﬁ%ﬁ(%ﬁ%%ﬂ%) R EARGE ] AR TR, &
ARG S — A SE R AR

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f () public pure returns (uint24[2][4] memory) {
uint24[2] [4] memory x = [[uint24 (0x1), 1], [Oxffffff, 2], [uint24(0xff), 31,-
— [uint24 (Oxffff), 411;
/) FEOTER SRR, Eh— A s AW kDT A
// uint[2][4] memory x = [[Ox1, 1], [O0xffffff, 2], [Oxff, 3], [Oxffff, 4]];

return x;

[ KN AT RE 2 BL AR SIS/ AL, @it , DA I B2 A T RERY -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

AT & R
contract C {
function f () public {
/)R AT A A AN EAE R, B oAuint 3R HFE LR BRE R Huinc [JH F

uint[] memory x = [uint (1), 3, 4];

TR R BUHE X — R, (Hih T ABL R X, B T — 25 R R
PUES eI R i FOW AN D o &2 RN VAV 1 Ve St ho T

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f () public pure {

uint[] memory x = new uint[] (3);

x[0] = 1;
x[1] = 3;
x[2] = 4;

[y
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(€AY

AR5

length:
A Length BV RFRYRIEEHMKE . —2018, WA memory 41K/ Ng2 B i) (HAD
S, MR, BT s TS .

push():
SRR bytes (A2 string ) AW push () BRARE, A0 A EEREARER
M—NE AR TR . BRI —DIeRGI, BRATPME x.push O .t = 28 x.push() = b
AREEAE -

push(x):
LR bytes (ORE string ) H—M push (x) MBLRREL, 0] DA EAEEER M K i
B AMEEMICE . ZRECN R AT

pop():
SRR bytes (N2 string ) M pop () BYAL AL, B30T DA B R MBI Y A i
Blr—AIrE. XS HAES BRI oK L delete , 1% BREAN IR [FUTAR 2R V8

ik Wl push O HEIAFAEECALAG R AR E I AR RAS, PR TR0 aa s, T i 1
pop () WK ERRA PR TR R ITRI” KN ARZe R e — M, EREATTREIER &, BIVE
AR R R IR, BT X E AT M delete.

ik FARANE (MAZATF) KB TR AR, ET5200T ABI coder v2.

#il: 1E Byzantium Z B EVM BT, ST BEDS R BRECU IR 1o Y Zh 540 2E . A 2R i T ik ol gy 25 4
AR EL, IR OR (1) BB Byzantium #2301 EVM.

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract ArrayContract ({
uint [2**20] aLotOfIntegers;
/) EERE, TERAEZ - AK4,
/MR- AKAN (WKEA2HEZRNHKA) .
// % Solidity W, T[k]WT[JERZAEATEA TR K4,

[y
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/SBETR F R AR

// EH A, bool[2][]R— N AKA, HITEK Ebool[2].
/X EREMESTAR, hinc,

/A RAIEENRELEREZFH.

bool[2][] pairsOfFlags;

// newPairs# T i fmemory ¥ ——X EAF AN BHS K — T K.

function setAllFlagPairs(bool[2][] memory newPairs) public {

/S BER - NFHEEARRAT

‘‘newPairs’

B,

/R RN

pairsOfFlags = newPairs;

‘‘pairsOfFlags’ .

struct StructType {
uint[] contents;
uint morelInfo;

}

StructType s;

function f (uint[] memory c) public {
/0 g BEME-AX s WA
StructType storage g = s;
/S wHERT
g.moreInfo = 2;
/SRE—AEN, BA
/S MREARBEEHER .

g.contents = c;

‘‘s.moreInfo’’

SO E AR FERNBAER 2R —ANRE
pairsOfFlags[index] [0] = flagh;
pairsOfFlags([index] [1] = flagB;

// fE Flpushfipop R B X KA K E W% —F % .
if (newSize < pairsOfFlags.length) {
while (pairsOfFlags.length > newSize)
pairsOfFlags.pop () ;
} else if (newSize > pairsOfFlags.length)
while (pairsOfFlags.length < newSize)
pairsOfFlags.push () ;

function setFlagPair (uint index, bool flagA, bool flagB)

function changeFlagArraySize (uint newSize) public {

{

‘‘g.contents’' AE—ANREIELE,

public {

(AN

1
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function clear () public {
//OEBEEERT KA
delete pairsOfFlags;
delete aLotOfIntegers;
/7 X BAAM R W KR
pairsOfFlags = new bool[2][] (0);

bytes byteData;

function byteArrays (bytes memory data) public {
/) FHEA ("byte") RAFHW, BACMNHFHEHER,
// BT L "uint8[]"A [ .
byteData = data;
for (uint i = 0; 1 < 7; i++)
byteData.push();
byteData[3] = 0x08;
delete byteDatal2];

function addflag(bool[2] memory flag) public returns (uint) {
pairsOfFlags.push(flag);
return pairsOfFlags.length;

function createMemoryArray (uint size) public pure returns (bytes memory) {
// 1 ‘new W EFH A memory HH:

uint [2] [] memory arrayOfPairs = new uint[2][] (size);

/7o
SHEBEBALREFESANN, WREAFEAFEFEREZR, ELAEIRGE—F LA,
arrayOfPairs[0] = [uint (1), 2];

/S RE-ANAS TR

bytes memory b = new bytes (200);

for (uint i = 0; i < b.length; i++)
b[i] = bytesl (uint8(i));

return b;
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WEEHNATENESS|IHA (Dangling References)

M SR, SEEEERAESS . BE5| 2 8 RS TR B O 2008 3 o 55
SIHMNZERS . B, R e — A CZ e HEEE— D AR R, SR NS5 A
.pop (), MEMJREARAEZSE

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0 <0.9.0;

contract C {

uint[][] s;

function f () public {
VAR & B R R R & O
uint[] storage ptr = s[s.length - 1];
/S M RsHRE —NMNEATE
s.pop ()
/SBNE R ERANBREATER.
ptr.push (0x42);
/R ER s A AHAELASAM—ANEEKA,
/S MESFAE-NKEAINEL, TEAH S 0x42 .
s.push () ;
assert (s[s.length - 1][0] == 0x42);

ptr.push (0x42) FHNEE AN, RE ptr AHHER s B DHROUR. mT i Eoe AR fH
MTE iR LSRR, IS s.push () ASBIBBREE AfF 20, JrAME push () ZJ5, s B&RE
— IR 1, IFHAE 0xd2 fENHE— oo,

R, Solidity A FRVFFEAFA FH AR BIXHME SR B A5 o X 2R R A B 5 R W e B 5 | 2R . SR
UTERCAIRE O R Ak, B n I e mg Ak

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.8.0 <0.9.0;

contract C {
uint[] s;
uint [] t;
constructor () {
/7 BTGB R — A A
s.push (0x07) ;
t.push (0x03);

[y
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function g () internal returns (uint[] storage) {

s.pop();

return t;

function f () public returns (uint[] memory) {
// THE¥KE XKML Cs.push() Bl AMERHAIMHF TR N A
/0 ZJE, HR g BB RAHTE,
/) BREBREAMTATERA - ABZHI A,
/S BEMAREE, FEBFAN s BEERE M,
(s.push(), g()[0]) = (0x42, 0x17);
/SMER s MBBEEEBRA—AEATANM,
/MERANBRERN s MERE-ATERA ox42 B
s.push () ;

return s;

AR AR AR AT — ORE, e AT E R 2o I Bl A2 i, SRR R FU R e 42

TR RO AL BN bytes BATRTIH . P4 bytes FAHR) . push () BAERTBES /£ 46 A2 5
ZE Do

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.0 <0.9.0;

/)RR E DS
contract C {
bytes x = "012345678901234567890123456789";

function test () external returns (uint) {
(x.push (), x.push()) = (0x01, 0x02);

return x.length;

XHL, 25— x.push () PUETEWF, x VMRBAFREAERET R, I x . push () R [EIXF x #5— 176l
R ICRITI . SR, 5 A x.push O RPN KA. BHE x . push () FrigmcR 4
MRAEIX, 5 TR E ORI E, BB R RET B, MERAROIL < MRE. AT
LA, AE—UIR(E R RO F A — 0K, AR — 5 R B A T35 A

AR RN T 2 BRCAS 1 2 1 T B S A S AT, (BT 25 DR AR AR R Bl o By R
EAT A o Fealiie, K TEMRE AT AR RUAS 14 4 B AS 0 T BE i 28 B 5 | I ARBS AT

T DR SR A ALY b PR AT .
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BAYR

BAY) @ NEAHEL  TE . B S x [start:end], HH start fil end @FiA, 45
B uint256 2R (SR AR A) . S — i E g x [start ], e ICEZE x[end - 1],
WU start AT end, 8% end KTRAMKE, HANTLREY,

start fl end #FHE AR start BHAH 0, end BUANEAHTK)E.

BEAOI R AR o EATR] PARRE M R 2= B B B T S R 5 1 ). R [T AR = A v
ARRAXHY, TMRANR T2 A BT

B BA RIS, EEREEMA BRI A A, BRI T ikt .

ik BB IE, BUEYI R HA calldata £2H v DASEEY .

WAL X ABL RIS AE RS RO i i) — AR A -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.5 <0.9.0;
contract Proxy {
/// @dev M REERWE P AL W M A, B ARS L H A

address client;

constructor (address client ) {

client

client_;

/// B KX "setOwner (address)" W A ,
/) BRRES A S EATEARIES B F P RHAAT.
function forward(bytes calldata payload) external {
bytes4 sig = bytesd (payload[:4]);
// @ T RWAT A, bytesd (payload) W K I Z AR H .
// bytesd sig = bytesd (payload);
if (sig == bytesd (keccak256 ("setOwner (address)"))) A
address owner = abi.decode(payload[4:], (address));
require (owner != address(0), "Address of owner cannot be zero.");
}
(bool status,) = client.delegatecall (payload);

require (status, "Forwarded call failed.");
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ShatE

Solidity 2 {1t T —FhAZSITE S SCH B I3k, DA @D Ei i i i 61 -

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

/SRX AN ERANBER A AR,
/S EEHZER NN,
/AN EREANE A E.
/EXE, RARREANFE.
struct Funder {

address addr;

uint amount;

contract CrowdFunding {
/O EMEETUARRXEECAAE, TERENAELAGAMRES AT T L.
struct Campaign {
address payable beneficiary;
uint fundingGoal;
uint numFunders;
uint amount;

mapping (uint => Funder) funders;

uint numCampaigns;

mapping (uint => Campaign) campaigns;

function newCampaign (address payable beneficiary, uint goal) public returns (uint.
—campaignID) {
campaignID = numCampaigns++; // campaignID fEk — /4 & & [
// BN A & 1F H "campaigns[campaignID] = Campaign (beneficiary, goal, 0, 0)"
/S BAEMEETY —NAAFLEM "Campaign”, H P a4 A4 — MBA.
Campaign storage c = campaigns[campaignID];
c.beneficiary = beneficiary;

c.fundingGoal = goal;

function contribute (uint campaignID) public payable {
Campaign storage c¢ = campaigns[campaignID];
/SN R EAEN, QE AW memory £ 41K,
// ¥ H N B storage F .
// EE®W T L F Funder (msg.sender, msg.value) X % 1.

c.funders[c.numFunders++] = Funder ({addr: msg.sender, amount: msg.value});

(AN

1
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c.amount += msg.value;

function checkGoalReached (uint campaignID) public returns (bool reached) {
Campaign storage ¢ = campaigns|[campaignID];
if (c.amount < c.fundingGoal)
return false;
uint amount = c.amount;
c.amount = 0;
c.beneficiary.transfer (amount) ;

return true;

}

WG B RMEAE AR AR, HEWE TRIRAT R AR . S I NT DAYERT
TN, ENTAS T A S s A

SRR T RE L B B R B, A AR BT DU ST P B2, sl e T AR S R A A Bl
SR/PEA . X —FREZ D E, REAESH IR AT A RN

WRAERTA R D, S5 LB R (7 Bl storage WYRMAC R, O AR N4k, Till2
PRGN, PRI AR AR o pl b3 R S B b2 B AR

Wk G A] DAE AT R G B, TSR B ELS A AR B, il campaigns [campaignID] . amount
= O0

#&iE: 1E Solidity 0.7.0 Z 7, WLEAFEAERAL (FIANMLET) BRI WAFEE 12 e irnd, 18 Ll
f) campaigns [campaignID] = Campaign (beneficiary, goal, 0, 0) XFEMIRMEZ AR, H
223 BRERHD R K 2L A Y

3.6.3 BR5FAEHY

e S5 2 70 fd ] 5 5 mapping (KeyType KeyName? => ValueType ValueName?), W&} A {78
& &7 mapping (KeyType KeyName? => ValueType ValueName?) VariableName 75 Hf.
KeyType A[DLZAEM A ERI(HIEA, bytes, string, sifEAT&LsiMasdeid, Hifh il 7 Xy E %
AR, ks, SSMREEEHR RN AAVFRY . ValueType ALUBAEATIEAY, IR, HEHMEEHE,
KeyName fll ValueName 2 A% (fFPA mapping (KeyType => ValueType) HA[PAFH ), wDAEAE
AR IREE, AR — 2R,

T DA AR G I 5, B SEBR IR T, R — T RERY BEERAAE , IR HILG I AR
TIE, —NRERZOML. PRI IE, BEIRAAHTEB T, TR B keccak256 MyAMEY
HATIH
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IERE RN, MR KR, WA R E R RS, B, SRV X TR BAME L,
NEEBMIER (WA ok dt).

WL LR — storage WEHRNLE , FILAVFH FIRGSA R, WHENREHRFEES 2R3, sifE N E
BREL SR (B ENTARRER AR AT AT LI & 2 BB B0 SRR 0] S8, X SRR 0T 60 S i S dL A gh
F 2 At .

AT DAE IR 2R B LRSS AR LN public, Solidity £ A #RAIE—gerter BREL. KeyType JIH getter R
SHL, 2HH KeyName (A154EE ). Q2R ValueType @/ MAERRLE— 454, getter k1] ValueType,
# Mok valueName (UIERIEE). W valueType &— MWL, getter XT3 KeyType I H—4
28

E RGP, MappingExample F2E L T — A3k balances Wi, #RAE address, {H2RAY
& uint, Rf—A> Ethereum HiHEBL S| — N TAFSHEE . BT uint @/ MEEAL, getter iR[1]— 5%k
BURHVCECAME, 50T PATE MappingUser A 299176 B B3R 14 e Hidik % b (1) 1A .

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract MappingExample {

mapping (address => uint) public balances;

function update (uint newBalance) public {

balances|[msg.sender] = newBalance;

contract MappingUser {
function f () public returns (uint) {
MappingExample m = new MappingExample () ;
m.update (100) ;

return m.balances (address (this));

FHERBT R R R ERC20 {01, _allowances j&—MMFZAIYE 7 — Wi 2R A i ] 1

NG, B AL T 36K KeyName il ValueName. ‘BEAERLA&ARIIRESR 711, BH
e AR getter 7E ABL B Hiy AFI 1Y) name 2B

// SPDX-License—Identifier: GPL-3.0

pragma solidity 70.8.18;

contract MappingExampleWithNames {

mapping (address user => uint balance) public balances;

EETI)
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function update (uint newBalance) public {

balances[msg.sender] = newBalance;

THAF T _allowances dic sEHA AT DA ARG P o HEER Y 455 o

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract MappingExample {

mapping (address => uint256) private _balances;

mapping (address => mapping (address => uint256)) private _allowances;

event Transfer (address indexed from, address indexed to, uint256 value);

event Approval (address indexed owner, address indexed spender, uint256 value);

function allowance (address owner, address spender) public view returns (uint256) <

return _allowances[owner] [spender];

function transferfFrom(address sender, address recipient, uint256 amount) public.

—returns (bool) {
require (_allowances[sender] [msg.sender] >= amount, "ERC20: Allowance not high.

—enough.");
_allowances[sender] [msg.sender] -= amount;
_transfer (sender, recipient, amount);

return true;

function approve (address spender, uint256 amount) public returns (bool) {

require (spender != address(0), "ERC20: approve to the zero address");
_allowances [msg.sender] [spender] = amount;

emit Approval (msg.sender, spender, amount);

return true;

function _transfer (address sender, address recipient, uint256 amount) internal {

require (sender != address(0), "ERC20: transfer from the zero address");
require (recipient != address (0), "ERC20: transfer to the zero address");
require (_balances[sender] >= amount, "ERC20: Not enough funds.");

[Cayl
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_balances[sender] —-= amount;
_balances[recipient] += amount;

emit Transfer (sender, recipient, amount);

8B BR 5

BORREXTBSSHEAT IR, Rt i, BORRESIZSENTME. Ak, FTREENT B2 B,
FEXPEIATIEIA . B, RS SEEL T4 TterableMapping J#, A5 User GZARFEIRNINE] X%
H, sum BREC FTA I (EHEF T U 25 RN 28 (.

// SPDX-License—-Identifier: GPL-3.0

pragma solidity "0.8.8;

struct IndexValue { uint keyIndex; uint value; }

struct KeyFlag { uint key; bool deleted; }

struct itmap {
mapping (uint => IndexValue) data;
KeyFlagl[] keys;

uint size;

type Iterator is uint;

library IterableMapping {
function insert (itmap storage self, uint key, uint value) internal returns (bool._
—replaced) {
uint keyIndex = self.datalkey].keyIndex;
self.datalkey] .value = value;
if (keyIndex > 0)
return true;
else {
keyIndex = self.keys.length;
self.keys.push();
self.datalkey] .keyIndex = keyIndex + 1;
self.keys[keyIndex].key = key;
self.size++;

return false;
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function remove (itmap storage self, uint key) internal returns (bool success) {
uint keylIndex = self.datalkey].keyIndex;
if (keyIndex == 0)
return false;
delete self.datalkey];
self.keys[keyIndex — 1].deleted = true;

self.size ——;

function contains (itmap storage self, uint key) internal view returns (bool) {

return self.datalkey].keyIndex > O;

function iterateStart (itmap storage self) internal view returns (Iterator) {

return iteratorSkipDeleted(self, 0);

function iteratevValid(itmap storage self, Iterator iterator) internal view.
—returns (bool) {

return Iterator.unwrap(iterator) < self.keys.length;

function iteratelNext (itmap storage self, Iterator iterator) internal view returns.

— (Iterator) {

return iteratorSkipDeleted(self, Iterator.unwrap(iterator) + 1);

function iterateGet (itmap storage self, Iterator iterator) internal view returns.
— (uint key, uint value) {
uint keyIndex = Iterator.unwrap (iterator);
key = self.keys[keyIndex].key;

value = self.datalkey].value;

function iteratorSkipDeleted(itmap storage self, uint keyIndex) private view.
—returns (Iterator) {
while (keyIndex < self.keys.length && self.keysl[keyIndex].deleted)
keyIndex++;

return Iterator.wrap (keyIndex);

[y
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// TR
contract User {
/)RR RATBKE SR
itmap data;
/0 BEXRE N ER K.
using IterableMapping for itmap;

/) N — B

function insert (uint k, uint v) public returns (uint size) {
// X ¥ W Jf IterableMapping.insert (data, k, V)
data.insert (k, Vv);
/7 BAVG AR T DA B 4 A R E R B
/7 BEATR EEERE RS AT

return data.size;

/7 BB B R A
function sum() public view returns (uint s) {
for (
Iterator i = data.iterateStart();
data.iteratevalid(i);

i = data.iterateNext (1)

(, uint value) = data.iterateGet (i);

s += value;

3.64 EEHFF

B B A SR — R T DA PR GBI A B0, SSATDARESE v = = + 2, oo x R
uints, z AN int32. FERCFMEILT . T HONURAFE AR B 2A (BAERE R T
AT Ffg: R g

L AR A B RO S n] PARG A0 2 B R 28 2L DU T e B R 28
2. QSR ZE BRI 2R A T ARSI A R R R R, U i A R ARy 2 8L
3. WA, ZEAEA BRI

AR — A RAERORE T @ 0 2, B e L B Eh I (mobile type) ', Lt R AEA NI (E R/
KA (MROLIER) TS RPN A FFZIAL ON") . WERPEEE TR, A8 AIB R AR b L
S LRI, PR BT BRI, FrAS G RPN T ARSI, B LTk,
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BARATRO SRR SRR R, B 7 HORCHRAERT, HAR B2 bool.
BREAF < (FEBH), <M >> MR RERR R TIZ BRI/ RS R .

TEREF

SIBEAM TN < £HRAR> 2 <true FHREAR> ¢ <false HHRARX>. EMPIEEM
< FPRRAE RS> ISR, EEMASEREXT R —. MR < F KA > FHEN true, A
<true FPrRER> HHPITE, BTN <false Ffraxzk > Pt

LB INEIR A A B, B S R AR R A BT . SRR PR R R B 1Y
JrRAL, SRR, ECH O BT RS ST S S

L, 255 + (true 2 1 : 0) ¥ THEARGEMKEITHE. KEZ (true 2 1 : 0) 2 uint8 A,
BAMANERAE uint 8 b T, T 256 HH TRXAN R ARVFRITE L .

HAERE, B 1.5+ 105 FHERFASEARN, H 1.5 + (true 2 1.5 : 2.5) AT Xk
PN ETEE & — N ATERUAS BT SR A BERA S, R ERRAEA R EREA . J5E W KB NI B
NEERL, XAEH BTRA TSI

ERFEE/ BEEHT

W2k a Jg—A> LValue (Bjg— AR R AT A B AR V), N ALERATn] DA i :

a += e*ﬁ—ﬂ:l'ﬂ:a = a + e7 ié%?ﬁ: _:7 *:7 :7 %:7 :7 &:7 /\:7 <<= %I:I >>= %Kﬁ*ﬁﬁ‘_za/‘]%xo a++
Ma—-MYTa += 1/a —= L{HARFREXARGIPIRZARIIIE a. HELZT, ——a fl ++a Xf a F R
PER, (HLR IR B FS A

B

delete a AZIMPEHYIIAE ao BN, XTRECKE, 4T a = 0, HEERATUHNTHA, €
SE— RN 0 MBS R 8 — MR S, Pra oo E B B IR, delete alx] MBR
BATRGIN x WoTR, IR TR K ARG X ERE Bl R —A s .
R EITHEMBIH , — Aoy X2 ATRE R — D IS,

X, WSS AT R T IR IEE E . HAh, 1€ delete a ZJ5, a MIHY a FEBCATRIEMIT I
YRR AR, R DA R

delete XTWURZEAIBA I (MG SE T RE ALY, WH2ARTN) . B, WREMGR—1 g
&, EREEIAANEBGEEMA R, AR SEHEX NG, BRIFENTeBr. SR, BAAEME]
B i A2 T AR . 2R & B —AiSE, P4 delete alx] KFMHBRAFAATE x BI(H.

{EFRERME, delete a AT HENR L2XT a WIRME, WAL, B a TFHH TR, Ha
FUNAERRS, XMRBEHEN. ERSEE a A, MAREZHTIHIE.
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract DeleteExample {
uint data;

uint [] dataArray;

function f () public {

uint x = data;

delete x; // % x %4 0, K% wdata® &

delete data; // } data & K4 0, F A ¥m x

uint [] storage y = dataArray;

delete dataArray; // ¥ dataArray.length % 4 0, {2 8 T uint[].
R —MNE R L,

/oy WEZEYH, CE-ANFHMLER storage WX R Al 4 .

// J—F H: "delete y" RAFEW, FIAT storage HEWRHAEXERE E LA M-
wstorage X £ W H .

assert (y.length == 0);

BEFFR MR STIRFF

AR R AE PP AL I 510 L R R AR AR 5B 2

3.6. ™ 95




Solidity Documentation, 4 1ThaZ 0.8.20

& | it RIERF

%

1 FEAMMA |+, -
BIAERILF] | new < XA L>
BT < HA>[< ER5>)
N an < HE>.< g4
BRSO < B> (< BHL L)
INES (< REI>)

2 HEAHMMA | ++, —
—JCIE -
—ICHAERT delete
Wk !
EAIE|S ~

3 ;Tgﬁ * %

4 P, BRABLEE | *, /, 5

5 SEAR IR +, -

6 FEAARAERT <<, >>

7 A &

8 P Bk n

9 FRrEY |

10 JESEHRAERT < >, <=, o=

11 SETHAERY ==, !=

12 ZigY &&

13 R EY ==

14 = ICHAERT < HBEAH> 2 < MRAEHPATHRER> © < WRABHPATHEREL

x>

XA ARAE AT =, |=, "=, &=, <<=, >>=, 4=, -=, *= /= %=

15 125 ,

3.6.5 EAAE 2 EAY5EiR

Fe X HiR

TEHAENEIL T, EREE AR, LEm R B SRR Y s BATI , giitde s H S B AR . — i)
K, WRAEE L EAEN, HHASERMGE, IRAE-JA (A R nT e .

B4, uints AR A uint16, int128 APAEHH int256, {H)2 int8 RiEHEH N uint256, HH
uint256 REEALN -1 SKFEAME.
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WER—ABEAFPO I T AR, ik 2 2l H b — N ERIR S A 5 — AR (i TR
(AR IE) . X EMWE AR R AP — AR R R B AT

KT WRLE R R T AR, 1S5 K TRAA G,

TE TG, v Az, BUIRARIBAER, BoARIFIRREL, ()2 uints AfPARGUHARy uintle, 2
WA IEPUNINLE, v BN z B, SRSTE uint 16 RAIPIEATINE . 45 RFEXy + 2 (RALE
uintl6, FHEPIIE—A uint 32 FMAARR A, FrDAMEINTRIG AT T — IR U

uint8 v;
uintlé z;

uint32 x =y + z;

BRI

g A A VR R, (B R AR 20, AR AT R R . X T RE S B EUE AR B
1R, FHREEET AR — L2 AR, B DA—E B SE R 2 10  AE B R 2 !

PATRTEII BT R B, KA int Feffedy uint:

int vy = -3;

uint x = uint (y);

FERX TS R BT, x A2 OxEEEEE. £ BUME (64 A HoNUbflFAT) , IXAE 256 frf —HEfI MY &

-3

UR— A BRI UL o — ORI, B Rt S eI -

uint32 a = 0x12345678;
uintl6 b = uintl6(a); // b I #E 4 & 0x5678

TR — A EEERA o — N ERIRA, B EAAPUIETE (RITER B — i) o FE 4500 5 J5
R A5

uintlé a = 0x1234;
uint32 b = uint32(a); // b I E L £ 0x00001234

assert (a == Db);

I 7 R/ 7 T 2B B R P AT R R [ B . ENTRT PABEAC R BT RIS, Rt — MY
RELREYIIET 751

bytes2 a = 0x1234;
bytesl b = bytesi(a); // b I &4 Z 0x12

AR E K/ I A A o — AR, B A A BRI DI E R 5B 710
SRS R REA ) (AR RS IOTETEREIN ) -
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bytes2 a = 0x1234;
bytes4 b = bytesd(a); // b I & 4L £ 0x12340000
assert (a[0] == b[0]);

assert(al[l] == b[1l]);

TAREBOET E K/ 7 R E R B R S R B[R], A TR SR BON 8 7 KN 7 S5 B AL B A AT R RN
UL, A SRVFE P Z 1A AT et o RSB AEAE AN 1) /S By B ORI ] 7 K/ N 7 1 M 2 ) A e fe
NI M IR S O E I e e B S WL E

bytes2 a = 0x1234;

uint32 b = uintlé(a); // b ¥ & & 0x00001234

uint32 ¢ = uint32(bytesd(a)); // c B 4 & 0x12340000
uint8 d = uint8(uintl6(a)); // d # & & 0x34

uint8 (bytesl(a)); // e # 4 & 0x12

uint8 e

bytes M bytes calldata 4] 7 0] DA RGN E EF 2K 8 (bytesl /../bytes32). WIHREAHL H4R
RO E TR, e R R AERBIIE . IR L HAre A, TR ERBHIHAE

// SPDX-License-Identifier: GPL-3.0
pragma solidity ~0.8.5;

contract C {
bytes s = "abcdefgh";
function f (bytes calldata ¢, bytes memory m) public view returns (bytesl6, .
—bytes3) {
require (c.length == 16, "");
bytesl6 b = bytesl6(m); // W Emi K E kK T16, ¥ & 4 # .
b = bytesl6(s); // HHH#THFK, HiN%RZ "abcdefgh\0\010101010\0\0"
bytes3 bl = bytes3(s); // K4 # W, bl 4% T "abc"”
b = bytesl6(c[:8]); // [ H0#ATHE =
return (b, bl);

3.6.6 FERMFIERAE ZEIHIFER

BRI 7S R P 5 T T DA 5 e e S AT A A8 R B R 2 R 2 T AN A -

uint8 a = 12; // #A4T
uint32 b = 1234; // HiT
uintlé c = 0x123456; // 4, B hxH 2 & WK 0x3456
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Frik: 1 0.8.0 AZ T, AT B =7l il ik Ry i o AT ol AR U MO BB A . M 0.8.0 10,
AP AN e 4, AR, FA S g S G B ERTE R, A feipid.

BEX/MIFTIHE

B i RO RE R RS S B O [ R/ AL R RO AT AR, (HA Y
AN RO IE A AT A7 T B RN A T A (ERA—ANBIAE, BN O B8 BEFIFI+-7 ok i £k
T T R RS T AR B A AT A [ 7 K Ny A 2

bytes2 a = 54321; // 7 o
bytes2 b = 0x12; // 1~ 2 #
bytes2 ¢ = 0x123; // & 2%
bytes2 d = 0x1234; // H 4T
bytes2 e = 0x0012; // AT
bytes4 £ = 0; // AT
bytes4 g = 0x0; // 74T

FAFERI 7N ] A ER R AT AR S B O [ /N 1 AL, AR BT A RS e e
(R INVHH P -

bytes2 a = hex"1234"; // F AT

bytes2 b = "xy"; // AT
bytes2 c = hex"12"; // T A3
bytes2 d = hex"123"; // & i #
bytes2 e = "x"; // T niF
bytes2 £ = "xyz"; // F A%
Hoht SR

IEANFE R IE 580 7 4% (Address Literals) P RTRARRAREE , IEB AN I8 MR 1 7525 772 address
KA, HADFEFEA GRS il address KA,

HAYEM bytes20 il uint160 BT address.,

address a A[PAJHIT payable (a) B3l address payable,

ik 7E 0.8.0 A 7, AIPARXHAMALMEEHRAL (ERIK/DN, BRSHICATE) ik address 5
address payable ZB#HI, M 0.8.0 JF4h, HAFM uint160 ik,
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3.7 i K RAEE

3.7.1 LK1 (Ether) BA{i

— A FHEHBOT A AN G wel, gwei o ether RIFE—NPAKITOECE, HA A JE8 ) DAKECT- 1Y
N AR welo

assert (1 wei == 1);
assert (1 gwei == !e9);
assert (1 ether == !elS);

L2 A E— 1 L2 DA 10 BT

i 0.7.0 RAF MR T finney fll szabo IXF A .

3.7.2 HHiE) i
1 seconds, minutes, hours, days fll weeks & JGBEF B EUGHE , W DAk Emflaleas, H
AR REA B, BRI T S R

e 1] == 1 seconds

* 1 minutes == 60 seconds

* 1 hours == 60 minutes

¢ 1 days == 24 hours

* 1 weeks == 7 days

R A X LB T H VR, R, T R AN R — AR T 365 K, HERZRH—XK
HA 24 /g, T ELPR A FE AR S TERR BN, BT AT ZAE B AN E AL (oracle, Je—FPEESMIHRARSS , %
FAE) RN E B9 H AR 2R AT I R IE

ik BT EBEN, 7E0.5.0 A FER TR years.

DRSO RER A R B, AREAE IR B (Bl days) SRRida AL BRI A, AT DA
I E

function f (uint start, uint daysAfter) public {
if (block.timestamp >= start + daysAfter * 1 days) {
/S

BT
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3.7.3 BHREEFRY

A LR AR R AR AU R AAE T &R e, BT R IR AR, B2 TH R

XRFZ 5 EM
e blockhash (uint blockNumber) returns (bytes32): 4 blocknumber j2iITi1 256 X ik
2, g KR AE; A ERIE 0.
* block.basefee (uint): METXIepyEAZHH (EIP-3198 HI EIP-1559)
e block.chainid (uint): Y4Fi%EHRy ID
e block.coinbase (address payable): #EHY4HIXELHH T otk

e block.difficulty (uint) : M4H(HAMEE (EVM < Paris ) . XFHAth EVM A, E2H
block.prevrandao WEEF A4 (EIP-4399 )

e block.gaslimit (uint): Y4F[XH gas FRAH

e block.number (uint): M4FIXE

e block.timestamp (uint): [ unix epoch 44 F) 24 Fif X B DAFD 11 B ) %
* gasleft () returns (uint256): MY gas

e msg.data (bytes calldata): 5E#[) calldata

* msg.sender (address): JHEAZEE CY4nTHA)

* msg.sig (bytesd): calldata FYHT 4 5 (W2 REARIRFT)

* msg.value (uint): BJHERIER wei BIEE

e tx.gasprice (uint): BB KIEM wei 1ELE

* tx.origin (address): G KEE (FEEMIAIHE)

Frik: M T S (external) R, 24f msg. sender Ml msg. value TENIIA msg i AR (EAS
KA. X AL A R R IR o

il METEE T A RAE RIS S 8 5 TR, BORNZIAH block. * Al tx. * R4R{L
s KR K o L. X SE(ER T T & 291 EVM SCBLER (), T DARATREY
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Frik: ANEHKHiblock.timestamp fll blockhash FAREHLEL, BRAFERLE A CEMAT 4.

IS B R DX BRI i A — E AR BRI B2 B0 TR0 . I, 284 DO s ™ Tl AR SN RE 1Y
WA KB AT B 29 payout BREL, MHALRMAIBEIER, &7 A — A B A =il

2T X R I TR B 20 P A KT di e — A DXL IR ), Lk R — A DR 1) U B A E SO L i w4
TEZE DX I ) R [ P R A

ks BT REAR, DA R AR AR, SO0 LT ORI 256 1 KHRIIAR . HAkm)
BN

1 B blockhash PAFI#EF A block .blockhash, FE 0.4.22 MiASH 35 7R, € 0.5.0 A g .

il i gasleft WRHTLE msg.gas, TE 0421 AP, 7E 0.5.0 A HHM iR .

i FE0.7.0 AT, MR T 54 now > (T ~“block.timestamp).

ABI ZmTSFORRED R E

e abi.decode (bytes memory encodedData, (...)) returns (...): ABI-fERSZENEHRE,
TR AEFE S RS A . Hll: (uint a, uint[2] memory b, bytes memory c)
= abi.decode(data, (uint, uint[2], bytes))

e abi.encode(...) returns (bytes memory): X4 ERSEGELT ABI 4515

e abi.encodePacked(...) returns (bytes memory) : XA ESHPITEIT O %, EHEE, 7T
L mAS AT g A I X!

e abi.encodeWithSelector (bytesd4 selector, ...) returns (bytes memory): ABI-Xf

S ST IR, AR E ) R BGEBRSRVE R AG1 4 S B — ik ]
* abi.encodeWithSignature (string memory signature, ...) returns (bytes
memory) : 24 F abi.encodeWithSelector (bytes4 (keccak256 (bytes (signature))),
.)

e abi.encodeCall (function functionPointer, (...)) returns (bytes memory): Xf
B 3R AT ET ABL gt , SEETCA PR S| TR R E, BRI S RS AT .
ZERAA YT abi.encodeWithSelector (functionPointer.selector, (...)).
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ik X EO AT R BT FH TR 2N R BSOR F B B, T To AR SE PR R ANER R L. kb, keccak256 (abi .
encodePacked (a, b)) @& —FitBEMLEIENMAERN T (H2EHEEA T se M AR RS
BRI SHIVE R —A WA REE) .

BLHE IS HABL FEAT 2

FH R R

* bytes.concat (...) returns (bytes memory): J§7 & =49 F T 4o bytel, ..., byte32 F-4 5%
R A F P R

e string.concat (...) returns (string memory): J§7 T4 =89 F 4+ B 523 B IR —ANF 4+
G il

Hix L

T VR A B fn] s AR R AR SE 2 AT, 35S Wassert 4= require )% | 15T

assert (bool condition)

WERFMATR, 2FEFE, Ft, RS SPIRE - 1T bR,

require (bool condition)

WERSAEATE L, WRSDIRAS WL - T4 A BOMBAL I 5%

require (bool condition, string memory message)

WERSEAEAWL , ISR - T ABSMNRA R R, T AR IR ft— R R .

revert ()

Z Lt TR RS L

revert (string memory reason)

LLIBAT IR, T AL B — MR P AT R

HFMELREHER

addmod (uint x, uint y, uint k) returns (uint)
WH (x + y) % k, IERTEERRBE T IT, I BIER SR AT 2+ *256 BRI, A
0.5.0 A IR FHIR LA k1= 0 BB (assert).

mulmod (uint x, uint y, uint k) returns (uint)
TH (x % y) % k, TERXTEETHETNAT, I HAREWGERE R 27256 AR PRI M
0.5.0 HUARHIFRITIR S MAIT k1= 0 B (assert).,
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keccak256 (bytes memory) returns (bytes32)
T A Keccak-256 M7 .

£51F: PAHT keccak256 (5440 sha3 , F£ 0.5.0 HuAs g i .

sha256 (bytes memory) returns (bytes32)
THAH A ) SHA-256 M Aii{H «

ripemdl160 (bytes memory) returns (bytes20)
L A1) RIPEMD-160 I 75{f -

ecrecover (bytes32 hash, uint8 v, bytes32 r, bytes32 s) returns (address)

ARG I i e 2540 KO 55 A B S Rt B RIR I B A0 BT 2544 1) ECDSA i :
o r =800 32 T
© s =BAMME A 32 P
o v=8AMNRE LA

ecrecover R[—4 address, [ & address payable., S ILabhk £ 7 AT, DA
RS R M R B 4

AT, WEEE R

B MREMEH ecrecover, HERE, — MM T PAVE T — M4, MIATEERIE
MM IFLEH . #F Homestead Fifi 43 SR, 53X ) 8% _transaction_ 2544 3647 7184 (I EIP-2), {H ecrecover
PR SR LA TR

REF AR, BRAREECRE L 2, S35 I ENTRIRAA . OpenZeppelin 47—~ ECDSA
i, BaIA BN ecrecover ItAE, MBHERLBCA XA A .

FaiE: MAE AF R34t 51T sha256, ripemd160 8{ ecrecover B, ZAfES B2 H gas (Out-of-Gas)
MIEE IR XRF XS RERAE R “Hgmita2y” LM, RATEEMRESE MY BEA B (R4
BRI ) o FIALEAER G 29 R AT B AR S, PRI ATES T iE 2213 Out-of-Gas 4
Do XA —AER AR, EENERGATERENZE, B a2 ks We (0 1). X7E
T R R b A T
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ik SERYRI AR 5
<address>.balance (uint256)
PA Wei Sh B [ b 3k K 2 R0
<address>.code (bytes memory )
TEH B RS (RTRARZEI) .
<address>.codehash (bytes32)
bk T B AASE A
<address payable>.transfer (uint256 amount)
)k K7 kR amount 11 Weid, RSN 5, ik 2300 gas (9 T2%, AuHY,
<address payable>.send(uint256 amount) returns (bool)
[k A & iR %A amount [ Wei, RIHTR[E] false 2300 gas (W T2 f, An[IHAT.
<address>.call (bytes memory) returns (bool, bytes memory)
4 € s K ARG CALL, IR RN G RAE G, KR FrA T ] gas, AT,

<address>.delegatecall (bytes memory) returns (bool, bytes memory)
H 46 58 R K AR Y DELEGATECALL, 1R Bl I G R Mg s, KIEFTA T gas, Wi
RiE

<address>.staticcall (bytes memory) returns (bool, bytes memory)

FH4 2B & BARSONR) STATICCALL, RELER WIS RAESE, AEFra v H gas, P,

WEER, HS LD —F7,

1=

i

=2

W
=R
SR
&

B i send AREMK: WREHREECSBT] 1024 GXEZ T Al TH & IR E) , %
WM HARRIZNCE FDE T gas, FIKFERES K. T RIEARY K %4, BIRKA send )
RIHE, ] transfer s FHEIEGHTT: HEBCEE SR FIIEL,

el BT EVM AKX DA A& AR TH B2 R, Solidity & R AT #3518 F Hs5 H
extcodesize AEMSHATAIMNORE . XHIER T BRI A A B AL (BRSRIE), BA
ey AR,

ST HBIE T A S A A LB TR A (B .call(), .delegatecall(), .staticcall (), .send()
Ml .transfer()) AMIFRXFIREA, XA TN gas HHEMEE, HEEANL4E,
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ik AE 0.5.0 JRASZ i, Solidity fr itk Al Biwh &G, il this.balance. MAEXBEEIL T,
TS — AR bR . address (this) .balance,

il AR BRIl RGO B ZATR R TR, IR AP & A A Ja o — 2, DAERER Y
B IRENS IE R LI L A AR T U ) S LA . 2408, ARAE BRSSO L s 035, 50
PR T, AR REZ RO

i f£05.0 RAZHI, .call, .delegatecall fll .staticcall HiREIWIPIRG, AR B

i FE05.0 fUARZHET, 14K callcode W5, Hifk X5 delegatecall MPMEBEA A,

BHHEX
this (HEI{TLIRR)
UHIEZY, W CARB AR A e 5 A
super
WoRIZREH P — R &L
selfdestruct (address payable recipient)
B EIAZ, FFHRG KRR EReE X2 IFEERAT. HE, selfdestruct f—L4) EVM
AR BRI -

o FRUA LR BN ST .
o GY BG4 B IERHS, E]—4 revert Alfg” IKE” B% .
WAN, HETEZR A BREGER ] DLE R, A 24 E R AL

i M O0.8.18 KA FRASTTAE, £F Solidity A1 Yul F{# ] selfdestruct ¥k —A O JF FE45,
% SELFDESTRUCT Bb{FT A £ %2k 1 EIP-6049 ity hy 19t

2 EO0S5.0 A ZHI, H— i suicide BREL, HiEX 5 selfdestruct f[F.
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B

miF
¢

a

FAA type (X) WDAHRRRXET x BAMWGEE . HET, XX e A RE (X TR A28

RO, (EAEARRFTRERY .

AT G228 c iynl gk

type (C) .name
EEAOEZ

type (C) .creationCode
WAFF IR, BE G2 iD . TRATE WIRER P vh AR EE B & R ETEFR Y, el id
il create2 #EM. XNMEME ARRIEAAAR DS BALMIRAE S TPV BB IHEgOS
TRl S g, PRI FER IR ERE | 2 A T RERY -

type (C) . runtimeCode
WAEFEEAH, B AENBTR T, WMEEH C R EERE R . R c i —MEHK
SRR R IR, T R SR IR R, B S AT B I s A
T, PABGIEEHAA . 5 . creationCode R BR il ik T X A @ 1 .

BT _EREMESL, AR A 2RA T W]

type (I) .interfaceld:
—/Nbytes4 {H, BUELHEHED 1 1Y EIP-165 82 OFRRATF . XMRIRAFREE SO DA B @ SU) e
A ERECEERR 1) XOR, ANALHEFTA 4R ) s 4

DA R HERT FIF HEH0K ) T

type (T) .min
KA T Prag R/ ME.

type (T) .max

R T Frag R R

3.7.4 {REXEIT

XL G FAE Solidity HURFRER I . B AT TFERE R T R ICATEVE A — 4 -
after, alias, apply, auto, byte, case, copyof, default, define, final, implements, in,
inline, let, macro, match, mutable, null, of, partial, promise, reference, relocatable,

sealed, sizeof, static, supports, switch, typedef, typeof, var,
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3.8 Wik FoizHlLEH

3.8.1 =S

KRBT 518 PRI I S50 AT ATE Solidity 8 /1] :

A: if, else, while, do, for, break, continue, return, X&¥F C 8i# JavaScript P kA [FE

S KB

Solidity 37 4% t ry / cat ch JEWTEA) ) S aE A B, (H HG&E FH 91 20 3 208 8 FTE AR08 H o v DA i
FRE RO R

FAFA) AR IETE S, (HEAA AR B R AR IS KA

YR, WA % C Fl JavaScript ARFE M AEA /R RIS /R BB A A6, FrPA i (1) { ... }7E Solidity
TR

3.8.2 FHEFAH
P &R E5 45 1

ML RET AR (CAANTRY) W, AT LA, X AR i1 —

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

/R NEE

contract C {
function g (uint a) public pure returns (uint ret) { return a + £(); }
function f () internal pure returns (uint ret) { return g(7) + £(); }

}

XL bR ORI AE EVM NERBEEEAL N TR Bk, . AR RCR 2, YT NIF A 2B, e ul, *F
PAES | A% 25 PO FRTR ) s BOR AR A R0 (B[] —Er 2 SO0 o 50T AR P S 1

TGE SR okt S ad FERRE R T, DROAEEAS PSR eR B R AT 23 5 1 28 /0 — ANkl i ] ) ) ek
1024 4,
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hvER 5 45 A

PRE AT ABEA] this.g(8); Ml c.g(2); fF5KMH, Ko c 2 PMEA%6l, g 28T c Mm% @il
X PR SR R g S e ‘%jﬁ” P, BBV AR Bl B . R, X this 1)
PRECIA A RELEA I B B BT, RO SRR B 2938 50 BB

HoAb A 2900 BR BN o X F—AINRIE A 10 R B S AL 55 DL 2 A

il N—DEAR DD EAR RN EE A SIS, BRI S S M TR .

29 A A 29 RN, ORI DAHRFIRIY LI {value: 10, gas: 10000} & RETH I A1k R) Wei 5
A (gas) Moito R, ABUHIIBIEE AR, POVEAER I TR AR T BETEAR R B AR . kiR sy
ELMALAT Wei RSB INENZ A L0 SR

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

contract InfoFeed {

function info() public payable returns (uint ret) { return 42; }

contract Consumer {

InfoFeed feed;

function setlFeed(InfoFeed addr) public { feed = addr; }

function callfeed() public { feed.info{value: 10, gas: 800} (); }
¥

ETFEXT info pREUE FIEITT payable, PRMAXFERE, value SIHNIAT]H,

el WS feed.info{value: 10, gas: 800} HEFEARMIZE value MHKEH T &KL gas
B, B ES PATERR R . FTPA feed.info{value: 10, gas: 800} A&HHEEL, value fil
gas WX EWMEER, HA feed.info{value: 10, gas: 800} () AT T BREAH

T EVM A X — AN TELER S 208 T B2 i), Solidity fifi Jfl ext codesize #RVERY A8 RN E-4k v
M ELREBENATE (BUERE), RN R . ORR R RE T Sy, Bkt
ZRA, Bt ABI RS ERRHIIRA A A AR O .

TR, XA G A BROL N ARAT, X LR X 1A 2 A A S TR

il FEXFI R E S 2 RPN E NG, OIS EiR® i, Siian AN ENTAAE, RIEENThFT
(M EFIEIRVSEATEGTR

3.8. WiAXFHEHIEH 109




Solidity Documentation, 4 1ThaZ 0.8.20

URBEE I S 294 B S BB T gas {H, BREORA LS TR SFH

Bl 5 EAREMESE S ABIERER, FERE M AR F A RE R RHE. 2]
W& LR R S TR G LY, XA v BT TS . RIMERER N & 240K B — 2RI AL
G2, WK EGAERAFEA - DIEFREO . R, SRS LR, HItX &k e
W MO, ZARAFES, PART BRI RGP AL G2y, B AR U TR [T w1 218 1
2y, X EWRE YR A 29 m] DA XA R B TR T A A RS R . S R R s, B, kit
HIES R R T B LEAE R SR A 2 PR SR B AR 2 S5, ARSI A A 2 32 3 AR
s -

#ik: 7E Solidity 0.6.2 27, 455 KSR TR HERF i AR £. value (x) . gas (9) () . KE7E Solidity
0.6.2 HP%FE, I EHA Solidity 0.7.0 FFIARFE L H5 .

T2 SRR AR

PRECA S ROTAI A 7ok FoR, MR SRS, T ARMEMIY , QR gl 1 pos . 2800%
TEAFR LIS BRI P SR AN — 2, (HRT AL R -

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract C {

mapping (uint => uint) data;

function f () public {
set ({value: 2, key: 3});

function set (uint key, uint value) public {
datalkey] = value;
}
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BRI W P EHEE BER

PR A P B SRR [BME ) 24 PR T AT o TIRE 2 P s I S R I8 > B e, (R Joykdiad 47
FUTH o AR BHEA PRI A T AE I return ) w25 [0 —AME

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract C {
NS &
function func (uint k, uint) public pure returns (uint) {

return k;

3.8.3 &t new GIIEEY

—NELLAMER] new KETFQEHANGL . FFOIE G LR 58 BATH L TE QA & LRI I ALE , BT PA
B I A O AN T RE TR o

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract D {

uint public x;

constructor (uint a) payable {

X = a;

contract C {
Dd=mnewD(4); // KEAEYH c WERKE — o5 HA

function createD (uint arg) public {
D newD = new D (arg);

newD.x () ;

function createAndEndowD (uint arg, uint amount) public payable {
// M YRl B &K &% ether
D newD = new D{value: amount} (arg);

newD.x () ;
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IEAAEG BT E IR, FEfH value JIHAIHE D BB, ATLAKIELAK, (EAN] RERR HI A ARG . a0
ROTERM (R THAFE, A BRI RBEIHA ), S — .

Ik &4)6158 / create2

WBEE—NEAN, AR A S AR — T BRI R kR, XA RS E R A E A Y
AR 3

AR S E T salt (—AN 32 FATHIE) , IBA A LR BB — A R B PL G SR A5 H B & 2 Hihk
BRI AL BEMTRE. QEEAN (B8) FAEMMAE RS E P TR B k.

Feoalise, s (“nonce”) BCABMEN . RMGAIEGANAELMRIENE. EREVIEH GALEZ NG
ek, AN, FEREGLNFE QAL S LM OLR, Gl ARG S Huhk

X A B GRMOA SN LB IR &2, TR SR A 5 ZA

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract D {

uint public x;

constructor (uint a) {

X = aj;

contract C {
function createDSalted (bytes32 salt, uint arg) public {
/BN ERERBERAREERFE WAL H it
/7 CRERT VW A
// L F % REZE new D{salt: salt}(arg) .
address predictedAddress = address (uintl60 (uint (keccak256 (abi.encodePacked (
bytesl (0xff),
address (this),
salt,
keccak256 (abi.encodePacked (
type (D) .creationCode,
abi.encode (arg)
))
)))))

D d = new D{salt: salt} (arqg);

require (address (d) == predictedAddress);
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Bl MM QR G AN, SRR — AT DA e S L ] — Mk SR B . AR
WA EAATTRERA R R ERE T, HEIETIM MR (X2 25K, BHbhk2
AR) o KSR TR B BT ARSI TE U B ) W RE S AR AR AR AMERRAS , HEAEA A BR AN ATR
FHT.

3.8.4 KA HIEFF

FRA RV A SRR E R CEERIBYL, KR R S 737 SR SR A R E R, HEAT
MEESE S E LA A A ORISR ) o AU RECRUETE AR AT, IF X RSk A TR B AL B

3.8.5 MR{E
R EFIRE S 1ME

Solidity P#BAVFIEAL (tuple) 2, LRI —/MEHPEIN TR BB R IR GL01 2, FI R 76 2T AR AR
RTINS . B T T DT A IR I A, LT DT TR ) IR 202 2 P A J sl 4
ISR (BB LValues) :

1 Solidity H, JCAAZITEMHIRAL, EATHBESUH AR BRI THIR T 4.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {

uint index;

function f () public pure returns (uint, bool, uint) {

return (7, true, 2);

function g () public {
/O REBERHEE, FNEBH LAY HE,
/) RRFAMTEALARELE (BERELACE) .
(uint %, , uint vy) = £();
S REBERERAES - FEREFREALIRMEA.
(2, y) = (v, x);
/) REANLAER (LERATZEFH)
(index, , ) = £0; // ¥indexi & % 7

}

AATBEIR A T I RIAR S AL RO B0, FHEIINEZ . (x, uint y) = (1, 2);.
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Frik: 1£0.5.0 AZH], 4 HATHATURE THREHASE FTRER, BATEA AT, WA (O
AR ZE) o BN SRR, BT AP I AU MR B R TR

Bl MR T HIAUS, AR 2 A AR R NG, PO AT RE SRR A AT -

HAFMERFHERTER

X T REAM AR R AR, 056 bytes Ml string, WREMIECHENE S, HWLAIE S E o8 L
iTA.

FE R BT, B g (x) XF = BB, FOAEAENAFHRIE 7 — D SZ A TE R ER RIS . 2800, h (x)
JEHAE T %, BROAEE T — 5 AR — 5 L.

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract C {
uint[20] x;

function f () public {

g(x);
h(x);

function g (uint[20] memory y) internal pure {
yl2] = 3;

function h(uint[20] storage y) internal {

vI3] = 4;
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3.8.6 {EiSf0r=0H

— AR B — D EEOME, HF R AIra NS, AN BOIME” AEATRA A 4R
7. 0, bool MIBKIAMEE false. uint 3§ int REKBAER 0. X TES I/ NS bytesl 5|
bytes32, FAHMP TCERF PRI R 5 I BN Y BAIAE . XT3 R/NAE4L, bytes Ml string,
BRME R D EBAE TR . T enum 88, BRMERHE R .

Solidity H i ff MRS T C99 (HHAMMEIET —H) : ARKLMNENPFEWNZERIL, BB {
P BRIETR . XA A BISN, FE for JEFRMEAT R RIARILAYAS R, Hon] PR ALAERFE) for TEFRAY4S

RUT SRR (RESH BUESEL ik (cach) Z8....) LR ACRBR A2l UL --Xt T pR 4L
B SEL, TERBV B TS, XTHRSE, Tefipbet .

TEARISRZ AP &, BN, &2, M e XM, RR7ERIZ it &nl . X EiRE
A DAE RS B Z BT GEADIRSAE &, I iU iR pR 4

WL, NG TR A S I, RN PR R 2 7 B AR, (AR A

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {

function minimalScoping () pure public {
{
uint same;
same = 1;
}
{
uint same;
same = 3;

}

P8 CO ARSI RE B, T EEAE R MBI T 5, 25— 0O x MIR{E S Fr_ BRI SN2 A R A 2 )2
Apt . (ARG OL T, EHSSE AR TINPA RGeS (FETE: WU UiRee AP s b th— N 44
AR KL

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
/)RR E-NEEREE

contract C {

function f () pure public returns (uint) {
uint x = 1;
{
X = 2; // this will assign to the outer variable

EET D)
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(€AY

uint x;
}

return x; // x has value 2

B AE05.0 RAZAL, Solidity 45 JavaScript Al [l /RN, thgiidii, fE— B AL
Hu 5 R R AR AR S AE A R BV 0, ANEERAEMR LRI . TR IR TS T 4] DA
BRI B, B 0.5.0 BUARTF IR S350 T — MR

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
/RN T
contract C {
function f () pure public returns (uint) {
X = 2;
uint x;

return x;

3.8.7 EEFFEEMNHER

BRSNS REEABER AR, 24X DA Z RGBT, T AR
1E Solidity 0.8.0 Z 1, HAZRERTE M sk ERtiY s Ol TR, X FEY MG ABME AR .

M Solidity 0.8.0 J¥4fr, FEBRINGE UL T I IS AIZ AR SAE LA U I ad S5, AT fokT5K 28 P ) ik AR 75338
HALEL

N T PARFLARIRIAT R, AIAEH —A~ R & (unchecked) X,

// SPDX-License-Identifier: GPL-3.0
pragma solidity 70.8.0;
contract C {
function f (uint a, uint b) pure public returns (uint) {
/7 XA EHET R R R
unchecked { return a - b; }
}
function g (uint a, uint b) pure public returns (uint) {
/7 AN EE T TR .

GANTY
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(€AY

return a - b;

}

VI £(2, 3) FHEE 25%256-1, T g (2, 3) HRE—AKIHIE.
unchecked BT ALEIIBH RO FEMTHIT BT, (FURBEREACTBEE, & R AR
VA SRR R AR MBI ). A unchecked FURSHe A T OB SUR AR R

ik N TR L, BORBETE—A> unchecked fUASHL N _; .

PAFIZBAFAE B s R R S BRI BT PR — R A R RS BRI R A 2
PR

t, = f, :iﬂ:fﬁu—, %i&fﬁu_a *; /7 %a *x

el ANREMEH unchecked MUAGHREE [FAGAERDA 0 B} 0 BUEl.

ik MEAERAPAT DIGE Pk A . XEM FHAIEER AL (<<, >>, <<=, >>=) R HERIERM
2 R T BT EHHE . B8 type (uint256) .max << 3 AEWMEEME, R type (uint256) .max *
8 S BAE

#1E: int x = type (int) .min; -x; PRYE SKIHFRSBEGE D, KOV AEGEE A IEBGL R 2 25
e

AT ) 2B Ry R BT, HKIEA 2 BRI S, (BRI B Rk At

3.8.8 {tiz4b¥E: Assert, Require, Revert and Exceptions

Solidity ff FPR A 58 KALPRES 1% . X AP ST B RO XT MY BRA (R LA TRA) e R BTG
ek, I Hig mE A E L R

M R ATE TR, BN B3 Bi (Wl ul, SRegcEmind), RAFENIP try/cateh ifh)
. XA BIANE send FIMEZL K call, delegatecall fll staticcall: BNELALREI IR
Ml false VNS — AR EMETIAR” Hifl”.
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B RGN R PORAFAE, (R R% call, delegatecall fll staticcall fY5E—NiR[EI{H
N true, iXiE EVM BT —iRor. WIERGERTE, WAHER H 2 A 2K e 77

S H R DAL R O K, DAsE R )l BB S I P E. WE IR Error (string) M
Panic (uint256) HHFIRREMN, MREUIT . Exrror T WAL $HUR4AMF, 1 Panic I TAEICHE
AR A 2 BRI B 5

@it assert 5| Panic R EfiEiT require 5|2 Error RE

PREEREL assert fl require Al PAHSRAGE Z50F, WEIRAFFE A0 E —A 54

assert BRELEIE T —> Panic (uint256) RAWHIR. HHRMFENT, wmiFemar AR ER, W
A

Assert % H TR PS5, DASKS A AAS . IEHRIsA T AR R 1% A1 78— Panic 524, HE 2 7E 0k
B AN AR % . TR A A X RGO, IBABH AL T a — MR, BViZBREE. E5 0 THE
A PATEAE I G2, DARRE 520 Panic S 10 454 A1 R BOH A .

TE RS DL T 27— Panic 523, 585 DR — SRR 5 R USR] Panic 2RI
1. 0x00: JiJF— Bl 2 iFAs4E A Panic 2RI
2. 0x01: WG SEORA assert IHZ5HE false.
3. 0x11: QR—MEARIZES—4 unchecked { ... } RIGHRZAINFECFEL %
4. 0x12: QRGNS O fRiAuE Bor (Blans / o0 8 23
5. 0x21: URGEHE— AR M B BB R A — D 2R AL
6. 0x22: SRR IA)— I i A IEA A A7 Akt 7 T 2 L
7. 0x31: WEREAE—NZEEH EWA - pop O «

8. 0x32: HUSRGEIT I — N, bytesN Bi— MY R RSB KFSR MRS (B x[1), Hip i
>= x.lengtha{i < 0),

9. Ox41: MR EC AR N2 R BRI T — Rl
10. 0x51: QR — D ZHIIR A R R BE A AL

require B2 BIE —MECAEMEI DR, BARE 1 Error (string) FAAYEER. BNV IH
R PRAE AT Z B TCEA I B A RO o XA AR A AR s MR A 2R iR e

o\°

0)s

% 1 Hui AN H E X4 iRYE require i H. M MH if (!condition) revert
CustomError () ; ft#.

TETRHIEOT, a7 A —A> Error (string) S (B ERABIERIFH)
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1. A require (x), H¥ x 1K false.

2. YRR revert () B revert (" #iRHHE") .

3. WEREHAT—MANRR BN, Bir2— DA R A2,

4. QARGER A M payable BT ATF A (FEH 6 ECRI5 H R0 Bl K.
5. GRAEM G Y — AN R getter BRBEILAK .

XEFFPATREOL, o B ARSI A s (SRR BLTE) 2Pk . XEWE B ATIE Error 4,
WHPAGIE Panic S (BRI AHHR) .

1. W3R .transfer () KK,

2. ARGGE I B AR, HEORRRIER S (R, FER TR, AT KA, SEcith—
ANRE), B AR IEAE call, send, delegatecall, callcode B staticcall., kg #E/E
M 3 53, (Hid R[] false FoRKM.

3. ARG new RETAIEDEY, HENDQEIIA BT TR

BIAEFE N require SRIEMEEFAE, HAREN assert ffit.

Frik: WORERA % require R NPIFR SR, ERFAEIENREAR TR, B R A R
o

TG T 2R T U require KA AR assert JH1T TS IRKG A

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract Sharer {

function sendHalf (address payable addr) public payable returns (uint balance) {
require (msg.value % 2 == 0, "Even value required.");

uint balanceBeforeTransfer = address (this) .balance;

addr.transfer (msg.value / 2);

/S ETHEKABERE REHELARAXEEA,

s/ B ERMNE ZEAAEMAA —F W&

assert (address (this) .balance == balanceBeforeTransfer - msg.value / 2);

return address (this) .balance;

TENER, Solidity 2 PATIREHRAF (54 0x£d ). XL FEEVM IRE PRSI ITA ik, WAL R 2
AREARSL LA HINAT, RO SR UIARICR I DR BT R B 5 2 S T, P AR 2 A SR A2 1K
A ESOH A S (EDRA) AP ERCR

TEXPIAEOL Y, JHJHE AT AR try/ catch WX AR M A3, (R T 250 A8 s SR IR AL
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ik 1 Solidity 0.8.0 27, Panic S# MM invalid #MER, EIEE T HEA AT A0 UA. 4
Metropolis %11i:2 i, flifll recquire M54 2 IHERTH k.

revert

A[PAE ] revert {EAIHI revert BRERM L HIIRE

revert IHAPRF—AHE LR RIEN EES L, RS
revert CustomError(argl, arg2);

WFRERERE, BF 4 revert () WAL, M AETESIHEZ P F4H:
revert(); revert(”description”);

BB R I AR A, W AZEIS K. B revert () £ B0 (T A R B 138 S5, i

revert ("description") ¥ —4> Error (string) 4%,

i — H 8 SRR LB B 2 P AP R A B A2, RO DA SR A PO S, RS
HAMEAFAT. wPAiEE NatSpec HALE R ik, XA SR 2% .

NIRRT AR S DA A HE TR E B revert MR require —EMHH .

// SPDX-License-Identifier: GPL-3.0

pragma solidity ~0.8.4;

contract VendingMachine {
address owner;
error Unauthorized();
function buy (uint amount) public payable {
if (amount > msg.value / 2 ether)
revert ("Not enough Ether provided.");
AN Rk IV
require (
amount <= msg.value / 2 ether,
"Not enough Ether provided."
)i
/) RAT I X .
}
function withdraw() public {
if (msg.sender != owner)

revert Unauthorized();

payable (msg.sender) .transfer (address (this) .balance);

[CaN)
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(€A

if (!'condition) revert(...); # require(condition, ...); XM HTXEZEMNE, HE
revert fll require WMSEKARIER, WABLEAT R RF4AFH.

i require PREIFIHAB A —FE. XEREERITRECA G 21T, I SHESPaT . g, 1
require (condition, f£()) ', BMf#i condition NE, BRI £ WHHIT.

PBERF AR BABL b Z a0, S — K4 Error (string) —#. fE LA GITH,
revert ("Not enough Ether provided."); iR[EIPAR T S3EHIE RS 2R B EHE

0x08c379a0 // Error (string).
S BB EE
0x0000000000000000000000000000000000000000000000000000000000000020 //_
SHEHRBE (32)
0x000000000000000000000000000000000000000000000000000000000000001a // F
0x4e6£7420656e6£7567682045746865722070726£76696465642e000000000000 //
< "Not enough Ether provided." W ASCII % # , 26F %)

(26)

Bk
B HE

O

#
#

PAHEATABE try / catch R FHRHIIIHE, WTFR.

il PARTA— throw BT, HiE S revert () MH, 7E 0.4.13 ARG, £ 0.5.0 A H

try/catch

SR PR R ECRT AT try/catch EADORAZR, A1 BIR

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.1;

interface DataFeed { function getData (address token) external returns (uint value); }

contract FeedConsumer {
DataFeed feed;
uint errorCount;
function rate (address token) public returns (uint value, bool success) {
/I RAIONN LR, B AR A .

require (errorCount < 10);

EET )

1
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try feed.getData (token) returns (uint v) {
return (v, true);

} catch Error(string memory /*reason*/) A
// 4o B F getbataw W Jf revert,
/AR RBET - ANREREFHE,
/7 W AT & A
errorCount++;
return (0, false);

} catch Panic (uint /*errorCode*/) {
// ¥ K % Panic H W W T AT,
/O BHA T ENER, MR ERESE.
// BRRAE TR R R R Rk
errorCount++;
return (0, false);

} catch (bytes memory /*lowLevelData*/) A{
// EE Rrevert VHERT, 2R fTXANH 4.
errorCount++;

return (0, false);

try REEFFEAIA —ANRIKK, RFINFREOIH S G292 (new ContractName () ). FikX iy
BNk (Flan, R ER—ANERNFRIR, W RBWERRERA) U SRR A 5 R Ak
2. BRI returns §84; G2FIEER) FHEEH T 5 HMTE R B S BUAH VT RL )R B AR B ISR A 45 1R
XS BRI, BAPATRAES — A N4k SE . QAR BRI A e A, WAE catch &
ZIGEEIAT
Solidity MRHEHTIRATERY, SCRER R PR
e catch Error (string memory reason) { ... }: X4 catch THJ&ghtT, R REH
revert ("reasonString") B{ require (false, "reasonString") M (B P ERAS R

)

e catch Panic(uint errorCode) { ... }: HIRERZH Panic FE S A, H40 k5 My
assert. [RPAO. JoRUAEA I . SR AN A 5 R, 3X A catch FAXG 41T

e catch (bytes memory lowLevelData) { ... }: WIHREEIRE L 5HAL TAIAVCES, oi& 7R
AR R B B T AR, B SRR R ROV R, AKX TR S PEAT . TEX A
DUT . AR AR R AE T RMRG R BT D

e catch { ... }: WURBHHESHREIEANBOGE, S A cateh { ...} (EEENME—
[ catch 7)) RACEE R T5]

THRIAE AR AR SR AR R . 7455 Error Ml Panic HALEEIEAMENT, AMEATRIHAFALEE.
NT IR A RS, B2 /DFEA catch { ...} B catch (bytes memory lowLevelData) {
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.} A
f£ returns Ml catch F4)H R B RS & A 5 T AUAS B b VR AT

ik WARAE try/catch 1A R IR B P AR S A v R AR AR, XS ECY R PU TR A AR B R, IER
NG, EASHAE catch FA]H#HHIR. WIIRSE catch Error (string memory reason) WfftE e
B R, I HA— MR catch 4], AR 23X A4 S TEAR BBk 1

ik WRPATE] > catch RSB, IRASNTIE T RS AR C PN . WRIATE] Tl LD,
WA XL MR BA POLI . AR ZYGLI, IAIITEELLE catch UGB P4kEE, 24 try/catch i
AT A B S (BN T LT 30 p) A A 2k s by T B S BRI catch 14))

ik RN R E R AT RE R Z IR . AZON R R B Bk A g M &4 SRl ik A4
T AR TRAL , ORI G AR RR K TE. 750, XATRE i TIHFETe TRMER I, A SHORA H
BROL . T B PR 2 /64 i URE, I, BIMERR I S8 R T, AT A —L
vz

3.9 &4

Solidity H ¥ & LIZEUT I X GIEF H K. ENHERSZ R B ERAMNLIE, AT MESUX LA 7 1Y
B TERREIIGELY (S01) BRI — BT EVM R B0R T, A B R 3C, (E & 20
HPRSAS R TIETT . — DB A E B R ECH Zi A 2 2 . AEARYs P A "eron” BIRRS, (EAFERY
ot BB — AR

3.9.1 BIEEY

PRI PARY A2 5 “ AR B Solidity £ 24 A A 2 o
GeTT AIAEE, 0 Remix, (] UL LRI #L R T4 1L -

e PAKYT _E PARAE 7 BN A A —Fh 7 12 15 JavaScript API web3.js. ‘& —4% N web3.eth.Contract
BREL, DA EAIEGY.

B EAGAER, ERHE R4 (construcor)  (—AH] constructor KT WKL) PIIT—
o
s RO Pl . A2 R — M R A, XM A SR E A

M R BT RS . AR I RS A A E X e | B B B AT RINReR &, LA I A i
1o R SR AT RS HLR IR A BRI B8 ) AR A A s o 5 QR R A i R 5081 1 1 A TR B
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TENTR, RS BAE GRS 2 Sl ABL 2 5 i, (B2 ARG web3 . 3s WA KX A~ I .
WER—DEAEET—NEY, BIEFUARE TG 2R RS (R 3EH) . X EWE, TR eI

A A T HERY -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.22 <0.9.0;

contract OwnedToken {
// ‘TokenCreator' T & X W& 4 kA,
/RN EF e A WmIE, B AT,
TokenCreator creator;
address owner;

bytes32 name;

// X REEM creator MR B A4 M & B,
constructor (bytes32 name_ ) {

/RS ZTEEIEL LR A,

// MR RAA A this.owner’ K RiF .

// BETUNEEHE KBS “this. £ W .

/S BEERET A BERG NI TNT &

/) KRR REME R K, B R M E & %,

/S BARBREELNFE.

/S BERT — %

owner = msg.sender;

// M #AT T M address’ #| ‘TokenCreator' M & = % A # 4 |

// FBERR S N kAR R TokenCreator',
/) RHEEW T EXRRIE,

/SRR AME-NFEE D

creator = TokenCreator (msg.sender);

name = name_;

function changeName (bytes32 newName) public {
/O RAAEETURE LK.
/7 BAVRAE A 4 oy ik HEAT B,
/B UBRAERERABAERR R
if (msg.sender == address (creator))

name = newName;

function transfer (address newOwner) public {

// R YW R & 4 k% token.

[Cauy
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if (msg.sender != owner) return;

// BB L E A TEE X W TokenCreator™ & N — MR K
//OREEAGBEEAARENRIETEY .

/0 mRARAER (Flmm TAKMERK) ,

/) Bl AATR S K K.

if (creator.isTokenTransferOK (owner, newOwner))

owner = newOwner;

contract TokenCreator {

function createToken (bytes32 name)
public

returns (OwnedToken tokenAddress)

// RIE— AN Token' & %It [ H M.
// M JavaScript ¥ & k& % ,

/) XANEHHEE XA R address”,

// B A RABIH R T XA

return new OwnedToken (name) ;

function changeName (OwnedToken tokenAddress, bytes32 name) public {
// [ A, ‘tokenAddress' MW ANI KA F ¥ B “address’.

tokenAddress.changeName (name) ;

/O RATRE, WREEENZK R T #H E ownedToken® &4 L.
function isTokenTransferOK (address currentOwner, address newOwner)
public
pure

returns (bool ok)

/RE-ANERGEAN, EREEZHATES.

return keccak256 (abi.encodePacked (currentOwner, newOwner)) [0] == 0x7f;

3.9.
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3.9.2 oI Dit4F0 getter FEY
RETEW T

public
AFPRSZ B S NIFB RN ZAATET, iFdn e Al A Bigener 3, MM AR HAl & 2913
el SER— DGR EHER, SN (FIA0 this.x) UM getter, TIpEIH (Filn
x) SHBENEH IR B, Setter BB B, FrPAHALG AR B 18 B .
internal
HERIRASAS T B E AT E W & AFIRAE S5 BEATRRER MR o X2 RS S Bk
IAAT LA

private

FARSA BN, HENHEREGZLHR2AIA.

B R — MR private B internal, HEERS IR HARALBIREESER, HEMASHKX
B2 SR 2

ER ¥y A =] DL 1%

Solidity A5 Wi R ECJH A - SL 8 T 92 bR EVM 3 BT A A S0 ek BRI A1l 78 EVME 3 2R A 1% I R 40
AN, IRA AL RTRETCYE VT IR NP RR . Xl r= A T PO FR 22 1 b K50 o] DLk
external
ANEREREAE A 20 1 —35, BWRERNT AT AN MG ARZZ S hf A . —INBERE £ AREM
PR A (BF £ () A#EAFER, {H this.£() ATRA).
public
ATFREBUZ AL, FTRATE N e v S
internal
PR R I BE A M HT ) A AN B IR R & 2 5. BEATRRER MBI« T EA A
B ABL R ERAEANER, BT DAEZ NSRS 4L, G slifefEs | -

private

FAA BRI TR ER AL, EENTEIRE S AP RATILH .

Wi fRig MRl private B internal, MASH IV AAEREIEHEE, HEBREMK
HeblE2 MM 5

MRS RN )5, ARAERBISEIRAR M SOV ER L 6], F 4 v W E AT
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {
function f (uint a) private pure returns (uint b) { return a + 1; }
function setData(uint a) internal { data = a; }

uint public data;

FE R BT, &2 D, AIATAM c.getData () HRARFRKEAFF data WE, EHARRHM £. AHER
MG CIRA KA, PRI PATA ] compute.

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {

uint private data;

function f (uint a) private pure returns(uint b) { return a + 1; }
function setData (uint a) public { data = a; }
function getData () public view returns (uint) { return data; }

function compute (uint a, uint b) internal pure returns (uint) { return a + b; }

/X e E
contract D {
function readData () public {

C c = new C();
uint local = c.£(7); // #E: k& £ F~HA N
c.setData (3);
local = c.getDatal();
local = c.compute(3, 5); // 4% : ® A “compute’ A M,

contract E is C {
function g () public {
C ¢ = new C();
uint val = compute(3, 5); // WP WK A (NG ARLLF X4 KA)
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Getter F%§

i BN AIPIREA B AIE getter BB M T R GY, MWIFGHFLN 140 data iy
BREL BEAMETEMASE, R uint, HPREAH data BE. REAEAE IR AT ABHRIIRIL -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract C {

uint public data = 42;

contract Caller {
C c = new C();
function f () public view returns (uint) {

return c.data();

getter BBCRASNBAT WAL WERZATS AT (RIBCA this.), EROFMN—REAR . R ER
ST (R this. ), BEXRFPOPHA—RREL

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract C {
uint public data;
function x () public returns (uint) {
data = 3; // W5 A
return this.data(); // b3 37 |7

MR A — BT public RS R, IPALIHL S A B getter PREUG R A ILE . XFh
MU AEAE RS R T B A 1R 1] BE AN B P2 A i B SR AR o FRT DA S0k $8 8 BRIl R BN TE R
Bl myArray (0) o QISREAIE— R R A, IPABHF LS — k%, Fun:

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract arrayExample ({
/ATFREEE

uint[] public myArray;

/7 G E AR K B getter B K

[y
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J*

function myArray (uint 1) public view returns (uint) {
return myArray[i];

}

*/

// BB EANEAE W R K
function getArray () public view returns (uint[] memory) ({

return myArray;

2l

PAEE A DA getArray () REEREENHA, MARMEH myArray (1), B
AT RO S 2

AR R [l —A~ e

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract Complex {

struct Data {
uint a;
bytes3 b;
mapping (uint => uint) map;
uint [3] c;
uint [] d;
bytes ¢;

}

mapping (uint => mapping (bool => Datal[])) public data;

AR TN R S5 R RN (T REIRAN) BN T, ON B SR iR R
FRLASGIEAN I B SO BRI

function data (uint argl, bool arg2, uint arg3)
public

returns (uint a, bytes3 b, bytes memory e)

a = datalargl] [arg2] [arg3].a;
b = datalargl] [arg2] [arg3].b;
e = datalargl] [arg2] [arg3].e;
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3.9.3 FHIBHE
BRI Wi vT DA R ARS B B 05 SO R BT R o BN, T AR g e S0 T R i i B sl A —A>
HIE.

it 2 G AR T ARIENE, WTABOIRAEGAER, ERASENPARICH virtual B, FREHER. #*
TEE LS 5 Z 4.

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.7.1 <0.9.0;
XM E—NE T E AW selfdestruct T = 4 Wy %

contract owned {
constructor () { owner = payable (msg.sender); }

address payable owner;

/BN REXT A M E, ERAERC:

/S CRERESAFEA.

/BB BRKRENARKRT 0 WRE,
/X ERE, WEARTAERAXANE K, XA R RS HNAT,

/BN aRE —NRE .
modifier onlyOwner {
require (
msg.sender == owner,

"Only owner can call this function."

contract destructible is owned {
/S EANEHI Cowned” & HHRT onlyowner' & AF H,
// KB HERN AT destroy' & %,
/S REESHEREW owner WA “destroy’ E&K, £ o 4.
function destroy () public onlyOwner {

selfdestruct (owner) ;

contract priced {
- WS T &S &
modifier costs (uint price) {
if (msg.value >= price) {

—

(CaNi))

N
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contract Register is priced, destructible {
mapping (address => bool) registeredAddresses;

uint price;

constructor (uint initialPrice) { price = initialPrice; }

/) EXBWER RET payable’ FHEE,
/S ENER LS A ERTAERESLCH U KT,
function register () public payable costs(price) {

registeredAddresses[msg.sender] = true;

function changePrice (uint price ) public onlyOwner {

price = price_;

contract Mutex {
bool locked;
modifier noReentrancy () {
require (
! locked,
"Reentrant call."
)i
locked = true;

—

locked = false;

/0 BEANBEZERFERY, XERE ‘msg.sender.call’ FHEANBALARBFARARA -
-,
/// “return 70 EHIGEEREMEAN 7, BB HEHEPHEN locked = false' i& AT
function f () public noReentrancy returns (uint) {
(bool success,) = msg.sender.call("");
require (success) ;

return 7;

AR GEAR YT E ARG Y ¢ B Higs m, ERTDAREH C.m RS HE MR T2 A ). HAER & XAEY
Hl & A SRR S 2 R A i . BIRESHB RT DAE SCIEPE S 9, (BB SR A — R S 2 e
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WER AR BCE 2 Mg, A2 RICAZSHERRTT, I3 B8 A 2 B 5 24 TP s

B A AN BE R 1) 3 A B AT TS MU BRI S BCRR [FHE . B ATTHE S REFE VR FH A s A6 R At 4 328 265
Bl

ERBUE IS T, A LB EM BT B M B SOAFER (B TRILTZR _%n) HT%
TG ) SR AR AR E . TR, ST B ERT STEAR 4% 6l TR RISAE A a5k 2 B 47
K, GRS bR .

16 e 1 B B ) R 2R 1] R B TR 24 S M g B R B . 3R ] AR SR, (HRANPAT B S M BT —ME
Migs i E X _ 2 JEakEiAT .

B AE Solidity A FUIRA T, BA BRI B return IFRI S RBAL .

M return; MBS 2GR AP R EOR [ (E . A0, B T AR s AN AT R B, X
FIEBLR, R EIAS RS E oA, SR ERECE — 2 R —FE.

_FRS R e M T 2 R . BRI AT S R e i R B

AVFB IR SR ERA, FERXFEOLN, Bra ek Bt ol W AT S ifids h 2 vl WY . B ifids
HEIAMFFSAE R BRI (B EATT AT e R T )

3.9.4 Constant #1 Immutable XS E

IRESAE BT AR AN constant Bf immutable. FEXPHRMEGHLT, ASEAEA LM B 52 UG A e .
¥F constant AF R, HAEMAEGRIFNFEE, MXT immutable A8, (59R AT DAYEA 1 I i

WA PAYE SCH N E L constant AF &,

SRS IR SR B B A, BT EE U BUAR S R I 1) i ek

SRR R, B (constant) FIATT S4B (immutable) AR ARTANE L . X T4
AR, A ERNFREAPE BB AT ERH )T, I HAR RS E L, X MR B AT RE .
RN AR AR B AR T A, R RS h A R M Ty o XTI A, BEREE 32 A
T, BIEEEATAT AR AE AR AT X AR, 8 A & HOR W] AR (i R

FHl, FFARIA B H AR AT A SR R BRR L SC ME— SRR BUR 7 45 8 £ 2 (PUBTH &) a2,

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.4;

uint constant X = 32**22 + 8;

contract C {

string constant TEXT = "abc";
bytes32 constant MY_HASH = keccak256 ("abc");

(A
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uint immutable decimals;
uint immutable maxBalance;

address immutable owner = msg.sender;

constructor (uint decimals_, address ref) {
decimals = decimals_;
J/RATEENRELETU R — B4R A%,

maxBalance ref.balance;

function isBalanceTooHigh (address other) public view returns (bool) {

return other.balance > maxBalance;

Constant

XfT constant Agh, HAEFEGR N AAUR — D, H HABTEA SRRy /0B AR A, X
s (40 block.timestamp, address (this) .balance B block.number) B T4dE (msg.
value 8 gasleft ()) sCETHHIMBAELMNFRIRFZA AN AR BEXT AR A B F ) 2Rk X
Je SUVRIY, EIREE R] RER Al N FExt G AR B TR KRB @A e VPR . INE BT keccak256, sha256,
ripemd160, ecrecover, addmod fl mulmod & ARVFH (R T keccak256, BAIMELEM TINFE
2).

FVFAE A e de B R BIE AR, BV AR DA R 4, Bt sk . XA EhBE IR A
REsE e -

Immutable

PN immutable (A B AN constant (YRR 2RI /D— 28, AnT AR AR Bl DAE A 2001
1t R R SR PR IR B ME R BT RSk, LIRS, RIVOEAE A s ) At m] DA
LI

i U B 2 B AR AR AE HOR [0 2 BB e A 90z A T AU, R IE4h E AT ER e T W A T A
A5 o 24 EoRE G 128 e 2R IR iz AT QRS 5 58 A Aot DX R rh ) A QR AT AR, o — AR EE 2

Pl TERS W FC AN 0] 22 B U A B IR BRBCRA TN A BRI A . X RRAE A REAE AT
I — KT 5 — AT BRI AT AR B AR, SRT DAY B 29 A AL T bR 0 P R

TR RPAR AL H A0 U A AR 38 R ICRAT WU B A [ SRR — b DRRe R i) A 4R T T
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3.9.5 H#

] LATE B 249 N ERFI AN E SCRR %K
B AN, BARE” H RS, BERSE internal B LI BT A SERTA RS0
GEH, RKRT N R

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.1 <0.9.0;

function sum(uint[] memory arr) pure returns (uint s) {
for (uint i = 0; i < arr.length; i++)

s += arr[i];

contract ArrayExample ({
bool found;
function f (uint[] memory arr) public {
/) XENBAME BB
/O EEBRSKRAENREG A ME S LY.
uint s = sum(arr);
require (s >= 10);

found = true;

ik TEGLZHNE LRI R BA IR B AE G ARTE B N IAT . BTSSR AT AR i & 2, [ EAT AR DAK,
FHEHBORMENMGEE, PARHAL Lo . 5a2 A WA BRI, H b e 8O RE B A2
B this, FRA#28EHIALEHTER AR R

R SHMNEETE

GV L HATE F ORI, BB R B SR A, B AT DAIR LR R A (A A i

BRHSH

BRSBTS R, AR B RSB IRl A S
BIan, ARG A 2% 52— R A WA SRR SN, ST PAR I S RIATR A O

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

T
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contract Simple {
uint sum
function taker (uint a, uint b) public {

sum = a + b;

PR RS RO ABAT A Ho At SR A f—RE B, AT T AL -

REIREE

PRALAIR M AE BAE returns ST 2 )5 M RIFRATEE S o
Ban, s EARR IS5 VR RS R i P BRSO SORIAIRAR IR A ait Bl S AR ik -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Simple {
function arithmetic(uint a, uint Db)
public
pure

returns (uint sum, uint product)

sum = a + b;

product = a * b;

A B 44 0T AR, AR AT DMG H A A A T — AR, A G A R R 2k A, L
%Ebﬂ]%ﬁ (FEHr) WEZHU%H%% ME.

AT AR U 2R B AR B, ARSI ETRDIRRRSS R B &, s AT DA return (4] EERMLR I E (5
A S A A=),

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Simple {
function arithmetic (uint a, uint Db)
public
pure

returns (uint sum, uint product)

[y
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return (a + b, a * b);

}

ARG R return RETR— AR A YRR AL, A ATHEIR 1818 R) ] I 2 [l .

Frlls CONREM AR A BT R B0 ] B 2e 2 . X A0 4 T A7 HE A SR A A b A0 B E AT TR S A 2
.« WU,
© INTREREAL,
« ZHYPA, (IBEN storage,
o ZHEH (fGEFTABI coder vi) ,
 G5KHR (AGE I TABI coder v1 ).
XARBIAE N TR, PO ENTA AR M f ABL

REIZME

M RBA Z AR MBI, 4] return (vO, v1, ..., vn) APAMRIRIEIZAME. AHEHIRECEL
SR AR B RO, I HCENTRIEALAILIE, A R fge 2l i XAk ik

BHCT DAL view, (ERRFILT, AIRIBRELRE.

U WUERZRFRARN EVM HUAJE Byzantium SCHEETY (BOA) , MM view A, X0 HEEN
STATICCALL, XfHFRREAE N EVM $ATH— T IREFAHAE . W THEEGAR view KA, L
DELEGATECALL, [ A%4 4041 DELEGATECALL Ml STATICCALL, XM EFE SN view pRERE
A RSB AT AR A . XA e 4 LR TSGR, R R PR A 2 AR 3 A G 1R s R
T, T HESR ARSI T g R A

PATRFEIHBOA 2B RS
L BUCRESA & .

2. FAEH,
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3. gl ECEH.

4. ffiff selfdestruct,

5. A AR AR .

6. WHALMBEAIMCH view B pure HIEKEL.
7. AR -

8. il AL &R AR B IR R

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {
function f (uint a, uint b) public view returns (uint) {

return a * (b + 42) + block.timestamp;

$57E: AL BN constant BAIE view R4, {HAE 0.5.0 B4 g By .

Frik: Getter J7APL HENRC N view,

i A6 0.5.0 A Z B, HiFasiA A view AU STATICCALL #afENY, X115 view BRHGE T H
TeRH B R AR IR S B . XS view R STATICCALL, 7E EVM 21 LB Ik T XPIRZSH)
B

Pure F#

ST DA N pure, ZERCRREBLT, & (IR A IR BOAS. IR, ROl DAZEs i Al
4 pure B, HAEIHAR msg. data, [ERMRLH KGR, SEkA I immutable (9285t
AT pure BUHAAE.

Frik: WERSHIEEH EVM AN 2 Byzantium sCERH (BOA), WGEH#4ERS STATICCALL, XIHFARELRIE
AEEURE, HEDARRRB.

B 7 BRI B GRS, DA AN AR 2 -
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L PR &

2. Jjiil address (this) .balance 8{3 <address>.balance,

3. Pji] block, tx, msg HYEEM A (K msg.sig M msg.data Z4h).
4. WHAERIARARICH pure R

5. AT HELE R ) P IBCT R

// SPDX-License—Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

contract C {
function f (uint a, uint b) public pure returns (uint) {

return a * (b + 42);

M AN 4 A ), Pure BBREWS T revert () Ml require () HBURIKEIEAERPIRSA AL .

WA — RSN RSB, AR ZHHERA view 5 pure BRI bR AL
AR, FHHAR RG] AR revert MALIEAE.

XRS5 STATICCALL #AES—2L.

i 75 EVM ZEHEAA TR LR EORAS, RTse I e S ARE (R view AJLATE EVM 2
AT, pure ARATPA).

I FE0.5.0 RAZHT, SiiFdsiei N pure BREUMH STATICCALL #4EMY . XHfHAE pure PR T
i e B R B R e e IR ASIE M. X pure BB STATICCALL, 7E EVM ZHBS I T XPRES
BT

ik 1L 0417 BUARZHI, HiFaIH B IRHIZOK pure REBURES . Xd— 9 iU A, T AKL
WEE B 29T 2 (AT R s, DROA S vl DASRIE & 2R R BRSO 84, (BB RERG A
FHEBAT I B A 202 5 FAY B T8
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W LLKBI R B

—NEAEEZ T AE A receive L, #iJf] receive () external payable { ... } ¥@EH]. (3%
A function KT ). XRBNEA SE, A REREMEIARTY, WHHA external B LM payable
AR TS . BT AR REAY, ATRAEE R, tml DAA Mg .

receive PR B AE & A SATHY, FEHEE 2510 calldata, X RAEALDAK LR (BIE T . send () B .
transfer () ) BFHATHYRREL. ANERATAAERERY pREL, (HAFAE—A> payable 28U [Y) fallback # 3 , iX A~ fallback
PRBCRIAE SE AR AL B PR R o SR BRI A I AR (receive BRZYL) , XA payable ZEHU[H) fallback pFi
B, IRABLA R A E AT B A 52 S AR T, B Sl — A~ .

ERIREOL T, receive BEULA 2300 NUAH (FIANY4MH send Bk transfer Bf), BT HAK
AN, LA 2SS AT HAERVE . DAR BRAER T AR AR AT 2300 AR HLAE -

© HATFhK

. BlEGY

o PATHFER R gas MHMHRAL
 BIKPAKT

Bl MUUKWERKBE DAY (AN RPN, BAGEF @ send B transfer), (HiE
W B 2B R SR AR I R 2l — > payable 28211 fallback pR%, S — 5, KFLAKE]R]
(IXTE Solidity v0.4.0 Z Hi2 A ). Bk, AREAEERNELEIPAKR, EUAEIH—1 receive BK%L
(BT payable 271 fallback sRECKIZILAR, PREAEAR SR E R AL R .

el WATEOAK TSR & 0 RT DAME R coinbase %y * (X AR * 5 T X3 £ 5h) WU skifE R
selfdestruct B H KB AR .

BLNRENT AR R TR SO, It A RETEZAE EAT]. X2 EVM B)— P iiTikd, Solidity &
XM address (this) .balance A[PARTEZ RS — L5 Taohki A (BIFEB A bR
BAHEHR RS ) .

THE AR B —AMEH receive BRI Sink AZIHIBI T

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

/BN REFTAREBEHUNART, BRAE A ERL,

ZET D)
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contract Sink {
event Received(address, uint);
receive () external payable {

emit Received (msg.sender, msg.value);

Fallback &F %

— B R LT DA A fallback L, fliH] fallback () external [payable] I§ fallback
(bytes calldata input) external [payable] returns (bytes memory output) 3k 7= Bj
(HRBLA function KT ). XPRBLAHA external BRET WL, —1 fallback BRECAT ARIARIC A
virtual, W] PARICH override, AT AT & i .

MR AR R BIAFT G4 E R RS S, BCEIRA AR B, MBcf 40l Rag 24k, ARA fallback p&i
BT A 29T . fallback pREEZHMCEAE, (HO8 T FIHEILLAKR, BRAARE N payable.

MR SEAOCA , input $EE KRG EAMETEN (5T nsg.data), HALATE output H1i&
W5 o G [ A B R 2 ABL 4. MISC, ERTEBCA BB L N R R (BEEA ).

TERIRITE LT, W — AT PAKRY fallback pRECHLHE FRACE BN AE, R4 B HA 2300 SR E 0]
B (B WAk K3 3 X —8 A TRt ) .

BALATRE—HE, R B RER)URLIEA T, fallback b0 AT AT I 2R B0 B4

Bl WERB A receive 4L BIAFAE, —RCH payable [ fallback bR #ith A i 1 DAK A& i INF A
1o WAREE 4 31— payable 28U (1Y fallback pR%L, FATPIE B E LA receive pREHEILAN,
PAI 73 DAL i A R I B O

TR SRR A BRI TARAD , T A A BT YA BRI R, RS T AR abi . decode
SEAHY) FrigE—Ext ABL a5 £ AT RIS (¢, d) = abi.decode(input[4:], (uint256,
uint256)); EE, ERBIENERGHTB, Wi E LR 8o U .

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

contract Test {

uint x;

/S FTHERBEE AN AR AL B (RAXMERH) .
/S HBRERARENKRT RG] RERY,

[y
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(G AN
// B h fallbacki® ¥ % & payable' 1517 % .
fallback () external { x = 1; }
}
contract TestPayable {
uint x;
uint vy;
/AR EE RS LM EER SRR B,
/BT EEEUKER (BT receive® #, WHH & ) .
S/ BT A LR B AT fallback@ B (WHEUNASAA — R kE) .
fallback () external payable { x = 1; y = msg.value; }
/AR BE AR TOR AW,
// B — W R & calldataly @ A .
receive () external payable { x = 2; y = msg.value; }
}
contract Caller {
function callTest (Test test) public returns (bool) {
(bool success,) = address(test).call (abi.encodeWithSignature (
—"nonExistingFunction()"));
require (success) ;
/) R test.x &F 1.
// address (test) ¥ RN A HEEE A ° “send ",
/7 B test’ RA WKW KW fallback @ &K .
J/ BSL MR K Caddress payable't (A A AW HE A O send .,
address payable testPayable = payable (address (test));
/MR RAEANRZEARENKRT, BIKE XK, X EREfalse,
return testPayable.send (2 ether);
}
function callTestPayable (TestPayable test) public returns (bool) {
(bool success,) = address (test).call (abi.encodeWithSignature (
—"nonExistingFunction()"));
require (success) ;
/) BB E test.x £F 1, test.y £F 0.
(success,) = address (test).call{value: 1} (abi.encodeWithSignature (
—"nonExistingFunction()"));
require (success) ;
/) R ZE test.x £F 1, test.y £F 1.
GETI0
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(€A

/) R AN E

/S TR ERKS
-

/S MTEARBE, &ML AEELR - MUK A A

(success,) = address(test).call{value: 2 ether} ("");

& H KB KT, TestPayablelreceive® H ¥ % A A .
ENGHBZEE, CEEMNAKRLEEN " send ' ® transfer .

require (success) ;
/) BB E test.x £ F 1, test.y F 2 NI K.

return true;

R ER

—EUW LA ZA AN, ESEEREURR R XA EBRPFR Y =R, Wl T AR R T
A0 T RoR THER 2 A YR AR £ 2

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract A {

function f (uint value) public pure returns (uint out) {

out = value;

function f (uint value, bool really) public pure returns (uint out) {
if (really)

out = value;

HR R AAFAE T AN D b AR PSS T L R B R 51T Solidity P SEZL A2 E AT FME S )
S FHE R

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

/) EERBR & G E
contract A {
function f (B value) public pure returns (B out) {

out = value;

(AN

1
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(€AY

function f (address value) public pure returns (address out) {

out = value;

contract B {

}

PALETGAS £ eRECE B AR 52 ABLAYHBIESRA, A EANTHE Solidity AN A AT .

ERRFTFISHITE

A TR 24 VLS L PR P e 507 P -5 R R PR SR S RO TE S, T AR B ek 2. AR Bl S50 ] AR
AHAR R TSI, e pR AR o BB T . UP2R— MRS, TR

ik R PISEOME N ERBTRIE

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract A {

function f (uint8 val) public pure returns (uint8 out) {

out = val;

function f (uint256 val) public pure returns (uint256 out) {

out = val;

}

WH £(50) &SEEAER, Fh 50 BET AR N uint 8 U n] PARERR US4y uint 256, 75—
W, WH £256) MMM £ (uint256) T3, FN 256 ARERGUEH N uint s,

3.9.6 EH
Solidity H-{F:/£ EVM ) HENREZ B4R T — %R WA Al Al Ethereum %5 RPC 2% 11T 5
FHE T I 2

FHFREAM TR . SETANENR, ENS S EATHTER S 1 H S - P i — Rk
Bmaity . XL HES GARMMIA R, B RKYEE, REA KA PATIF, st B s (B aiek
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e, (HX P AEL Bl Serenity TR AR ). H & M HFHAEEE A REM S L PEBTE (FEERREMAIH TN
EATTIA) .

A ATREZER N H G HE i Merkle UEHT, B ARSI [0 & 205 X ARG UERT , BT DS H 5215 E AT
FETREEET . BTS2 RETS M 5RLi) 256 XA, Frilib s 2R X Bk (5 E

BAIARZ S =S indexed @I, FFEMTEMME—MFIRIBIRE T, BN topics”, AR H
EHIEAETR . —A topic HAEARI—TF (32 5777) , FrAMRECH—ARTISEMEM 718 X2, %11
Keccak-256 M A {ELRF A7 fili 1 topic He

FrAEA indexed BIEHIZEHIRSWLABI % 7% B H G BRI o

Topics FAVFE AR I, BIACHRE W FEAREIE— RN X GARAB T A % S & 20
HohE AL PEFAE -

B, TS A web3.js subscribe ("logs™) Jiik RaLyE S Kb E A VCECRY H &

var options = {
fromBlock: O,
address: web3.eth.defaultAccount,
topics: ["0x0000000000000000000000000000000000000000000000000000000000000000",
—null, null]
bi
web3.eth.subscribe ('logs', options, function (error, result) {
if (l!error)

console.log(result);

.on("data", function (log) {
console.log(log);

H)

.on("changed", function (log) {

)i

BRI anonymous HEEFFR IS, TINFHFIES MG A {EE topic Z—. XEWRE ATl IL 4 7ok
LR E A FHE, AR REE I AR A TR, ENTREE AT AR . B
WAVFEFEHNARTI S, AR =4

Frik: TRy S AR AR, RO AUAE SRR, SRR G I A K
PR ZEAR, MEEFEIEDE. FRre, ArlaeH—tEAFE i IS
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EHRBBRTGE

e event.selector: XTIEELFM, X2 —1 bytes32H, WUFTEMELN keccak256 BF1H,
TEBRIA topic Hi{di ] .

=Bl

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.21 <0.9.0;

contract ClientReceipt ({
event Deposit (
address indexed from,
bytes32 indexed id,
uint value

)i

function deposit (bytes32 id) public payable {
/7 BHER Cemit’ KHW, FEARFUHMARMESENSZH (WXF) .
s/ EMEAEER (EEEREKE) AT N EI IR Deposit:
// M JavaScript API¥ 4 Ml H k& .

emit Deposit (msg.sender, id, msg.value);

FE JavaScript API Fr i i 5 =040 F

var abi = /* @4 B A4 Babi */;
var ClientReceipt = web3.eth.contract (abi);

var clientReceipt = ClientReceipt.at ("0x1234...ab67" /* H ikt */);

var depositEvent = clientReceipt.Deposit();

/7 AR A

depositEvent.watch (function (error, result) {
/) HERAEF RIS KF Y Deposit’ WA M topics,
if (!error)

console.log(result);

// B A B R BT 4 A

var depositEvent = clientReceipt.Deposit (function(error, result) {

if (!error)

(AN

1
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(€A

console.log(result) ;
)i

A AR T AR (g Ey) -

W

"returnValues": {
"from": "Ox1111--FFFFCCCC",
"id": "0x50--sd5adb20",
"value": "0x420042"
b
"raw": {
"data": "Ox7f--91385",
"topies": ["Oxfd4--bdead7", "0x7f--1a91385"]
}
}
THREGEEMAE BT

* JavaScript 314
o SR 1
o WATAE js TP EA]

3.9.7 HRFIREIED

Solidity ) BRER AL 17— R (# LA gas 1975 ORI AR AT A — MRIES RIW BT AROE A&
ZYNTRASNR (ELER DB AFIEG ).

ENBAE R % BN, ERBCURTEM H A 2RI, HRF R REE L TR

// SPDX-License—Identifier: GPL-3.0
pragma solidity ~0.8.4;

J/) KA AR, FE ‘required. ¥} 2 RAE ‘available' K& 7 A .
/// @param T JF W & %
/// @param % B E R KA F

error InsufficientBalance (uint256 available, uint256 required);

contract TestToken {

mapping (address => uint) balance;

function transfer (address to, uint256 amount) public {

GET )
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(% L0

if (amount > balance[msg.sender])
revert InsufficientBalance ({
available: balance[msg.sender],
required: amount
1)
balance[msg.sender] —= amount;

balance[to] += amount;

R RER R R S, (HR P AR . HEAERSEARE, [F— MRl AEZS 57 3o SRR S
HEEMT revert THAIA1E.

BRSAEES, AR5l BB R, SEHR [ B BE N AL s rry/carch 35 &) PHERE . FE
W, — AR L REAEAR B NS I i gk, A AL S ) B[R] — R A P R SN RE A 2K -
WEREAFRBUEMISEL, R AT RN T IRIRAE, G0 MR ER— R0 NarSpec 3% i Rt — L REAE
R ERE, X AAEEERE o SR R R — N R A B A AR AR A5 D RE

R, — RS BITER ABL gifi iy, Ty 25 0 41 1] 44 AR A S 2L 00 ok By R AR ], SRS RN

revert #AERSHYIR EIEIE . XEWEEEE h— 1 4 FARIERASIABL 26 25 FARA N TPl AR A
125 4 1) keccak256-hash (BT VYA 715 4

ik AL T RER A R 2 BN R BRI, 2 RO AR AN [ by S SCH S B i (R FH 3 JEIk X 4
XA, B ABL, USRI ARSI R, A E SCER G A B

WIRAREE X error Error (string), #FAWEH] require (condition, "description"); Y45
F if (!condition) revert Error ("description"). {HEEHE, Error B— P WEZRA, KNiE

FE PR AU P E S
[k, — DRI assert BERLIIAMRFA—DANER Panic (uint256) RAAFFERAKIKI .

ik SEREER IR RGOSR R, AR VAR T B TR A2 AR PR BRI e
SN SRR IR Y . X ERE NFRTR AT DA D™ IR, (RERERGRE R AR ENEY.
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HIRABBIRE R

e error.selector: —/MUEEIRBAINKFEIEN) bytesd {H.

3.9.8 4fx%

Solidity 75 Z E4K, WIELEM.

SHEWERSE (TPRANE) SR T4k 2 IR 250 T o 4R ) & 2 1 [/ 24 sR 8 (RIS 43k
). (HHEH virtual fl override RXEFEIEZ RGN BB EHAFEH. S a8 &8 AT
R Z 7Y .

WL ContractName. functionName () BHHHEE ALY, T LATE TSR A 4AR 2 U0 2548 Hh B /g 1) R R
S AR AR AL B AR JZ U R — S R (LR 3C), ATPAfEFH super. functionName () .
Y AEH MR 5 AL AN, fERPEE ERAE DG4, ra G AR R 2 03 &
yrp . KRR G W) BT A PR R B v R NSRBI (super. £ (. .) Bl JUMP
A EE B ) .

RSB BHEIA I AR . —DNIREGAHEERH— RS E x, WA B AR R 2 3G H
W] 24 BRI ] AR S AR

RUFSRIE, Solidity 4k R G55 Python (U4t K 240 AR AL, Fral@ kT2 EmMR b m, (Hif T E
Z 4k,

TR DL TR BT

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/) ORHRE A BT EF W selfdestruct Tt W E &

contract Owned {
constructor () { owner = payable (msg.sender); }

address payable owner;

/SR Ciss WA EHIRAE. RESATUWE A FERLARR,
/O BFEARBRAARALTE, BEAERER this' XAFHH A .
contract Destructible is Owned {
// REF virtual' EREFRERTUAEARELFEREZHATASY ("EH") .
function destroy () virtual public ({

if (msg.sender == owner) selfdestruct (owner);

Gy
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(G AN
/S XBEBREARA T e R ERREED .
/S ERBHREAREKK.
/MR -ANEHBR LA AEK, WREAEED.
abstract contract Config {
function lookup (uint id) public virtual returns (address adr);
}
abstract contract NameReg {
function register (bytes32 name) public virtual;
function unregister () public virtual;
}
/) EZERART RN . HFEE, “owned M E ‘Destructible’ %,
// B RAF—A “owned' LBl (BAR C++ FOHIE ML K)
contract Named is Owned, Destructible {
constructor (bytes32 name) {
Config config = Config(0xD5£9D8D94886E70b06E474c3fB14Fd43E2£23970);
NameReg (config.lookup(l)) .register (name) ;
}
/BB TUR G N EAAEAARMARRE/ AR AN RREHR.
/S WMREHBERAARAXRAG R L SR, 2R HE R
/AT ETHENBERAR S R L E R,
/S mBRERERXANREK, EFEMA override® X#F,
SR ERUAXANBEBFRBER, KFEHFHRL virtval' X85,
function destroy () public virtual override {
if (msg.sender == owner) {
Config config = Config(0xD5f9D8D94886E70b06E474c3fB14Fd43E2£23970);
NameReg (config.lookup (1)) .unregister();
/S MART AR W E R R K.
Destructible.destroy () ;
}
}
}
/SR ERBEEX SR,
s/ MNEBEFY (HhWiE%k) /R4,
/) BERESAMMERELENE AR ARERE (LT X)
GETI0
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contract PriceFeed is Owned, Destructible, Named ("GoldFeed") {
function updatelInfo (uint newlInfo) public {

if (msg.sender == owner) info = newlInfo;

/) EX B, BRMREET ‘override® MK H “virtual .
// X E%EMN PriceFeed® WA W KM AN LM E KL destroy' WA K.
function destroy () public override (Destructible, Named) { Named.destroy(); }

function get () public view returns (uint r) { return info; }

uint info;

R, fE L, FATMM Destructible.destroy () K7 5K FEBGHR . XRHAY T 202A4 FIERY, M
NHRHT A A

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/) B E AW T R # selfdestruct T A # ¥ 4

contract owned {
constructor () { owner = payable (msg.sender); }

address payable owner;

contract Destructible is owned {
function destroy () public virtual {

if (msg.sender == owner) selfdestruct (owner);

contract Basel is Destructible {

function destroy () public virtual override { /* #F [ 1# 1 1 */ Destructible.
—destroy(); 1}
}

contract Base2 is Destructible {

function destroy () public virtual override { /* 7 % # /F 2 */ Destructible.
—destroy(); 1}
}

contract Final is Basel, Base2 {

function destroy () public override (Basel, Base2) { Base2.destroy(); }

150 Chapter 3. HZ




Solidity Documentation, 4 {ThRZ 0.8.20

P Final.destroy () W& A &K/EHIREEEH KL Base2.destroy, {HES%5d Basel .destroy,
FRDLIX A B ) 2 A super:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/) AR — AT B A B selfdestruct T F 4 ¥ %

contract owned {
constructor () { owner = payable (msg.sender); }

address payable owner;

contract Destructible is owned {
function destroy () virtual public {

if (msg.sender == owner) selfdestruct (owner);

contract Basel is Destructible {

function destroy () public virtual override { /* F % # 1 1 */ super.destroy(); }

contract Base2 is Destructible {

function destroy () public virtual override { /* BFEHREE 2 4/ super.destroy (); }

contract Final is Basel, Base2 {

function destroy () public override (Basel, Base2) { super.destroy(); }

G2k Base2 P super %L, BASHAEHLEREGY FIRMZEE. M, BERAHMRXRERE
) E— A EREL P X AR, IrPAE A Basel.destroy ()  (FRERAMWMEK T & — Mk
TEIRA G ZF 44 Final, Base2, Basel, Destructible, ownerd) . £52& A {# ] super 1 F A 52 bR BB S0 24 BT 2809
TR, RAEERERRCAN . X 58S E N BRI

R ER

WHR R R B AR IC A virtual, WAL DA i b7 & 20 R B AR HAT Ry o 98 3 28 1) e 50 0 7 bR 50k H 08
override KT . AR RERF EH R B W] MM external Bk public, AJASMRIDAFIRDAT
5T A0 Sk B AR A T AR . nonpayable Al PARE view fil pure E# . view N[ PAYE pure HE . payable
eI, AR A AT AT A AR P

NI Bl T A BRSO AR AT DL -
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract Base

{

function foo() virtual external view {}

contract Middle is Base {}

contract Inherited is Middle

{

function foo () override public pure {}

XTZEYPR, WAHE override KT GWIRNTEE & IH]— RN I Z IRER R G L. BATEYL, b
T8E A & IR — BB R 5 2, I BB B — DR AN TR (AR ). Ak,
RADEGANZA (FHXH) BEREGA LR T F— 1w, LA ERE.

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

contract Basel
{

function foo () virtual public {}

contract Base2

{

function foo () virtual public {}

contract Inherited is Basel, Base?2

{
/WA B ENEX foo() BEWERLY,
/TN ERMNEAAHBERE

function foo () public override (Basel, Base2) {}

R BB SR BER G LY, S M RMERGA A MR R C e B T
FCAbRY R, AT I Y R R B E AT

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

G0
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contract A { function f () public pure{} }
contract B is A {}

contract C is A {}

/SO REAME R

contract D is B, C {}

EHERHIYE, WA — R A AR RS A NI EEEAR R, HFE (1) SER A TIXm AL,
I S HI G AR Z R G AR R B R A %L R, 8 (2) SERGABH LI
R I A SIS ARIZEI G AN T e iR HA —MEEIZRAL, IR EEEM S I
BRI R R (EREE) .

TEXANEX L, — SR ERE S FRARENHE, ENTERMELIHR, BB HA %S 1R
BN EAEEHR, HRE4 A EH

WEREAE A EERB R BARE N virtual, IRAEGLHAREHSAZ R BTN

ik HA7 private A LR RBCRGER virtual,

I RN AN, WAL RBLAARC A virtual. fEEOAEAY T, A L B sl

“hvirtual.

Frik: M Solidity 0.8.8 JFffi, M —MMEH RN, AFE override KRBT, FRAMXRIPIE AEZA
A b

TR R EU SRR M 22 57 1) getter BRATVCHD, 2 HORZSAL & AT DATE 2800 SN R £

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

contract A

{

function f () external view virtual returns (uint) { return 5; }

contract B is A

{

uint public override f£;
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il BAAILREE B AR ESNR AL, HENAR S A REREER

f&hE EE

PRAIE S dhs AT AV E 38, X5 5 2 & 2k i AR M) (B TXME B Ha) o virtual KEETIA
MHERE R B dr b, override M7 MIFE B B4 1

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

contract Base

{

modifier foo () virtual {_;}

contract Inherited is Base

{

modifier foo () override {_;}

TEZEAMRITEOLT , WA 2 A I R G 2.

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

contract Basel

{

modifier foo () virtual {_;}

contract Base2
{

modifier foo () virtual {_;}

contract Inherited is Basel, Base2

{

modifier foo() override (Basel, Base2) {_;}
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B E £
Hy it pR 2 — ) constructor KT MM LR AL, EAEGLBIENPINT, EAMEX Bzt &y
AR .

TR PR RS AT Z T, AR R AR ) T AR RS B, MR AR A e (R AR A
IR AR 7 SRR AL, TUARF AT R B

Wi R BT, BRI E B X b FRE AR gas L9 5 AR B E R A . KB
R T A S VB RS, DA A et e SR AT DA IR 0 R R (B (i i e 5 R A
T2 PR R P9 B R

WERBAMIEREL, LB BOARIME R E, 24T constructor () {}. HUMHL:

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

abstract contract A {

uint public a;

constructor (uint a_ ) {

contract B is A (1) {
constructor () {}

}

G AEAD TS R AP R NI SR (B, fPfadEst) . TEXAMEOLT, SLDBARIC absract, [H ikt
SR EMINIR I B RL(EL, R BBl i IR A B 24 4 ) 3 R SR A«

B AE 0422 A, Hi R BHOE SO S AR A IR X FTEIRE IR ST, TE 0.5.0 A H A
AV

il A 07.0 JRAZ T, R/ E S BB AT LN internal B{ public.
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EXMERHHSH

JIT A BE2E A5 2 A M3 R KT 5 R T AR A IR ] - PR EESR A M R B 28, IRAE AT
BHREA IS XA AE PR B

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract Base {
uint x;

constructor (uint % ) { x = x_; }

/SOBANBEBEESAFRFREE. ..
contract Derivedl is Base(7) {

constructor () {}

/O REBRLRAEMEBRIN A "BRE
contract Derived2 is Base {

constructor (uint vy) Base(y * y) {}

/) BAEK SN FE W K abstract K A -
abstract contract Derived3 is Base {

}

/SHAET—NMEERGRESAGTEHATWENL.
contract DerivedFromDerived is Derived3 {

constructor () Base (10 + 10) {}

— PR HEEMRYIF P AL (is Base(7) ). ARl B as e IR L i s B — o i
MAEr (Base (Ly * _y) ). WARMWERHSHE - MERE, HFHEXTEAWTHEMETE, A
S Py . WERESE SRS RS UK TIREE A LS5, WSS =M. S8
IVTE AR 5 3 P SR URA: A1 R AR P M Mg I T 2N 2h o FE b B4 1 S 80— M IR

MR — IR A LB T H T BB AL SRR S5, IR A T WL BIP B abstract 2584, FEiXFh
TR, M5 —NEYNBIRERS, HAA L0 RS RS bR BN TG A 18 8 S HIN R G 2R
BB SE (BN, Hofh &2t Jigi s o abstract 2878 . BN, 76 EHiRATLE EDR, TIAEESY

Derived3 fll DerivedFromDerived,
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SEHRS% ML

AETE L HAORTTEARRI LA T, — S 51 12 . Solidity fif % 1 Python 77 :(H HLA#HIC3
ALY S — A R ) DAG (T ) PRFF—DMREE R . XA SCBFAT i A ME— 1
MER, (H MR T XA TERL. TCHE, BE2ETE is SR MIFRE R, 7E N mp s, Gusi
BN “EH R EESR” (most base-like) F| “HRIEHYZEK” (most derived) [T AAGEFTAIHEZE . TR,
XA -5 Python H il AT AH S o

F— R R AU, U — DR BRI, EEARM G AT UCGE L, 4 iR erY
IR (Python HAMZERIA) MEATIRER, TEBE—DICEALEE L. MR- DHEEGAC R RI T,
Etsikid .

TE R EPACEE Y, Solidity 245 H “Linearization of inheritance graph impossible” X £ 4515 .

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract X {}
contract A is X {}
/) K BRE L L

contract C is A, X {}

R AR R c ZoR x BEH A (FhEXNFZ 2, x), Hig ARGERES X, X2
N R

A G N B DS ARG MR R, B ME IR, C3 St AE SL kb A2 K
L

AR AR B ) — DI, MAORIZ IR P E L D RO, VPR AT . M i s AR 2
e AL AT A BT S BRI i R 2 AT RO S 16 FE At :

// SPDX-License—Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract Basel {

constructor () {}

contract Base2 {

constructor () {}

/7 A R BT RF AT
// 1 - Basel

// 2 - Base2

// 3 - Derivedl

G0

39. 84 157



https://en.wikipedia.org/wiki/Multiple_inheritance#The_diamond_problem
https://en.wikipedia.org/wiki/C3_linearization
https://en.wikipedia.org/wiki/C3_linearization

Solidity Documentation, 4 1ThaZ 0.8.20

(€AY

contract Derivedl is Basel, Base2 {

constructor () Basel () Base2() {}

/7 M B B TR F AT

// 1 - Base2

// 2 - Basel

// 3 - Derived2

contract Derived2 is Base2, Basel {

constructor () Base2 () Basel () {}

/7 MR B LT R F AT

// 1 - BaseZ

// 2 - Basel

// 3 - Derived3

contract Derived3 is Base2, Basel {

constructor () Basel () Base2 () {}

BFRFHRABFHTRARERT

M TAORB I, a2 B R AR — 0 AT IR I BRI, X — AN :
o PRECRIME g
* BRENIRF
o ORI

A RPISMEOL, REAERY getter H AE L INH AL

3.9.9 HIREY

BEATEDR - DRBBCE I, SCE G AT IR I EA G M R AR S R, S ALY
PRicy abstracte BIEAEX AL, LR AT DARARIC A abstract, BN, MEANITI EEAIE G LN Hh
4 (abstract) GARMT 20 (interface) &%, {H2HIT (interface) G ZYR] AR HIMI A A A R .

WRBIER, Ml abstract KEEFREWN MR EH. EE, MG EGOE L abstract, [H4pH
futterance () YAEHT, (ABARMEH (BASHSEIE (1),

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

ZET D)
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abstract contract Feline {

function utterance () public virtual returns (bytes32);

IR AR RER B SO . MR IR G ARSI T A€ LEhie, XWR AR, R &
R SR FIIAAE R T Bl 1 S

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

abstract contract Feline {

function utterance () public pure virtual returns (bytes32);

contract Cat is Feline {

function utterance () public pure override returns (bytes32) { return "miaow"; }
3
WER—DENMEKE MR AL, HHEA#R SCIUTA RSB REL, B4 MFTR R C S
)8
R, AR RES &4 kT R, BATRIEEE AR

B SN BRI 011 (— ) -

function foo (address) external returns (address);

SR bR RS T F) A ) P S BB -

function (address) external returns (address) foo;

MR ELFEANE S CREBRN, et mEarr iy RIEm A ik, fedt 78 B0 ik KR
X, HHEER T ER . RG-SR O e SORERERAE . ERMREANBITEI &
AR % TR A S BLX AN TR 1) —Fh 7 2K

ik R ELAREN R virtual pRFORE - E LI virtual pREL
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3.9.10 0O (interface) &%)

#n (interface) GrZYZEMITHIS (abstract) &%y, (HR2EMIARELIUEMRE. H HIEA LIRS :
o BATRREAR A G2y, (2 ENTR AR A 1 A2
o TERZ A2 P BrA FE T B A AT external JEZURYG, BIEEAITEA 22 public JEAUHY),
* ENTARERSIIF R AL
© ENTARERIPRESA R,
o BEATRRER B IS
REAR T HE A PRI 28 B RELE R A
BN EAEAR FAURT G2 ABLA AFIRIYNES, FFH ABLHME D& Z AR Z A 2 ZRAEREE .
EOEAMEN A RBTHRR:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

interface Token {
enum TokenType { Fungible, NonFungible }
struct Coin { string obverse; string reverse; }

function transfer (address recipient, uint amount) external;

WBAR A G2, GLRTAGORE N G2,

TR O G2 H R R B2 sl virtual B2EAY, (EATEEE TR R AT override KA
Fo BRI A BERE — A EEAY SR AT AR R 8- X AR B B i o virtual A A6,

Fe A 29T DA A RZ 1 & 20K o 3-55 305108 B R AT R R AR

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.6.2 <0.9.0;
interface ParentA {

function test () external returns (uint256);

interface ParentB {

function test () external returns (uint256);

interface SubInterface is ParentA, ParentB {
/) S REHE Stest, WEH TR LW E LR FEW.

EET )
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function test () external override (ParentA, ParentB) returns (uint256);

}

TEAE DA AIRHAR S & LR 254 v SCRY R A AR 5 29 h i) - Token. TokenType 5 Token.

Coin,

3.9.11 &Y

A2 5l G420, (H2 T R FHEERE ML E —x, HFAEEMNWARMA] LETE EVM 1)
DELEGATECALL (Homestead 2 {if{f ] CALLCODE SCHET) FRMEMATE M o ik RUME WHAR R s B, B
REGFE A A 290 BRSO AT, B this $5mEMEGL, el AT VE R G A1t . B REA
S — BT BACRD , BTRATE AU RE DR I VR FH - 2 A AR AR AR 7 B (75 W kT 30 4% 7 P X 64
). WURERBABECRS (BHEED, WRENTRE view 5l pure AL, EATRT LA H 1 AR 6
A (RPAN /] DELEGATECALL KT, X2 hIAUREEGLLIIREN . FRle, 88— MESY
e/ ATRER

i 12 0.4.20 JRASZ B, A AT REE L HLEE Solidity AT RGURBIR AL . NIRIRATTLG, EEAWUE
—AMRAP AL, R AR E R S SCRES R B EC (R DELEGATECALL ).,

AL ABER B A G BRI EREY . BREATEGR R PAS BT W, (HiE R gk
ST ERMEREA TR0 (R v 2 EGA0TE, PTAMER L. £ O WHERED) . M4%, TEMHN
TSR F 249 52 SR R PSS RR T, X MR T Y R B AT AR AR, BB A6 e N A RS | A IR 2
il R THE EVM H s — a5, ACE 2 e R 1 P I R 5 AR AL A ) A o SRR G iR )
SHEWAGZAT, HERFE MY sump |, A Z DELEGATECALL.

Ptk YW B NS BON, ORAZEEEIER T . B L. £ O EHAILERESE R E— DR (fE
Wikbi)i, J& DELEGATECALL ), M, M A.£() BYHEAMEIREAN, A £0) 2D HNEBREA.

IR BB AT - (1R 35 95 A Fusing for F— DB set EEFHIHIT) -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.6.0 <0.9.0;

/OBRMEXT —ANFHEMKEERE, ATAERAG AT RAEHE.
struct Data {

mapping (uint => bool) flags;

[CaN)
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library Set {
// BREHE —NBH R “storage reference” KA ,
// AR ERRFSEH RN RECHFHBLET A EN
/S EREREHN - ANREE. WRZBEHTUBRA AT RN T %,
/S MABRE-NSEKA self .
function insert (Data storage self, uint value)
public
returns (bool)
{
if (self.flags[value])
return false; // P % HF %
self.flags[value] = true;
return true;
}
function remove (Data storage self, uint value)
public
returns (bool)
{
if (!self.flags[value])
return false; // | 77
self.flags[value] = false;
return true;
}
function contains (Data storage self, uint value)
public
view
returns (bool)
{
return self.flags[valuel];
}
}
contract C {
Data knownValues;
function register (uint value) public ({
//REEE R RS RT A RS
// B A YR AN R E  “instance”
require (Set.insert (knownValues, value));
}
GETI0
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/) WM REBNEE, BT T AEX DAY H AW knownvalues.flags.,

MIR, R O A I RGP e DIAEAR E LA BB RS L N B . R AR 5 A AT
FERESI I ZHL, PERT DA BRAEAR 7 B ELRT DA 2 M5 | TS5

&M Set.contains, Set.insert #ll Set.remove i ¥ AN GG/ ERVEH (DELEGATECALL
)o WIRGEHE, WHHEEEPIITIZINEHREIIH . nsg.sender, msg.value fil this ZEJEH PR
BEATHME, (XF Homestead 7 Hij, KA T CALLCODE , A [ msg.sender fll msg.value),

TG T-GR T AR 5 6% 12 0 75 0 5 20 R A2 R, DASSIE 2 SO, T84T SR
SR T

// SPDX-License-Identifier: GPL-3.0
pragma solidity 70.8.0;

struct bigint {

uint[] limbs;

library BigInt {

function fromUint (uint x) internal pure returns (bigint memory r) {
r.limbs = new uint([] (1);
r.limbs[0] = x;

}

function add(bigint memory a, bigint memory b) internal pure returns (bigint.

—memory r) {

r.limbs = new uint[] (max(a.limbs.length, b.limbs.length));

uint carry = 0;

for (uint i = 0; i < r.limbs.length; ++i) {
uint 1imbA = limb(a, 1);
uint 1imbB = limb (b, 1i);

unchecked {

r.limbs[i] = limbA + limbB + carry;
if (limbA + 1limbB < limbA || (limbA + limbB == type (uint) .max &&o
—carry > 0))
carry = 1;
else
carry = 0;

if (carry > 0) |

(A
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//RET, RMFEHE P —A limb
uint [] memory newLimbs = new uint[] (r.limbs.length + 1);
uint i;
for (i = 0; 1 < r.limbs.length; ++1)

newLimbs[i] = r.limbs[i];
newLimbs[i] = carry;
r.limbs = newLimbs;

function limb (bigint memory a, uint index) internal pure returns (uint) ({

return index < a.limbs.length ? a.limbs[index] : 0;

function max (uint a, uint b) private pure returns (uint) {

return a > b ? a : b;

contract C {

using BigInt for bigint;

function £ () public pure {
bigint memory x = BigInt.fromUint (7);
bigint memory y = BigInt.fromUint (type (uint) .max);
bigint memory z = x.add(y);

assert(z.limb (1) > 0);

AL A AR Bl address 7, RIffiff]l address (LibraryName) , 1] PAZRFS—ANPERGHBAL

BT g iF a0 EESAMEN &FEMWMHANEHNRLES QS
__ $30bbc0abd4d6364515865950d3e0d109535_ LM H1ifF. SN REEERTHEGA%
H) keccak256 W57 {HM 34 MFAFHIEIZ, BlUl libraries/bigint.sol:BigInt, WHZIEFMEIE
libraries/ H¥ 1% N bigint.sol WSCHH . XTI R ANTEREN, AV SRS . HO4F
TR S PRl o ST DAYE R R A A AT IR B A SR A . B B R T B A IR R
HEHISCE. S0 AEAAE, TR H T dmign b TR .
&AM, FEFELAT 5T A2 2 R -

o BIIAREAIRS A&

o BATARELE K, WMAREMI4RR

o BATRRERU AR
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* EANIARERHE
GX L8] RERTE LAJS IR 1] ELBR R o

SRR E A TOEERE

SRR A IE BRI e RO SRR )2 T RE A, AHX AR B R S BN A 2 Solidity PNERHY, SHEHLE
29 ABI T A —HE . SN AN G AR B 2 SRR, Bl N5 A st . T
AR, T 4 PR i R S A R R e A BT, &2 ABL R SRR 28K
T P o

PRI T AT ARIRAT
o fHER. JEFERAY string FEAETEREIG bytes B 544 ABL HHIRIARHAT .

o AR B R BLENE 5 &2 ABL FPHIEIROBBI, B <type> [1 AT aSHA, <type>[M] AT MU
I RN

o AR HE SRR TR AR, Bl c.s fl& contract C { struct s { ... } }o

o TEAEFRE WS ]l mapping (<keyType> => <valueType>) storage, H T <keyType> Fi
<valueType> 43 il WL S AER AL FRIH

o HANAFAHHE AT S G0 X B A AEAF AR SR B R 2 AR RAT, (EAE RSP I —254%, Bl storage.
SRR S E B ABLME, B TAAHEE, BRI N— uint256 ), fEHRZENIFHR I

B

&7 ABL 2L, s 254411 Keccak256-hash Y RETPUASFA AL . B IE AT DA . selector i
LM Solidity k75, 41F

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.5.14 <0.9.0;

library L {
function f (uint256) external {}
I3

contract C {
function g () public pure returns (bytesd) {
return L.f.selector;

}
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FERYiE A (R 1P

IEA AP BRI, SRR AR 2@t CALL 44T, MAJ& DELEGATECALL {3 CALLCODE,
LPATHIEER I . BRAEEXT view B3 pure pREUKH A

EVM At — D E BN LA AN T &GN caLL A, (HE G2 A ADDRESS #fERS K
W T YRS ATI OB A B AR A Mok 5 A4 s B A A sk AT E A, DA s TR AR
BRI, — DN EAANEI TR EE DA push $§ TP IR, FEGRIFRTE & 20 T E . MERE R
BATHE, XA EE AR B TR, X MBSO RIS TE & 2h . TEIBfTHE, X SEEE
B il A 56— A A SRR B R, R TR JE-view FldE-pure BREL, T BEZR AU 2005 24 Hi bk X A4~
HE TR

XEWRE — M LIRS AN LRI, S591F MR AT deployedBytecode MIRIEA [ .

3.9.12 Using For

fi4 using A for B RHITRFEE (&) EA@TATHEME] R A E I BME A 18 B3 e B 24T iy
KA (B). BUARECRH T ENXRAENE—DSH (FRLT Python WY self ASht) . AT oA HCRF H2
W BB A S AL

B AT DATE SO B 38 AR A AP A LA
B, A, ATAEPNRZ —:

o —ANHEDF, AR EEESZFR (U using {f, g as +, h, L.t} for uint). {IH
KIGEBELF, WHZRBOT PAE PR ELEl H i R &, 15 A R s B 2 2. 00, e
—AE R, FHRCHIZIEA FIZZ B E L.

o —MNEEANLHE (Bl using L for uint) - ZEGANFICG IEALA BRBCERE R S SR EH 2
7Sl

TESCEG R, B8RSy, B, R NIRRT (AR ESE) . TEEANES, BWETeAE * R
R (FlAl using L for *; ), XAHMRAIRCRZ, FEEL L A REFERS I mE) s 288 .
WREIEE T —NEEY, IAEEGLHH P AERLA BREER S B2 8 |, BB —A4 2
BT 50 G R BN VEEC Y BR AR . IS0 e R B FH O GRS A, I PHA T R B 2T o
WA — AR50 % (Bl using {£, g, h, L.t} for uint ), AFAEA (uint ) WA AR
AR X BEpR B 58— NS BV S s SRR A B, I T X A A, i, HA Y using
for (i FFEELNE, A RETEEFLH FEREL

WREE LT —MEAERF (Bl using {£ as +} for T), ARARA (T) Wi A F & LR,
I HLE LR — pure PR, BRIERFE AR 2R . PR EAVERF AT AR X R e X
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Category Operator | Possible signatures

Bitwise & function (T, T) pure returns (T)

| function (T, T) pure returns (T)

A

function (T, T) pure returns (T)

~ function (T) pure returns (T)

Arithmetic + function (T, T) pure returns (T)

- function (T, T) pure returns (T)

function (T) pure returns (T)

* function (T, T) pure returns (T)

/ function (T, T) pure returns (T)

% function (T, T) pure returns (T)
Comparison | == function (T, T) pure returns (bool)

I= function (T, T) pure returns (bool)

< function (T, T) pure returns (bool)

<= function (T, T) pure returns (bool)

> function (T, T) pure returns (bool)

>= function (T, T) pure returns (bool)

R, — UM ICHY - FREERE S S ian S RIERVERT 4R T e IR A 3L

using A for B; fF4ATEYMRFIEME (GLBCYRIHIRARERIT) WA, WIFEHLPIra s, 7E6H
B A A B SMEA AL RTEOR .

TESCIEG R B %A 2 I AL [ — SCPE bR o SIS, W PAEAR BB IN AN global ST . XKFfl
BRRCRIR A EAT PO B AT AT w8 (BRSO ) . A UAURAE using TR RTERIN -

N IEFATRE N SRR B S 529 Y set 7R Bl

// SPDX-License—Identifier: GPL-3.0

pragma solidity 70.8.13;

struct Data { mapping(uint => bool) flags; }

/R ERMNEEAN XA WM E S .

/7 W dy B BT L E R A .

/S RERNT ZHER,

/7 L RAEME E Busingde 4, Bliw

// import "flags.sol" as Flags;

// using {Flags.insert, Flags.remove, Flags.contains}
// for Flags.Data;

using {insert, remove, contains} for Data;

function insert (Data storage self, uint value)

returns (bool)

G
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(CCANY)
{
if (self.flags[value])
return false; // U % F &
self.flags[value] = true;
return true;
}
function remove (Data storage self, uint value)
returns (bool)
{
if (!self.flags[value])
return false; // I & &
self.flags[value] = false;
return true;
}
function contains (Data storage self, uint value)
view
returns (bool)
{
return self.flags([value];
}
contract C {
Data knownValues;
function register (uint value) public {
// X B, Data KBMWH AL EMAE M Mo &R B
// T H W & % F f - Set.insert (knownValues, value)' WM EZTA2HMIE .
require (knownValues.insert (value));
}
}
W] PAE X Ay O RN B AL AEX AT, AR — N EEZ.
// SPDX-License-Identifier: GPL-3.0
pragma solidity ~0.8.13;
library Search {
function indexOf (uint[] storage self, uint value)
public
view
returns (uint)
T
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for (uint i = 0; i < self.length; i++)
if (self[i] == value) return i;

return type (uint) .max;

}

using Search for uint([];

contract C {

uint[] data;

function append(uint value) public {

data.push (value);

function replace (uint from, uint to) public {
S AT 0k B SO
uint index = data.indexOf (from);
if (index == type (uint) .max)
data.push(to);
else

data[index] = to;

R, PrA RSN SRl g EVM eRBOR A . XM, AR A AFEERA, HIGER self ALk,
WaPATR A SATEC AT AL R N RR RS, A AN S AT AL

I3 — TR T AT e SR E L R SCEAEART I 7 Bl

// SPDX-License—-Identifier: GPL-3.0

pragma solidity 70.8.19;
type UFixedl6x2 is uintlé6;
using {

add as +,

div as /
} for UFixedl1l6x2 global;

uint32 constant SCALE = 100;

function add (UFixedl6x2 a, UFixedl6x2 b) pure returns (UFixedlox2) {
return UFixedl6x2.wrap (UFixedl6x2.unwrap(a) + UFixedl6x2.unwrap(b));

(AN
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(% L0

function div (UFixedl6x2 a, UFixedl6x2 b) pure returns (UFixedlox2) {
uint32 232 = UFixedléx2.unwrap (a);
uint32 b32 = UFixedl6x2.unwrap (b);
uint32 result32 = a32 * SCALE / b32;
require (result32 <= type (uintl6) .max, "Divide overflow");

return UFixedl6x2.wrap (uintl6 (a32 * SCALE / b32));

contract Math {
function avg (UFixedl6x2 a, UFixedl6x2 b) public pure returns (UFixedl6x2) |
return (a + b) / UFixedl6x2.wrap(200);

3.10 PBxIC%

T DA 23 Ethereum FERIMNLATE T, R Solidity 15/4)-5 WERIL i A 45« X 25 T HRG IS, XAE
T3 1 g 5 A R i o A .

1E Solidity T NERIC SR A TE S PR R Yul, "BAEH CRIEST R Rc . AT L K B 4a RS T £e
Solidity XS NAZ H.

B WIS g2 — R EAR SR 9L _E U517 Ethereum REAUALAY T 3. X485 T Solidity (LA H 244 T fiE
A, ERNZ AT EERES H e, R  EA E ORI T .

B i assembly (... }ARICAY, HLAOCHE ERG IR Yl iR b .
I i T DA77 A Solidity At TR .
R BT R SE 244 Bl IR R 77— AR ] BT e L) Yl RS2 B

3.10.1 fil¥F
THEBI TR T = EAAMAT, BRI — N E AR, FERHMEE 1 bytes AR, il

MU <address>. code, HAE" il Soldity” bt B ATAEHY. (HECLA TR A2 T8ROI P T A3
Solidity T2, i A8 A B MU A

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

[y
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(G AN
library GetCode {
function at (address addr) public view returns (bytes memory code) {
assembly {
/ORBRBRAN, RFRELHES
let size := extcodesize (addr)
/A BRBE TR - XETULAALEESREAR
// # 1t code = new bytes(size)
code := mload(0x40)
/7 BEAMLE N H W “memory end”
mstore (0x40, add(code, and(add(add(size, 0x20), 0x1f), not (0x1f))))
/S RKEREEAF T
mstore (code, size)
/OERRBRRG, XFELRES
extcodecopy (addr, add(code, 0x20), 0, size)
}
}
}
T A BE P AL B AU IS OL S, W e A 2 iy, Bildn:
// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;
library VectorSum {
/7 E A BB PRAT BE B,
/7 B AR ES WL EM R KA R E
function sumSolidity (uint[] memory data) public pure returns (uint sum) {
for (uint i = 0; i < data.length; ++1)
sum += datalil;
}
/0 BN ERMAREZARBERTEARATE, FTUKANTURLER E.
// BT ABI BT HRAKENE - NTF (32 FF) WRERFHWRAAKE,
/TN RMER KA TEHRFEMN 0x20 EAHRH E.
function sumAsm(uint[] memory data) public pure returns (uint sum) {
for (uint i = 0; i < data.length; ++1i) {
assembly {
sum := add(sum, mload(add(add(data, 0x20), mul (i, 0x20))))
}
}
}
GETI0
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(% L0
/R, BEABRLHEAN T RENSREG,
function sumPureAsm(uint[] memory data) public pure returns (uint sum) {
assembly {
/S mEKAKE (1 32 %)
let len := mload(data)

/) K EE R,

//

/7 RFEEHZEE YT AR R

//

/) BER: #Mdata REAEXNMLHRZFHIA N R EER dataZ & .
let dataElementLocation := add(data, 0x20)

/) AR REBBA KSR

for
{ let end := add(dataElementLocation, mul (len, 0x20)) }
1t (dataElementLocation, end)
{ dataElementLocation := add(dataElementLocation, 0x20) }
{
sum := add(sum, mload(dataElementLocation))

3.10.2 iFESMERER . REFIE

fnr DAL B HA AR ) Solidity A8 BAIHAAAR AT .
(E TR SRy ARAL AT DA B T MBI A o B AT B AT ARSIt T AR -

TR 1) A SRR AE RO AR AP RS LR, TS 2 AR B XA AE Rt n] AR, (R, TRER
KU A R s, B3 Solidity 9 AFFAE B M TTAT . B W Solidity #9154 .

[lERD, 51 S/ calldata £ 20 5K calldata Z5 41 Jy AL B i 10] calldata HAS BERHBHE, AR (AL
AR R AT AR — DT S i, (ELRE R, B BT AR RS BEA 4B I calldatasize ()
T .

XFT MR AR ET, MR R B RRAR 7T AR x . address Fll x. selector K5I g i M0 HX 551
FATHER. PIMEHES ] AR Heanii:

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.10 <0.9.0;

EETI)
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contract C {
AR BE RN A RE L E @fun
function combineToFunctionPointer (address newAddress, uint newSelector) public.

—pure returns (function() external fun) {

assembly {
fun.selector := newSelector
fun.address := newAddress
}

XFFEhAS 1 calldata 3041, ZATPAME x.offset fil x.length PiMI'EfIAY calldata AL E (F37) MK
JE OERE) o XWADRBAW AT AR, (HRAESHEIL R, ANy TIiE AR O £ 1 B X e
calldatasize () WFEHEMN.

XFF AR AL R EOREE 7, —A Ya FRRAF R AR, EAENA—E Gi— e B AR, B,
BT Hihk” St —AMERE RS AR . B RS R x IR A, DA x . slot, BAG
KT IMBE, B DM x.offset . ] x A5G4S SR,

A A B A HAEAH 7S BEARET Y . s 1ot 4. AP TIX8E (454, HUHEt), offset iri2E,
AT RES L RSB - slot B .offset #A).

A Hb Solidity A7 il I FIKAE, Bil4n:

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

contract C {

uint b;
function f (uint x) public view returns (uint r) {
assembly {
/S BMAE T EREN RS E, RN EAEAXRAEABRATERE.
r := mul (x, sload(b.slot))
}
}

Rt A BT 256 (AR (B uint 64, address, B bytesis), HORAE
M JE TN b ) ST BRI . R, AEBRENRE. N T R4, e F—E%
WY IERENE, X —EREESE: uint32 x = f(); assembly { x := and(x, Oxffffff)
/* REMEA x */ Y ATIHERAMFSHER, EATAEA signextend #1EM), assembly {

signextend (<num_bytes_of_x_minus_one>, x) }
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[ Solidity 0.6.0 LA, PAIBRII A A H 1A 44 PR HE B S5 NI AR Bl A T ILROAE AT S ] (s it B2
PR o
Fl Solidity 0.7.0 DA, FEPNEREE/FER N AR AS B AR BN BECL S . (BEEH . T AA RO IR 7 B4k

i 17 Solidity A5 &
3.10.3 FERRMEE
WS gm T BEA — DS S H A /N, (HESLhr 2 dEWARRE . B . 1EER. if Z504A1 switch Z5 440

A DAE I RS A TR, 2, I g o M — S R R R B R, A R
VISR R L, AR BT Joy A R A B A2 R SRR

3.10.4 Solidity a1l
SR T RAYE
5 BVMIL4HI, Solidity 7 H: 256 (A, il uint24., K THREME, KERHAET/EMK

TRBAARET 256 fiRYSESE, il e BN B, BIA0, FEENTHE ANAFRIA A BT ER Z B
XEWRE, WEREMANIBAL g P U X R A &, TR A e T s B m L

AHEEE

Solidity AT AT B NAF . TENAFH 0x40 IRLEA —A SIRAFIEET . WEREED ALY, WX
FHB B I I EINAE, FERORE .. AREPRILIZATF ARTBCA B, A R N N Z T
o WA WEMPLHARRERR N T N N2 —BaLg U, ETAERDENTE, EiiE Lk
I AR :

function allocate(length) —> pos {
pos := mload (0x40)
mstore (0x40, add(pos, length))

}

HI 64 FATIIAAT AT AR R 23 BErG” Kl 25 0] (scratch space) ”o 23R A7 EE 2 51 32 737 (R 0x60
) RAGRANE, NSRS NI EET . X EWE TR NAEA 0x80 JTah, ik
e RN BRI AR E -
Solidity Hi NAFEUH FH Y TTR B2 il 32 PRI (W T bytes1 [ RULHZWIL, {HX]T bytes Fil
string RUIAZIXFE) . ZYEAFFEELR IR NAFECEHM RS — D Eh SRR K A TR 25—
AL, R ICER.

i BONMYNBERA KRIET B, HVGTRRSMAKET B, MRS /MBS
RNEALZ (AT AR S s FTIA, AN BB ARk
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AERE

TEABE I NGRS OLR 213 vl DARKEE N AFAEAT AT I AT AR B — A R R SOIRAS . X0 T i Yul
IR 43 AR A i i SRR XA A U AR R AR JRy AL B M HERR IR B N7, DARE S kRl i
RIS DS, TFHRATROMNYNAILAL, ST AT DAL T0S A G B R LR 375

EIRFANTE DI Z T Solidity A NAFRIY, (HNIBIL g eV AR SRR i 7 N A IR, AEAE (2
B WAFBAEEAE AT o BiL 4y Solidity 28 B NI ERAFAEMITR DL, R HERk A R AL 3 2 N AF RSN A
AR 2 REE -

IR, FERT AR BIERE—NC g b, PASRIE Sk B2 LG Solidity WAFRZYRY, AR iR :

assembly ("memory-safe") {

}

R, — D NAF LR A RETT A WAFE R
* il Bik allocate sECXFERIHLEth B © 2 FCHY AAE -
*  Solidity 7> ECHINAE, BN, TEGT I N AL TE B N N .
o TR B AFHRAS B O A 64 Z [T RIR 28] .

o PEFLGRBIT IR 102 R N AT EHE 28 I 77, BIEZS R NAFARET 0Bl AR 2 W N
FHREHRI N

BEAh, BRI SR BRI FE 2y N A7 P Y Solidity A28, UG ZEAA PRXT Solidity 722 8y 5 1) H 7 5k L8 A o

M T 2R KT ARy, B AKX SRR IR 5 sy, B g B MR R 11 250007, NIHAIE
% BN R NFF L AR, O returndatasize () BEATRES I 64 IR =SR] .

assembly {
returndatacopy (0, 0, returndatasize())
revert (0, returndatasize())

}

F3 7, RS & LA, DA s PR AL S TG 1) 8 O B ) AT T DA S b A e S

Sk

assembly ("memory-safe") {
let p := mload(0x40)
returndatacopy (p, 0, returndatasize())
revert (p, returndatasize())

}

HE, WREARENHS, WIAFEEF RN, (HLBEEE SR INAF RS 28 Hh i 24 i A% =T 06
AT«

RN AR BN 0, IR AT DA AME R R e RSO 3 AE T RIRZS[E] ) 5
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assembly ("memory-safe') {
revert (0, 0)

}

TR, AU S iR AR A B R DA AP AN ARG, T ELGE A7 PR | S Solidity 22 B A
a2, BItn, PUN AR NI LA

bytes memory x;
assembly {
x = 0x40
¥
x[0x20] = 0x42;

WEAN S K I N AR AT B, St A7 P AT 4] Solidity A5 FEHEATIRAE A I 4, H S BliA 2 AT
LA, AP

B BRI PR P S i AR AR A TR . R — ML Ry WA ey, BN
BT He— AR, AR AGK B EON IR R RIR E SCRIAT R, XA T AN S il i A B

R GEIEAETT K — A BHEZ A Solidity BUAZ AIFEA MR, BRI AGE ] — MRRER AR — Mg R R
WAL

/// @solidity memory-safe—-assembly

assembly {

}

THTERL, FRATRAEAR A M ZEANE A A SVl s PR T A A s TR, AR 90 5 IR 2 1R
AN i) JE A R, ot B X A S A R AU P A R T K

3.11 EER

3111 RIEFHIR IR

PATR S H AR U 51t B 4R PRI S5
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& | it RIERF

%

1 FHEAMME | ++, —
BIAERILF] | new < XA L>
BT < HA>[< ER5>)
N an < HE>.< g4
BRSO < B> (< BHL L)
INES (< REI>)

2 BMEBAMME | ++, —
—JCIE -
— IR delete
Wk !
EAIE|S ~

3 ;ngj‘ * %

4 P, BRABLEE | *, /, 5

5 SEAR IR +, -

6 FEAARAERT <<, >>

7 A &

8 P Bk n

9 FRrEY |

10 JESEHRAERT < >, <=, o=

11 SETHAERY ==, l=

12 ZigY &&

13 R EY ==

14 = ICHAERT < HBEAH> 2 < MRAEHPATHRER> © < WRABHPATHEREL

x>

XA ARAE AT =, |=, "=, &=, <<=, >>=, 4=, -=, *= /= %=

15 125 ,

3.11.2 ABI 438 F0/R0H L

abi.decode (bytes memory encodedData, (...)) returns (...): ABI - XHHEAL R
HATIRM . BB SRR RS A2 8%, "Bl (uint a, uint[2] memory b, bytes
memory c) = abi.decode(data, (uint, uint([2], bytes))

abi.encode(...) returns (bytes memory): ABI - W4 E NS EHITIRL .

abi.encodePacked(...) returns (bytes memory): WMAEMNSHIITE FIT0 ., HEE, X

Fob g i I BE S A B f
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e abi.encodeWithSelector (bytes4 selector, ...) returns (bytes memory): ABI - X}
WE SRR, TFUAZS E I R BOR SRR N AR 4 A 54— iR ]
* abi.encodeCall (function functionPointer, (...)) returns (bytes memory): X

functionPointer WIH AT ABI 4ifih, SEAECAHHRE] . AT PREG A, MPRREY
B LAY . 43R4 T abi.encodeWithSelector (functionPointer.selector(..)).

* abi.encodeWithSignature (string memory signature, ...) returns (bytes
memory): %M F abi.encodeWithSelector (bytes4 (keccak256 (bytes (signature))),
-)

3.11.3 bytes §l string EBHEM

e bytes.concat (...) returns (bytes memory): 57 & 4ol i EiEm — /N F 7 Sl

2

e string.concat (...) returns (string memory): 3§+ L4 F o) AR FEIEm — A T4 B A

3.11.4 address #EHWEM

» <address>.balance (uint256): ¥hb £ F4%0, DA Wei BT
* <address>.code (bytes memory): FEhE £ A LS (W PAEZSSHY)
e <address>.codehash (bytes32): it £ P AE

» <address payable>.send(uint256 amount) returns (bool): [Ajbht% A KiXEHEHE
1) Wei, KR E] false

e <address payable>.transfer (uint256 amount): [Aibit £ A KiLAELEN Wei, KIEKT
Pl ER

3.11.5 ERFIRHEM
* blockhash (uint blockNumber) returns (bytes32): #E KEKMAE - HXTELH) 256 4>
RIA L
* block.basefee (uint): MFjXHAHAR (EIP-3198 I EIP-1559 )
* block.chainid (uint): %44k ID
e block.coinbase (address payable): Y4#i X Een T pyiht

e block.difficulty (uint): MuiRHGIMEE(E (EVM < Paris ). W T HALEVM A, 22 block.
prevrandao W) — KIS, RAHE T —AF KA A IR .

* block.gaslimit (uint): M4uHTX M) gas R

* block.number (uint): 24 Hj X X5
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block.prevrandao (uint): H{EFREESEALREALEL (EVM >= Paris ) (Il EIP-4399 ),
block.timestamp (uint): MH[XHFIEFE#;, H Unix epoch DA HFMEL

gasleft () returns (uint256): F4: gas

msg.data (bytes): SEERITH L

msg.sender (address): I E &% CYBITAM)

msg.sig (bytes4): Calldata FHTPUAFTT (RIEREARIEAT) o

msg.value (uint): B E A& IERY wei 1%

tx.gasprice (uint): &1 gas M¥%

tx.origin (address): &5 Kk (SEHEVHHIEE LR IG &%)

3.11.6 LEEFfIERS

assert (bool condition): fIRKMH false, WH IEHATIHFIKERSZL (HTF NHPER)

require (bool condition): QURLMH false, WA EPATHRERS M (HTASR I 3 A B
AN AR )

require (bool condition, string memory message): W44k false, NI I HATIHK
SR (H TR A BB A R o RIS RE B .

revert () : P IEPATIHF IR R SAE L
revert (string memory message): HUEHATHWKE RS2, FRtt— MR 217 5

3.11.7 BSFFNE R

keccak256 (bytes memory) returns (bytes32): i1& ;A Keccak-256 W57{H.
sha256 (bytes memory) returns (bytes32): i1&#i A SHA-256 M7AH
ripemd160 (bytes memory) returns (bytes20): {13 A RIPEMD-160 f#s7{H

ecrecover (bytes32 hash, uint8 v, bytes32 r, bytes32 s) returns (address):

Nl e A Y R AL U PN D A PR A U

addmod (uint x, uint y, uint k) returns (uint):iTE (x + vy) % k {H, EPmyEm
SRR LT 2*x 256 RSP, M 0.5.0 lUAFFIRSMARXT k1= 0 [ assert (RI27ELLpRELTT
ST assert (k = 0); fEASERA, BETE).

mulmod (uint x, uint y, uint k) returns (uint): & (x * y) $ k WH, HdFFEm
ERLANMER LT 2%+ 256 WA SPEERI. M 0.5.0 IAFFIASIMART k1= 0 fiY assert (B &4E SR £FF
JHAT assert (k 1= 0); fENSEHGE, BFETE).
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3.1

3.1

3.1

1.8 SYEXELH

e this (HEIEANIZEI): UHIEL), "THHERECN address B address payable
* super: IRIZRFH RN EL

e selfdestruct (address payable recipient): #58MuTiEYy, FHFHK S KIED 4wk

1.9 BRI

e type (C) .name (string): &ML

e type (C) .creationCode (bytes memory): HESAINAEFETE, SILERZ 4,

* type (C) .runtimeCode (bytes memory): & EAAMNIBITHFEIE, SILER/Z 4.,

* type (I).interfaceld (bytesd): f &4 H A EIP-165 # OARRAFIE, SILETE 8.
* type (T) .min (T): BEHCRA T Frg RN EB/IME, S WL L.

e type (T) .max (T): #HRA T fragE M KRME, SHEEE L.

T

1.10 EE eI IR AR

fun

ction myFunction() <visibility specifier> returns (bool) {

return true;

3.1

e public: WS, ANBITIIL (S NAEAEARSAE EA Hgerter function BR%T)
e private: {WYEXSEIEZINTIL

» external: {{FEANBAI L ((UEMEEEL) —ab2il, (OTHTFWHEER (BMEEGLNREE, T
Hfgild this. func i)

* internal: UFEWHERATIL (UAIETE2HT Solidity JACRSSCAFNIITTIL, AURTABIGLN, FE&
)

1.11 Bek2s

* pure BRI A AVHESETT AR .
o view ik HF: A AVEUCKRE.

* payable BHfpR N - SRV AP EIDAK T

* constant BHRREAL RIS AAVIRE (BRWIHIKLAS), Ao Lafrt#fEfl (storage slot).

* immutable EHPRAAL RN : FEMIEE I FLVFA —BIVIMIRIE, 2R e . B b,

180
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+ anonymous IEHIEPRRF: HLFPEEE S 1N topic FHk.
+ indexed M IFBHIT: HFBHUIEN topic 174,

+ vircual EMERHRISIN : AVFEIRA A2 CE M R T4 -

+ override FRWMAL. BHMHAIRAVERIE T HAE AL IR B RTTH.

3.12 &%

parser grammar SolidityParser
Solidity /@ —Fh#fSEAN, TR E AR SHIIET , JTTE Ethereum V& FSCIEREG 2.
rule source-unit

FEWUZ, Solidity foiF pragmas, AR, PANGZ, #0, JFE, 450, MEEMHERE L.

|—|—L,-\—(pragrra)—((pragrra-token o eof

ﬂ i mport-directive } 4
ﬂ usi ng-directive } A
ﬂ contract-definition } /
ﬂ interface-definition } /
ﬂ library-definition } o

ﬂ free-function-definition F—————————/
ﬂ const ant - vari abl e-decl arati on F————/

ﬂ struct-definition } “

ﬂ enum definition } “

ﬂ user - def i ned-val ue-type-definition P

% error-definition } /
g J

rule import-directive

TSR A S FASR AT o

- @rorO—~ e - G—{Taenirer P O
synbol - al i ases F—(}roM}—{ pat h
identifier F—(}roM}—{ pat h

rule path
SRSB4
F———(ﬁon-enpty-string-literal)%——{
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rule symbol-aliases

BRI0489 2% o

(O—ATsenie HEEmme PO
)
/

rule contract-definition

FHWTUZ E Lo

}—M(cont ract )—‘ identifier }—)

i nheritance-specifier

>/

o cont r act - body- el enent }%@—{

rule interface-definition
Pz e .

'—(i nterface)—‘ identifier }—)

i nheritance-specifier

o/

o contract - body- el enent }%@—{

rule library-definition

— M PEE LTI E L

'—(I i brary)—‘ identifier }—@—Ld contract - body- el emrent }%@—{

rule inheritance-specifier

YR MRS SR WDV PR B AN 18 bR B S AL

'—' identifier-path }—L' cal I -argunent-1i st 'l—{

rule contract-body-element

DATEGRZY, DA R A .

R, HOREANRRA SR, BOARBUSIRED &, FEAREE fallback, receive PRI
JE IR &
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j initi | |
F——T{ constructor-definition j e

ﬂ contract-function-definition

\| nodi fier-definition }

F____/

>

ﬂ fal | back-function-definition F—————/
F_____/

>

>

ﬂ recei ve-function-definition

ﬂ struct-definition

ﬂ enun}definition}

ﬂ user - def i ned-val ue-type-definition P

ﬂ st at e-vari abl e-decl arati on F———————/

ﬂ event -definition } -
ﬂ error-definition } -
% usi ng-directive } /

rule call-argument-list

P — AR BEEE L A X RS . SHEALE SR FRIER G, EAllans
SRS

expressi on

) 1¥
Y

O-Lwenime H-O-{seesion kD

(@ |

rule identifier-path

B TR
o

rule modifier-invocation

X MBI . AR A TSR, SRR AE ek (ETLZ RS ).

'—' identifier-path }—L' cal I -argunent-1i st 'l—{

rule visibility

PR KON R SR TR AT A

9
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Gy
'H'

rule parameter-list

—MSREINE, WK SRR .

}—d t ype- nanme )—L‘ dat a-1 ocation M identifier }%—{
)
-/

rule constructor-definition
— Y RE R E Lo AR AR AN EE . R, T NERe A LT I E K 57 .

O e o P~

-

nodi fier-invocation

[| bl ock } |

rule state—-mutability

PRECRI PR T AL e AR FE AL, WMBE BIARY AT A 2 “dF payable

N
Py

rule override-specifier

—A TR, B EeR & R R AT -
ASRAERCEE 2 LA IR & 2 P AR B RR A P , Z2 HH— A S8 B AR Bt 5 2400 B

(O—[denti e patn TQ)M
/

rule contract-function-definition
FYY, A ODRERE L. R SR B B SC, ArRgs A2 REl. B, oy
PRECU AR ARSI, 2T, AR k.

0
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identifier
fall back
H

visibility

F——(}unction

paraneter-|ist

state-mutability

nodi fier-invocation

vi rtual

override-specifier

J

returns “ parameter-1ist

rule free—-function-definition

H R R e e
F——(}unction

identifier paraneter-|ist

returns paraneter-|i st

rule modifier—-definition

BUAIIE Lo VR, TEBUERI EASRT, FRIKAREEAPRRAF A, e b AAriEs],
AT s i 2 P ) e B A

'—(rmdifier)—‘ identifier }—£®—£{ paraneter-|ist %
virtual
override-specifier Ffﬁ]

rule fallback-function-definition
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¥k fallback R £ 5E S

fall back “ paraneter-|ist %j

ext erna

-

state-mutability

nmodi fi er-invocation

vi rtual

override-specifier

- J

_/
e O O—

rule receive-function-definition

IR receive BRELIE Lo

ext er nal

nmodi fi er-invocation

vi rtual

override-specifier

rule struct-definition

ERRRYE L. FTAMBIAE IR UG ST BUZ , al AR BAE & 2, R

F——(}truct)——{identifier F—(::)——Cistruct-nenberI;——(::}——{

rule struct-member
— A4 WSS PR I 5 B P I
—{ type-name | i dentifier |—®—|
rule enum-definition
—ABZERE Lo W DA BIAERACRD BT T, T DA IRAE &2, ek .
F—(Cenum)}— identifier {) (1)
v
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rule user-defined-value-type-definition

HP B E SRS E SCo nT DA BAEJEACRS BoChY T, Wl A B E &y, Esdk

F—(type }— identifier el enent ary- t ype- nane '—@—'

rule state-variable-declaration

\{identifier '—\

— RS R .
BT i C -
ﬂ override-specifier P
i mmut abl e
. J

expressi on

rule constant-variable—-declaration
— R R

F—{type-nane F—(ﬁonstant)——{identifier

rule event-parameter

— AR SR

e expr essi on

'—' t ype- nanme }—l(i ndexedM identifier 'l—{

rule event-definition

— AR E Lo ARG Y, RS T

'—(event )—' identifier }—@—Ld event - par anet er
o/

I anonynous .

rule error—-parameter

— MM RERN SR
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rule error-definition

PRPIE L

F(error Y identifier }—@—Ld error- parameter }%—@—@—{

rule user-definable-operator

SV B using for R LEE R ST IZFAT -

Qe@e@o@@@@@@@@%

rule using-directive

o T 825 PR R EICRT ) oh R M B 268 b W] RATE G AR b AR SR 2 T B
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identifier-path

identifier-path

user - def i nabl e- oper at or

Y

rule type—name
—NRBLFRA AR — AL, — DB, —PGRA, — e XA (nd
LR A IRRR) B — KA,

el enent ary-t ype- name

function-type-nane }

mappi ng- type |

identifier-path

rule elementary-type—name

\<§ddress)——<payable)——/

bool -

string -

g0

byt es -

\<§igned-integer-type)——/

\<ﬁnsigned-integer-typé}J

fixed-bytes

fixed “

|

uf i xed J

df

rule function-type—-name
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(O paramter1ist #@7
)

state-mutability

\ |
|

rule variable-declaration

H—AR R PR
'—' t ype- nanme }—L' dat a-1 ocati on 'l—‘ identifier '—'

rule data-location

| oo

s
I cal l data I

rule expression
RARRE WA — RGN, —NRIVERETIN, — AT, — e T
VER R ECR ), — R, — AN FREEOREERIA, — D HUREURE, — 4 =Jokba,
—MHHFRIEA (Bl — AR S E SN L), —ocd, —PDNBREE S —
R (AI—Mhripss, Sl s y).
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expressi on o expressi on ]

|

expressi on ‘ expr essi on l ' ‘ expressi on l “

expressi on '

identifier -

expressi on

expressi on

\| expressi on H cal I -argunent-1i st } “
\(payabl e)—' cal | -argunent-1i st } “

type ) -
expr essi on “

expressi on expressi on “

expr essi on “
expr essi on “
>

expressi on

@ expr essi on “
° expr essi on “
0 expr essi on “

expressi on

expressi on

expressi on

expressi on @ expressi on “

3.12. &%

expressi on | expr essi on | “

expressi on e expressi on ' expressi on

expressi on e expressi on A
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rule tuple-expression

O Eweao PO
)
/

rule inline—array-expression

WIREH FB AR — NS, B i & Rk lny L m 2e .,
(D—Asaesson kD
ey w—

rule identifier

e T AR BRI, LB from A ‘error UL DAFENARINAT.

(Tay—

rule literal

string-literal

nunber-litera

bool ean-litera

hex-string-litera

uni code-string-litera

rule literal-with-sub-denomination

F——{ nunber-literal F—(ﬁub-denonination)———

rule boolean-literal
(=)
rule string-literal

—ANSEREI AT R AU L RS S AT AL

non-enpty-string-literal

enpty-string-litera
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rule hex-string-literal
—ANGERE N HE R AT R T R D EULANELE TSI TR AL

(e sty

rule unicode-string-literal

— N 5EREY unicode “FAFHR T & — DU LANELE R unicode FAFER AL AL
F———(<pnicode-string-literm:)5———+

rule number-literal
BT R AT DA A A kR B S R
deci mal - nunber

hex- nunber

rule block
WALTE S E A . Al DAFTIT A CFE .
A W
C/

st at enent
unchecked- bl ock FIﬁJ

rule unchecked-block

F——(ﬂnchecked)—{ bl ock F——{

rule statement

vari abl e- decl ar ati on- st at enent
expr essi on- st at enent

ﬂ i f-statement } vy
ﬂ for-statenent } v
\| whi | e- st at ement } A
\| do- whi | e- st at ement } A
ﬂ conti nue- st at ement } A
ﬂ br eak- st at ement } A
N try-statenent | Y
N return-statenent | Y
ﬂ em t - st at enent } >
N revert-statenent | Y
q assenbl y- st at enent } J
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rule if-statement
WA AT IERY else R4 I iEA]
© D

el se)—‘ st at ement }—1
{

rule for-statement

WA TR WIAR(E, DRERASAF AR ERTE A3 1) For 154

0 vari abl e- decl ar ati on- st at enent
expr essi on- st at ement

expr essi on- st at enent

opression PAD{stacemen

rule while—-statement

(T —~(O—{owression |- staterent |

rule do-while-statement

HG@{ratement G0 OO
rule continue-statement
—A~ continue 1&4], H AVFFE for, while 5f do-while fEF i .
@
rule break-statement
—/~ break 1&/4], H AVAE for, while BY, do-while f¥H (i [ .
@

rule try-statement

—A y i) AEIRRAT R N R R s L B

194
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'—(try)—‘ expressi on }—)

bl ock ’—d cat ch-cl ause }) {

rule catch-clause

Try 15/H] Y catch 41,
‘identifier l “ paraneter-|ist }—@Lj

(iblock} |

rule return-statement

'—(ret urn expressi on

rule emit-statement

—ANRAER] . UE T RAATFEG I H— .

'—(erri t)—' expressi on H call -argunent-1i st '—@—'
rule revert-statement

— AR ER] . A E R RRTELR —ME R .

'—(revert )—' expressi on H cal | -argunent-1i st '—@—'

rule assembly-statement

— AR A AU B IR g SRy A 28 B — A~ B g i e e s, bR, BRI
N KB P AR B AR RAT AR R AN [ Y

'—(assen‘ol y)—i(' "evmasn'' M assenbl y-fl ags }L®j
yul - st at enent b—j

rule assembly-flags
WIRARS - 12520 B NG |5 A AP R A1) R A ARaG

}—@—((assen‘bl y-flag-stri ng))—®—{
-/
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rule variable-declaration-tuple

TEAS RS ] P AL 44 o T RE S 23 7 BL.

vari abl e-decl arati on Fi)
vari abl e-decl arati on }%—j

rule variable-declaration-statement

AR FEER . BRI AN OIRE A, AR e R R AR (E R -

vari abl e deciarati on (=) expression | O—
vari abl e-decl arati on-tupl e e
rule expression-statement

expressi on 0

rule mapping-type

a mappi ng- key-type identifier =>
Moo P

c%

rule mapping-key-type
A HARR S e LR RT AVE A SR S 2 Y R

el ement ary-type- nane
identifier-path
rule yul-statement

WIRIC g Je Y Yul 554, continue A1 break /7] :U7E for JEIR AR BT ) HAE R EUA N A
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ﬂ yul -vari abl e- decl arati on P
ﬂ yul - assi gnment F—————————/
ﬂ yul - function-cal | F——————/
ﬂ yul -i f - st at enent F———————/
ﬂ yul - f or - st at enent F——————/
ﬂ yul - swi t ch- st at enent F———/

| eave

br eak -

conti nue -

o

% yul -function-definition F/

rule yul-block

}-@-Ld yul - st at enent }%@—{

rule yul-variable-declaration
= E S RA R IR ER) Yul 285, QPRSI T 2406, A — s B 2 A%
IR HRE -

Iet)——(jul-ldentlfler yul - expressi on
| et yuI-|dent|f|er yul -function-cal
rule yul-assignment
AR FR A AT A BC G —> Yul 85, 1115 2570 Fie 75 A A DU — 1 ek

yul - pat h
yul - pat h

yul - expressi on } {
yul - pat h yul -function-cal | Ff>

rule yul-if-statement

yul - expr essi on |— yul - bl ock —]

rule yul-for-statement

F—(}or)——{yul-block F—{ yul - expr essi on F—{ yul - bl ock F—{ yul - bl ock F—{

rule yul-switch-statement

Yul switch {54 AT AR GE— ARSI (EIEF) S N EAF I, R R —
UNIE
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F——(ﬁmﬁtch)——lyul-expression Fi)
case)—{ yul -literal F—{yul-blocklj—j

ﬁ(default)——{yul-block F~I>
|

|
def aul t )—' yul - bl ock } f

rule yul-function-definition

'—(f uncti on)—(yul -identifier )—@—LC(yul -identifier
o/

yul -identifier

Y

yu

rule yul-path
IR AN RRRTRAT AT DATE IR 2 P s, (H 5 s B T ARG PRI g R SR I

F———<yul-identifier yul -identifier
yul -evmbuiltin

rule yul-function-call

Xofafy A 20 (L ) eR A R RE AT (L A B ] ) 4 )
yul -i dentifier yul - expr essi on }%@—{
yul -evmbui I tin
rule yul-boolean
o)

rule yul-literal
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yul - deci mal - nunber

yul -string-litera

yul - hex- nunber

yul - bool ean
"_.
rule yul-expression
‘ilii'iiihllliﬁlli{

yul

lexer grammar SolidityLexer

rule fixed-bytes
I 5 BE Y 7 T R A
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' byt esl'
' byt es2'
' byt es3'
' byt es4
' byt es5’
' byt es6’
' byt es7'
' byt es8'
' byt es9'
' byt es10
' byt esl1'
' bytesl2
' bytesl3
'bytesl4
' byt es15
' byt esl6
' byt esl7
' bytesl8
' byt es19
' byt es20
' byt es21'
' byt es22
' byt es23
' byt es24
' byt es25
' byt es26
' byt es27
' byt es28
' byt es29
' byt es30

' byt es31"

' byt es32

rule sub—-denomination

B RALT T

e
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"ether'
' seconds
''m nut es’
"hours'
' days'

eks'

%

I

'years'

rule signed-integer-type

HRFSH R, int 2 in256 19— 514
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R et

"int8

"int16'
"int24'
"int32'
"int40

"int48

"int56'
"int64'
int72'
"int80

"int88

"int9e6
"int104'
"int112'
"int120'
"int128'
"int136'
"int144'
"int152'
"int160'
"int168'
"intl1l76'
"int184'
"int192'
"int200'
"int208'
"int216'
"int224'
"int232'
"int 240

"int248'

"int256'

rule unsigned-integer-type

TAF SRR, uint 2 uint256 f)—A514 .
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"uint'

"uint8

' ui nt 16’
' ui nt 24’
' ui nt 32
' ui nt 40
' ui nt 48’
' ui nt 56’
' ui nt 64'
'uint72
' ui nt 80
' ui nt 88'
' ui nt 96’
'ui nt 104
'uint112
'uint120
'uint128
' ui nt 136
'ui nt 144
' ui nt 152
' ui nt 160
'uint 168
'uint176
'uint 184
'ui nt 192
' ui nt 200
' ui nt 208
'uint216
'ui nt 224
' ui nt 232
' ui nt 240

''ui nt 248

R RO

''ui nt 256

rule non-empty-string-literal

— RIS R AT R, R AT BN AT

3.12. &%
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doubl e- quot ed- pri nt abl e

escape- sequence

si ngl e- quot ed- pri ntabl e

escape- sequence

rule empty-string-literal

AR R I R
=)

rule single—quoted-printable
Bk B |5 B RHER S AT T AT T B4
F—([\ u0020-\ u0026\ U0028-\ uOO5B\ uU005D-\ UO07E] }—

rule double—quoted-printable
LT |5 B SRR SN AT AR AT T BV R 74+
F—([\ u0020-\ u0021\ U0023-\ uOO5B\ u005D- \ UO07E] }—

rule escape-sequence

K S T TR T B A SUTUSN, A T DA ST, DA AR DA 14719 unicode
i SOUXXXX AT AR SUTFIWXX.

o] R |
[ \\nrt\n\r]J i

'u —([0-9A-Fa- ] —[0-9A Fa-f] }—([0-9A-Fa-f] —([0-9A Fa-f]
'x' —([0-9A-Fa-f] —[0-9A Fa-f] )

rule unicode-string-literal
FLG [ SR A R, SOV R unicode A

''uni code'

~["\r\n\\]

escape- sequence

~["\rin\\]

escape-sequence

rule hex-string
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TN AT R B S A TN R, RTRARE R TR R AL

[0- 9A- Fa-f] }—([0- 9A Fa-f]

[0- 9A- Fa-f] }—([0- 9A Fa-f]

rule hex—-number
A B R RT AT AR R 2 B AT R R I N B
(o (x [0- 9A Fa-f]

rule decimal—-number

St i 1 G S T e 1 G20 TN 915 B A 2 B el B SO SRV 7 7 I I IS
BRI T AV MNIUR, e B 2

[eE] (10-91)

rule identifier

solidity 1 FRIRFFA AT B, SEICfF 5Bl FRIZLIH Sk, F HAl DMES — MF 5 Z a8 .
[aor 2095 )y

rule yul-evm-builtin

EVM Yul i 5 B B4
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' sub’

' sdi v

it

Texp’
'not'’

It

I

g
"slt!

“sgt”

'iszero'

il

"and'
“or’

' xor'
' byt e'
' shl’

i

"shr'

" addnod’
" mul nmod'
' si gnext end'

' keccak256'

"'m oad'
'nstore’
' st or e8'
' sl oad'

'sstore’

i

'nei ze'
"gas'
" addr ess'

' bal ance'

i

206

' sel f bal ance’

[

‘caller'

‘cal | val ue'

i
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rule yul-identifier
Yul SRiRAF 7 RE, RICRS, TRILMB PR, EARELARCTFIT L. TENERERFH, 1
MR IRAF PR REA B M, T dl SR IR AR 283, 15217 yulPath,

aor 2095 )y

rule yul-hex-number

Yal S AR AL
D[t )y—|

rule yul-decimal-number

Yul H/NECT R ] AR T SN S5 2 (0 N 51

ey |

0 |

[1-9]
rule yul-string-literal

Yul AT S i G S G S P AR AL, XA T R S ¥ S
FTRTFT B 45 AR SCRHATAT BOR 5 ST |5 S5 [ S BR Sb

doubl e- quot ed- pri ntabl e

escape- sequence

si ngl e- quot ed- pri ntabl e

escape-sequence

rule pragma-token

IFTRR M. WAL E BRI S DAMMAE IR ALR FF 5. R, H Al solidity fi#Hrds L A ERY—
O

3.13 fER%miFE

3.13.1 EAGXITHIFRE

Fik: XA Tsolois, RIMEAEA AR (AT
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BEXRE

solc J& Solidity O FER M E HARZ —, B2 Solidity fir 2 7diFgs. /1] solc ——help A DN S AL
LI AERE . dRitas vl DA AR 2 R b, AATRT B B R SO R B (RATA) B2 %) gas
AT WRE RGeS0k, &R PAEST sole ——bin sourceFile.sol Az i —#E
. AnREARIE T sole RG-S S A A5 S, FIPAEAT solc -o outputDirectory --bin
——ast-compact-json —-—asm sourceFile.sol fiy2 B A 1% HERARAE D) BB ) SCf P,

1L 2RIETR

BN, TEgIFEN#iH solc ——optimize —-bin sourceFile.sol #iEitibee. BHOAEM
T, Db ri B A 297E 2o A A B g A 200 Y (R b0tie, B IR B B ERS AT 200 IRZA2AT )
MR A BRI A AT E AR, M5 R R BT B 5, I ——optimize-runs=1. QIAREM
BEMREZA Y, HHAET B ERTEBAMG H /DN, A -—optimize-runs WHE K E AT .
XANSHOS AT AR CRR AT R els) -

BRI B0 EE R v R R R RN
o BORBF BT S R R A 50

ﬂ

BEXBENSANERS

QAT ARF H M S RGeS AR SO, BRI, BdsCRR@d i F s, i prefix=path i
ks 12 E R 6

solc github.com/ethereum/dapp-bin/=/usr/local/lib/dapp-bin/ file.sol

i E RN R IF A5 AE /usr/local/lib/dapp-bin F# ZE A VL github.com/ethereum/
dapp-bin/ F3kH 4.

L LR GEE R T AR, AL ke ik E MM TR --base-path Al
-—include-path JEUIEER H 7 (UREAIEESARE, WRLH TERS) i, mdxit
TR AR 5 A 2 BAE S 2ot

TR, HiFasat € T A7 Pl ey B G — 2L Ih] . FEar AT Hh 8 OISR B SRR EE IS H AR
B8 B S AV R U ), (HIAbRER 2 BN CATEZE R . it ——allow-paths /sample/path, /
another/sample/path A0 AAIFASIMAEERE (FRIENMTHZ). @il ——base-path $§EMIEEN
(T NS ES /2 S«

PAE FUR X it g A A B A B AR — AR . TGN RRE, 30 TR L THE , 5%
12 R TJ o
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Fe s

MPHEEAME I E LY, BEREEH TP SH __$53aea8607d70b31448b230b20ael41a5375__
TR AT . X L2 SEBR BRI HIE I A . o 5 A2 58 A B 44 1 keccak256 HUHI Y+ 7S 3 il 4w A
W 34 NMEFBIR . FEEXEEEEETER N // <placeholder> —-> <fq library name> [J{UH
11, AT BRG] ORI . TR, SE A PRE M A = HUE SO AR A« A BRI R4S o ST DAfEE
solc VENEEESS, BME BRI LEHh 7 48 A PR R itk -

BB ——-1libraries "file.sol:Math=0x1234567890123456789012345678901234567890
file.sol:Heap=0xabCD567890123456789012345678901234567890", N FEFHL— A #bdl (H

S EMAERN S IRTT), BAKFRRME AN (8174 %), M -libraries fileName iz
47 solc,

P41E: M Solidity 0.8.1 FF4h, #253Z = VERERMBEZ [RIRFEETE, T« VERSRAFCHIE ST . BRTEARE
M. HEl ——libraries "file.sol:Math:0x1234567890123456789012345678901234567890
file.sol:Heap:0xabCD56789012345678901234567890" 1w DA T /E.

R sole WA --standard-json LI, EXRFHEARMER A HITE—A JSONFA (WIFRNiAR), FFAE
Atk i R [l — A~ JSON Hai i o X2 X AT, ol A S BE IR AR 0. X HIERRAF AR 2 DA
Iy REZ L, HfiEid JSON ki th R AL e, T —-base—-path LRI JSON #Ex{ALPE,

R P H sole W AW A —-link  ¥E W, BT A M0 A SC M EF B 4R A XK
__$53aea86b7d70b31448b230b20ael41a537$__ AR —dE & ok (T dE I gmes)
AR (WERMARER A (stdin) SHUG A, WS EIbRMERHE (stdout) ) o FEXFIENLT, BT
—--libraries PASMYFTA BETIAHE 20 (613 —o ).

Bt A A ) TR TS A SO, POV EASER G e . hTocldR i S i
WHEE PRSI, TP S CdRe sy, G A — R SOrr, BB T B 74k
o

T N AZAE S 13 LI SR SR e B S, R solc ) ——libraries #EMisk libraries
(AR g AR E JSON $211) .

/I EW LS LR EA ST ERERTR, TARENRAE. XMERI8RH sole ——1ink 3¢
Fi, (BSRGHATR N E. X BRI T EZ R A AR T REE, TR A 58 4 BRE i 342 B4 i
36 ANFAF AT ABE I o
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3.13.2 % EVM I &Kiz B H BiRhRAE

B G, T AR E URTT EUPURCASR 1%, DA SRe 2 I D RE AT M o

Bl TERNRE EVM A AT ik & S EUER, AR BT -
RIS DL T, BT IERCAY EVM AR .

R, FERRIEEtT A

FEAATH, BETPAZEE: EVM A, AR frs

solc —-—evm-version <VERSION> contract.sol

FEATE JSON 4= i, Hiff] "settings" FEEHE "evmVersion",

{

"sources": {/* ... */},
"settings": {
"optimizer": {/* ... */},
"evmVersion": "<VERSION>"

EVM hRAiETR

PATR 22—~ EVM HUAIS1I2

* homestead

- (BERIRA)

* tangerineWhistle

PABAFAKRA 5 LA R i A AL o AR Z R ASBRAIE ] J5 AR o

— VAR Y gas AR,

5 gas (B AMLALA A XK.

- XFANHEA, Brf gas HUZECAKIEN

PARITAAZIOR B — 2 ORI

* spuriousDragon
- exp BAEMEIN) gas ARIE I,

* byzantium

5 gas fETTAILALARAT K

— TEICY T n i [l #ERS returndatacopy, returndatasize fll staticcall,

- staticcall HAERTETIAER G2 view B pure BB AT, &R LAY Ik pRECE EVM Z051
BECRES, tgbie i, #8250 T R ToR i SR

— W] DA IR AN RS P 3R [ 1 3 S 8
- 5IAT revert #MEN, XEHE revert AR gas,
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* constantinople
— FEIC 4Pl B4R create?, extcodehash, shl, shr fll sar.
- BALEEAF N OLEHE, IR gas K.
* petersburg
- G175 constantinople fRAS AT A ] o
* istanbul
— FEIC G P A BEERS chainid Al selfbalance.

e berlin

- SLOAD, *CALL, BALANCE, EXT* fl SELFDESTRUCT ¥ gas AN . FRisete{Riseix 2

YERY gas BASZEIERT . X5 gas T HIALERA X

e london

- KA (EIP-3198 1 EIP-1559 ) A PA L 4R block . basefee B NI S Y

basefee () i,

* paris

- 3] AT prevrandao() #l block.prevrandao, H WA TMAECLRIEFHK block.

difficulty WiE X, ANAFFENBICH P difficulty O (I EIP-4399 ).
« shanghai (BRIABL) - HT5IA T pusho, RIS/, FEHAA T gas (S0 EIP-3855),

3.13.3 fmiFFMAT0HILE JSON 5iEH

FEFA S Solidity £ AR ERM T 3, Fral@xt T A M BB LB, 2 i) JISON s Afi b3 f . %

BRI PR A AT GRS A R 32 1
KT R, AR AR (IR ) , (AFAT B e 5 s i gl .

i iFas APTIUIE! JSON M, FHRrgie 4l KM i o JISON A%k th o AEEARHERS iR, JEREFs

IRZDA ™ LKL, RIMEA AR . DB TSON #i th iy — i /4l i«
PATR /N — PR iR 2% . M8, SRR AAVRRY, TR OUT TRE

WAEA
{

J/ b BREEE., BRI EMWN L “Solidity “, “vul “ f1  “SolidityAST” .
o (ZBmbEH) .

"language": "Solidity",

/7 sk

ZET)
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"sources":
{
/X EWBERRXHEY ‘2K “ &K,
JSORAXHET N RS ERAE AL CE (BT X) .
"myFile.sol":
{
// A R XA kaccak256% & A
// W RBRAURLEN, CATRIERTHNE.
"keccak256": "0x123...",
/7 ¥ (BRFFHAT "content” FE, N T X) : MK Xt HURL,
// B WWF S NURL, AR fEkeccak256% FEMBELR (WRAWE) .
SO R FEARACE, KERA—NURL(s) WHERRRG W, EZF4E—PER.
/SRR AITRERAIBTXHREER.
/ /o
i I JavaScript¥ 0, URLK W k& 4 A F RE W R R E R, BT WE A E R X8 E [ URL,
"urls":
[
"bzzr://56ab...",

"ipfs://Qma...",
"/tmp/path/to/file.sol"
/) wmBEEH XM, HEZN#EN --allow-paths <path>' HimE & 44T %,

/) B ETRE N “SolidityAST” , W EFE £  “ast” F R TR AST.

// FHEE, ASTs R ANZR BB, LHZ:

/- BNTHM ASTs 2 F A RENXHHER, FHH

// = SR ASTs R AR 4 By 4R 4

// WA, FHEE AST BANR M HEEFRAE “stopAfter” (1)) R T A KRE AST

// “parsing” AT A K AST FE, REEHFHATL N,

// B AST #HEMETF AN M EBFEAES NS HAE %

"ast": { ... } // ¥R A json ast FHFRKHE Sast’ M HEE.
b

"destructible":
{
// T # IR XA B keccak256% A B
"keccak256": "0x234...",
/7 s (BRAFER “urls “) @0 BEXHHFENE
"content": "contract destructible is owned { function shutdown () { if (msg.
—sender == owner) selfdestruct (owner); } }"
}
by
/7
"settings":

(AN

212 Chapter 3. HZ



Solidity Documentation, A& {ThE4 0.8.20

(€A

/M EHEMNREFELERF. B X EREF  “parsing” K K.
"stopAfter": "parsing",
/7 Mk faH W E B KR
"remappings": [ ":g=/dir" 1],
/7 T R HEERE
"optimizer": {
s/ BRNERT ZERE.
// E & : enabled=false I RHKY T —Lftfbhae. RTEHEH.
/) i 0.8 6 KX, ¥ ¥ “enabled “ @ HLEF Tk HIRE N ralse,
/7 B R AR
"enabled": true,
/RBEENFETREBO R EHTRAA.
/O BAR AR E S A AT e A E R RS ATIR AL,
/O BRBHERES A EREAHATHRA.
"runs": 200,
VU= 7 - I -
// L WH “enabled “ FXRMETHAHKINME,
/TN EXBHATEE., WRBET  “details “, “enabled “ T U H .
"details": {
// W R KA B W details, BN BRI, EH details kX €.
"peephole": true,
/)RR AW details, WHKBE AT FH,
// F FH details¥k %k J ¥
"inliner": true,
/R B details, REAB BB KRB LRI N,
// F FH details¥k % A ¥
"jumpdestRemover": true,
/OEBTEEY, AHASNTFREFATF.
"orderLiterals": false,
/) R ER R R
"deduplicate": false,
/SRR TREAER, RERALNIR, EHLBERERAGKE.
"cse": false,
/A REFFERFRFHENRT .
"constantOptimizer": false,
// ¥y yulfhfb % . % E FABI coder v2 8 WHIL %M RE L&,
/S eEEERHNUBRE -REHE, FETUAXERA.
// A& Solidity 0.6.0 Z B, T &ML x M *H¥E.
"yul": false,
/7 yulfh b & 8 R k2% 3.
"yulDetails": {

/O BREREHEREG ST, TUREHCERA .

(AN
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/7 R Yulfh b BB E, WEBROARE.

"stackAllocation": true,

/S BBENRHRMAS R

/7 T DR B R AL F AL A R F A

/0 BAFIEAEAR 2 2R, ZEWN RE-FAEE-FI AP ARME.
/O EEBERL “HHE > EBEAL

JSBANFERETESY, MRAIRE, RAFFEHRAFARSHEA.
/SR RRHETHEF -ALER, F-IPRET2HET.

/S RRRELRE CT,

/SRR ERE IR 2 W EAT .

/W REEAEME, WAMERRANFEETF A,

/AR REMEA SR,

"optimizerSteps": "dhfoDgvulfnTUtnIf..."

}
by
// Y% EEVME IR K .
/B XA SERMRD LK. RAT U E homestead,
// tangerineWhistle, spuriousDragon, byzantium, constantinople, petersburg,.
—istanbul, berlin, london or paris
"evmVersion": "byzantium",
/M BRAGHFEEE ALYl P E KT &
/S XREBRAERT BB .
"viaIR": true,
/7 T#E HRRE
"debug": {
// WA &b B revert (furequire) MEHEFH & . £ F £
// "default", "strip", "debug" #F1 "verboseDebug",
// "default" RENGEHBE R Wrevert FH &, MEREAF RE{FHE.
// "strip".
oM BB E revert T /48 (WRTHRGE, FOREATFEAEN) , WEFaAEA.
// "debug" K Y FE B A KW W HrevertE NF I/ E, H W OAHABIGH A BVIFv2E I .
// "verboseDebug" HER|H# S HELEMMWE AP RE W revertF F B (HRLA) .

"revertStrings": "default",

/O EFAWEVML R YVWIREHAERYEELZOFNNAREE . TRHMWAH R
// - ‘location': ‘@src <index>:<start>:<end>"' W & W % #,

// KRR A Solidity XHHMETEMMLE, H¥:

// - '<index>' & 5 ‘@us-src’ EBMIEE#H XM EI .

/) - ‘<start> RYMLEHE-—NFHH LI,

// - '<end> RUURKLEBEREE - NFFHEI.

// — ‘snippet': ¥ B ‘@src’ Froe LB W EAT R K W,
// ZREBEATE, FARMEMENE @src HEE.
/-0 BAEREAE, TRATHEKMARER.

(AN
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"debugInfo": ["location", "snippet"]
by
/O LEERE (THh)
"metadata": {
// CBORTL ¥ BN Z M fn & 5 % &t &% J& .
// KRB K false, & NEATH A E F B R D F F 8T HE.
"appendCBOR": true,
/) RERFHEAE, F# RAURL (B I\ A false)
"useLiteralContent": true,
SO EF A L TR ERFEEA L TN R A AT %
/) TCHKVES A A NEL LT "none "AFF AP MK
// B A T "ipfs" f4 "bzzrl',
/) WmR A ZET, RIAER "ipfs”.
"bytecodeHash": "ipfs"
by
/7 B . WRXERA L WA WE,
/A RESEABENNR, HALEERLAM.
"libraries": {

/7 TR B8R % B R XM B 4R .

/W BRERTESRS, ENMNEXHBEZELAERA N 2R EE— &

/S WRBEANRE-ANERTHE, AREHFE-ANL2RAF.
"myFile.sol": {
"MyLib": "0x123123..."
}
by
/S UNTAHRTREXGERELLHREFHF G @A
/ /o

SWREXNFEBES, RLAFFBR MR AATRERLE, ERTHERINMA S TFLEEMRL .

/R BREXBAL, R_ERESN A

/BN ERRATAE R AR ES BRI BRI, WwasT,

/S NESEAGHARERXGFHTASYN .
/7 BEH, WEREAX AT LT EFA .
/) BHRGHEBRTRTENT AR,

// B "outputSelection™, { "AM: { MM [ MAM ] mmi [ wxm g gw
/S REER, TR AL EHRRERFLE

/7

AR NE e

/7

/O XERAH (FEZFHEELNEH LK) -
//  ast - FTH R X fF#AST

//

/SR (FEASH LR ")

//  abi - ABI

(AN
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// devdoc - F % # X ¥ (Natspec# =)
// userdoc - I P X #4 (Natspec#t =)
// metadata - JG#IE
/7 dir - R R Yul W B R T
//  irOptimized — AL JE & % I & I
//  storagelLayout - &AW REXEHHENL. kB EM XA
// evm.assembly — ¥ WL % % &
//  evm.legacyAssembly — JSONW # |H & IC 4 &% =
// evm.bytecode. functionDebugData — H & X E ®@ W& F &
//  evm.bytecode.object — F A Xt %
// evm.bytecode.opcodes - # 1 7| %k
// evm.bytecode.sourceMap — B4 (X EH KA )
// evm.bytecode.linkReferences - # # 5| H (W EEXHEEW T £)
// evm.bytecode.generatedSources — [ 4% ¥ %4 R W K&
//  evm.deployedBytecode* - ¥ #F W F ¥ & (# H evm.bytecodet Ff H % M) .
// evm.deployedBytecode.immutableReferences - MAST.
SidE| S AR T RN F ¥ & E N4
//  evm.methodIdentifiers - & ¥ "% & 1 MW 7| %
//  evm.gasEstimates - & ¥ gasfd it
// ewasm.wast - WebAssembly S—-expressions# #, i Ewasm
//  ewasm.wasm — WebAssembly— 3t #| # 3 #y Ewasm
//
// EE, £ “evm', ‘“evm.bytecode', ‘ewasm® FKEBEZMELEENEFRTL.
/WA, s TR BRBRAERFRAALE .
//
"outputSelection": {
men g
mam.
"metadata", "evm.bytecode" // B RAHENEHH TEERFF DL .
"evm.bytecode.sourceMap" // B A HF A A% 0 R AL B A W
i
weo g
"ast" // B R EANXHHaASTR d .
]
by
// B X fdefd & X WyMyContract Wy abifn opcodes# H .
"def": {
"MyContract": [ "abi", "evm.bytecode.opcodes" ]
}
t
// modelChecker¥t % & Lt oy, T LS H LT,
"modelChecker":
{
ET)
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/S EERBL YR EAREN S N HEATHMN.
"contracts":
{
"sourcel.sol": ["contractl"],
"source2.sol": ["contract2", "contract3"]

by

/O EBEREMERETN DG A

/7 BER falset M, EMBEFEHAER BT ENRE. XEZRIAG
/7t R A& fE R CHCE| % W £ Al Spacerff K Hornk f# & (fl 4 f A Eldarica) ,
// EWEXBMFEH true,

/ORTREANETHNEFRAGAE, FEAPKARIER L
"divModWithSlacks": false,

/S BBEERAGEALEZT % FFAF (BK) , bme, che, %,
"engine": "chc",

/O EBEREHRIRRBERAABRRGHERLT,

/7 SNEE RS LA AT .

// HEESASTR B HH L.

"extCalls": "trusted",
/S RBRBEEBHLATUERZRELA L &4, EN.
"invariants": ["contract", "reentrancy"],

/O BBERERMAEMARIUETIWER. RIAA false'.
"showProved": true,
/S BBEREMAEMARRIENER. RAA false .
"showUnproved": true,
/S BRBRERMET AL FHET . RIAA rfalse,
"showUnsupported": true,
/S WRAEE, BN LERH L RES.
//RTRBHEHHR, LHKARIERD.
"solvers": ["cvcd", "smtlib2", "z3"],
/o
SUBERLEREEBERE: FREH, T, B, BRUE, &%, His, BHEHA, R,
/SR BEH R ZET, FAERBEBRARE, BT Solidity >=0.8.7 # T /i i .
// B AR R AR E L
"targets": ["underflow", "overflow", "assert"],
/) AN SMTE R B EE, WED KRN,
/7 ROE A e X AN, SMTChecker¥ B A A # € M o % IR R H
/7 YRR A O R AT & AR F KR/ R

"timeout": 20000

3.13. {EH%EmiIFsE 217




Solidity Documentation, A& {ThE4~ 0.8.20

i L 4R

/7 E: mREFEHNER/ELE/HE, WA FE.
"errors": [
{
/0 Mk EREXGFEHMLE
"sourceLocation": {
"file": "sourceFile.sol",
"start": O,
"end": 100
I
/S ESHME (WARRUFRABHT) .
"secondarySourceLocations": [
{
"file": "sourceFile.sol",
"start": 64,
"end": 92,
"message": "Other declaration is here:"
}
1s
// GEH O iR ER, W “TypeError ¢, “InternalCompilerError “, “Exception” _
%%,
/) REHEAFERLT X.
"type": "TypeError",
/) BE D KAEEBEHRYAHE, flin “general” , “ewasm” %
"component": "general",
J/ wEE R EFELG ( “error” |, “warning”  H.
— “info” , B#EE, XTHAERKREY E. )
"severity": "error",
s/ Mk BREE MR- RA
"errorCode": "3141",
/7
"message": "Invalid keyword",
s/ M WHEREBEMENEANKE L

"formattedMessage": "sourceFile.so0l:100: Invalid keyword"

1,
//OER AR .
// T DL A outputSelectionik B # AT R # /it % .
"sources": {
"sourceFile.sol": {
/7 R (R T RS s 4)
"id": 1,

ET )
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// ASTX %
"ast": {}
}
by
/X BRET AYRA R
// % ¥ D\ it outputSelection & AT R &l /3 ¥k .

"contracts": {
"sourceFile.sol": {
/S BREREETRAECANALER, WRTFEEZYZE.
"ContractName": {

SRR AMBE R —#s D (ABI) . WmEARE, WXTAZEKA.
// & % W https://docs.soliditylang.org/en/develop/abi-spec.html

"abi": [1,

// FS A TKER S XA (7L ISONT 4 &)
"metadata": "{/* ... */}",

// B P X# (natspec)

"userdoc": {1},

// FFEAR XA (natspec)
"devdoc": {},

// HEERTHR (string)

(LI ]

ir": "",
/RS "FEEART XK.
"storageLayout": {"storage": [/* ... */1, "types": {/* ... */} },
// EVMAR X i
"evm": {
// L% (string)
"assembly": "",

// H R % WL 4% (object)
"legacyAssembly": {},
/7 F AR R R
"bytecode": {
// EREE® EERKE.
"functionDebugData": {
/S BETRE-ARE, AERFFRN TN P EXH R
ZHBEEL—ERTEN.
"@mint_13": { // B & A W L &
"entryPoint": 128, // BEAAMAEF I EHF I B E (TH
"id": 13, // BB E XWAST ID, REMTHERANN R KA (Tik)
"parameterSlots": 2, // BHSHKWEVMERE W R E (T#%)
"returnSlots": 1 // REEWEVMEKRE N K E (T#%)
}
by
/AT R TR Bl TG,

~

(AN
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"object": "00fe",
/) RAEZA R (FHE)
"opcodes": "",
/MR AT AR A . SRS R L.
"sourceMap": "",
/) MR FEBAEREBRXEHEA. B A AAE— Mrul X .
"generatedSources": [{
// Yul AST
"ast": {/* ... %/},
/XA ABEXHE (Tie e E’)
"contents":"{ function abi_decode (start, end) -> data { data :=_
—calldataload(start) } ",
// BXHID, ATRI A, Hsolidity R XM F o "& & = H".
"id": 2,
"language": "Yul",
"name": "#utility.yul"
I
/ARG R, RBE- M EHEEHTL.
"linkReferences": {
"libraryFile.sol": {
/EFFRYHT RS E
/) BEERRTAETAEH20MNTF.
"Libraryl": [
{ "start": 0, "length": 20 1},
{ "start": 200, "length": 20 }
]
}
}
by
"deployedBytecode": {
/oo, /S EERARAR,
"immutableReferences": {
/) HWAMAST IDASHA MR WI A, HEZFF K.
/AN EF B R E2, FoNEFVERB Es0.
"3": [{ "start": 42, "length": 32 }, { "start": 80, "length": 32 }]
}
by
/7 BB A AW R
"methodIdentifiers": {
"delegate (address)": "5c19a95c"
b
// & ¥ gasth it
"gasEstimates": {
EETT)
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"creation": {
"codeDepositCost": "420000",
"executionCost": "infinite",
"totalCost": "infinite"
by
"external": {
"delegate (address)": "25000"
by
"internal": {
"heavyLifting()": "infinite"

}
I
// Ewasm#fl X H] #r H
"ewasm": {

// S—expressionst 3,

"WaSt": n U’
/0 ZHHER (TR HFRAE)
"WaSm": nw

HIRAE

—

. JSONError: JSON M ARFFERIFA, B, AR ISON MR, A FiEH %,

2. I0Error: IO M ALLPREE S, BN, FEdftngi e S ok URL SO A (A PLRE.
3. ParserError: JRMIARFFEEF AN,

4. DocstringParsingError: HREHHY NatSpec bR LI fEMT .

5. SyntaxError: 1R, Bl continue IE for MEERFNE

6. DeclarationError: JUiY, JCEEMATIIERSEIIPRRFTEFRILUN Identifier not found
7. TypeError: RAIRGNHIGEER, BIUNTCRCEIE:, FTAIRIESE

8. UnimplementedFeatureError: MEI4iFas A CFFZIIAE, HITRTERRRIRA 3 H .
9. InternalCompilerError: TEZMiFes P& 1) NEEE R— R IR 45—~ issue,

10. Exception: #iiFIa] B ARSI —PLRF AR & —1 issue

11. CompilerError: ZifgadEtn LR H]— Bk AR S H—1> issue.
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12. FatalError: RIEHHAIREAFE R BRI —1> issue.

13. YulException: 7E Yul fUR A MG AE op AR 1 - X W% A —A issue Hfife

14. Warning: &, AfFRgE, RS REAHE.

15. Info: ZIFEGRICHM A REAEHT KA HMEER, HFAER, WA —EFRENn.

3.14 SidmiFRnIitHER

B T ik B ML g AR AR A . AR 2B %I sefF, Bl solc —-bin contract.sol Wi
H, EFEARAER R A RS ——asm R gt i . MR RINELY, B FEUEHEMILgwmE R
2E5, TR B AR .

PAFEY (fs44°H contract.sol ) Nfi:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
contract C {
function one () public pure returns (uint) {

return 1;

PA M/ solc ——asm contract.sol ki

======= contract.sol:C =======
EVM assembly:
/* "contract.sol":0:86 contract C {... */

mstore (0x40, 0x80)

callvalue

dupl

iszero

tag_1

Jjumpi

0x00

dupl

revert
tag_1:

pop

dataSize (sub_0)

dupl

dataOffset (sub_0)

0x00

codecopy

(A
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0x00
return

stop

sub_0: assembly A
/* "contract.sol":0:86 contract C {... */
mstore (0x40, 0x80)
callvalue
dupl
iszero
tag_1
Jjumpi
0x00
dupl
revert
tag_1:
pop
jumpi (tag_2, 1lt(calldatasize, 0x04))
shr (0xe0, calldataload(0x00))
dupl
0x901717d1
€q
tag_3
Jumpi
tag_2:
0x00
dupl
revert
/* "contract.sol":17:84 function one() public pure returns (uint) {... */
tag_3:
tag_4
tag_b5
jump // in
tag_4:
mload (0x40)
tag_6
swap2
swapl
tag_7
Jump // in
tag_6:
mload (0x40)
dupl

[y
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swap2

sub

swapl

return

tag_b5:
/*
0x00
/*
0x01
/*

swapl

pop
/*

swapl

Jump
/*

tag_10:

/*

"contract.

"contract.

"contract.

"contract.

// out
"#utility.

"#utility.

tag_12

/*
dup2
/*

"#utility.

"#utility.

tag_13

Jump

tag_12:

/*
dup3
/*

// in

"#utility.

"#utility.

mstore

/*
pop
pop
jump

/*

tag_7:
0x00

/*
0x20

/*
dup3

/*
add

/*

"#utility.

// out

"#utility.

"#utility.

"#utility.

"#utility.

"#utility.

sol":

sol":

sol":

sol":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

yul":

53:

76:

69:

17:

7:1

94 :

112

94 :

89:

82:

72

131:

262:

251:

247

239:

57

77

77

84

25

118

:117

118

92

119

125

353

264

260

265

265

uint */

1 */

return 1 */

function one ()

*/

*/

*/

*/

*/

*/

*/

*/

*/

*/

*/

*/

public pure returns (uint) {... */

[y
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swapl
pop
/*
tag_15
/* "#utility.
0x00
/*
dup4
/*
add
/*
dupb5
/*
tag_10

"#utility.yul":275:346 */

yul":343:344 */

"#utility.yul":332:341 */

"#utility.yul":328:345 */

"#utility.yul":319:325 */

"gutility.yul":275:346  */

Jump // in
tag_15:
/*

swap3

"#utility.yul":229:353 */
swap?2
pop
pop
Jump

/*

tag_13:
0x00
/*
dup?2
/*

swapl

// out

"#utility.yul":359:436 */

"#utility.yul":425:430 */

"#utility.yul":414:430 */

pop
/*

swap2

"#utility.yul":404:436 */

swapl
pop
jump // out

auxdata:.
—0xa2646970667358221220a5874f19737ddd4c5d77acel619e5160c67b3d4bedac75fce908fed32d98899¢4

74bh, ik AT AM Remix | RS EZIGH9” i1y i R 3545
=23
H

, asm i ARG & 4 RS TF 4G FRE AR 1R T8 R — e ity (FE b iy 61 1
BT XG sub_0 BW—W7r) . auxdata FEOM M T A AL o 0G5 P BRI S0
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PERYALE. R #utility.yul g2—PWHERAE SRS RBOCHE, AT A HARE —-combined-json

generated-sources, generated-sources—runtime 4.

Felis, WAL sole ——optimize --asm contract.sol A PRIGIMALEMEEFSE . BHELT, W
W] Solidity Y5215 237 A M R i AL I R AR A . B, &FRENX (a * b) / ¢, a * b
/o A A R AT . e T RERGTE , FER S IR A B IRE Ja, T RO AR S i dif £
TR G R — 8

Frik: ——asm BRI ASEBOTRHLAS TN . PIE, FE sole IIAA/INRAZ [E], i T RE A R IAEAL .

3.15 ETF Solidity drja]3R{ERY Codegen ZE{t

Solidity 7] PAIE & AR [R5 204 B EVM 24510 0 B2 E 32 Solidity 3| EVM #:4EfS (“IHZWA%”), A4
WRAE Yol P SRk (“IR?) (“Higafd” 5“3 T IR f94A57) .

SIAFETF IR AR AE s B i, AR AR B 5 s IR AT v | 11, 1T HLBE % S B 0 55 K 7% 5 R U
Ak

TR DAAE AT # ] ——via-ir BfE standard-json F{fiff] {"viaIR": true} IR BHE, 155
KEZHA—TF!

A28 A, THAYRIET IR AU AE e Z IR FE G Ui SR, R RO AE R LA Jaie an T AN
SR NNIHAOX BT R S ATTRRYE T IHAFIEE T IR § AU A it Z A 2 X5

3.15.1 (R\/ENL LT

ATEHN T T RAAL , ITTA AT BEAE BRAT ) ARG P BGRR[0 o
s MR, IREZEBYIIHARIINF 283

DA A MG -
- A IPIRESZE BAETT IR AR BRI IR 1L .
— MERAIRAE A IR B R 5 2 PP AL B A 1 R A S 4K
— MIREER AR 5 AR B e 2R AR B AR O R AR AL R R RS i BRI S AR
— WIRAFAE, TELNEAR)Z UGS i ATl 4 5 24 3] die & IR AL Y B LK UGB A TR 3 PR

BN -
- A RIS BAETT IR AR BRI U6 1L .
— MERAIRE A LB B A ) 5 24 PR A R AL T bR RS A
- XMTFE-AEY, MR B R R IR ) S R AL E RS B I AT
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L IR AR S AL
2. IBATHE R (WPRAFE) -
RFETAAPRES, B RS RGBT 75— G 29 ks e R 4528 -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.1;

contract A {

uint x;

constructor () {
x = 42;

}

function f () public view returns (uint256) {
return x;

}
contract B is A {

uint public v = f();

PAHI, v SB0CEN 00 RTINS EMIGREAL R B, x POEN 0, HHiatk v i), £0
FRIE 0, FEy B4 0. T?ﬁH’J%U!'JF, y FERERE N 42 FATE SR < BRI 0, SRISTAIT A 1Y
W R B, KF = BLEON 420 &G, AR vy S, £0 &[0 42, FEy 42,

o UTERESSHPOMBRIN, AR A R RSB S A CE R . DART, TR E R A w5l
o PRLIL, IR R E A T R AR (BITESATIEERT), BUAER, delete
PAEM A HA AR (MR B AR X PAHER) -

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.1;

contract C {

struct S {
uint64 v;
uint64 z;

}

S s;

function f () public {
/S
delete s;
/) sAERTR2NFREHwM16NF ¥
// delete |8 % 5 5| % Kty g+
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FAT R bR A [RIRERAT R, B4 S5 TR A R AL B e

© KT RBSHAR AR, BRSBTS AR o ARG OAT 5 AE— MBI 2 Uil

H XICHA W AETHRACHE A AR, B eR RS HONR 0] 28 BAE SR PR — 2 i . sk
PIAZ U s TR EGE T2, B E— MERR R, AR 2 e SRR 1n1 28 B A A A A
PR T — RS T R AT A o TR AR 2R e O 1 SE PR s RO SE BB s . IFRF R B S L T
%o EEWRE X DRI Z R AR R SEUE, R AR PR, ENHERER
AT AN FEOAME (),

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0;
contract C {
function f (uint a) public pure mod() returns (uint r) {
r = at+;
}
modifier mod() { _; _; }
}

R EAE TR AR A las P AT £ (0) , Bk nl L, AR RE BT AU A et iy, B R ful 0.

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.1 <0.9.0;

contract C {
bool active = true;
modifier mod()
{
—_
active = false;
—_
}
function foo () external mod() returns (uint ret)
{
if (active)

ret = 1; // 5 “‘return 1°° # [

}

P& C.foo () IRMPATF{E:

- B RS A it L AR IS RAES — Ky (M AT R tRie s 0, G0 return 1; #i.
PSR IR B, ERCERERRRIRL, TH. foo O WA MMM ATRIAE (BT active
== false), BMERRTEME—MHE.

— HACE R 0 VR ITA SR, AR IEIBE, R ST AT TR aa AL .
o XFIHR SR, B PEAINT 2 SR ALE R o X TR ACRD A il . FA s 2 R R
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(MNAFA) SRR, EH AR — 5. XS SEE X FER.
pE

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function preincr_u8(uint8 a) public pure returns (uint8) {

return ++a + a;

K& preincr_u8 (1) R[EPAF{E:
- [HMARIEAERES: 3(1 + 2), H—BEN FREMEZATEER
- B A RS 4 (2 + 2), (HRRESRIER[FIE

F—J5H, BT 4R E addmod Al mulmod b, WHAMCHE AR RLgs T R B S Bk A B A IR —
FERY . Bl

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function add(uint8 a, uint8 b) public pure returns (uint8) {
return a + b;
}
function g (uint8 a, uint8 b) public pure returns (uint8) ({

return add(++a + ++b, a + Db);

BB g (1, 2) REIPATFA:
- AR A s 10 (add (243, 2+3) ), {HREE—ATEE -
- FRASARES: 10, EANBELHIER [FI{E

)RR %L addmod I mulmod BYSE R IHAUI AL s AT 1) 23, B QRS A Il g A ZE ) A DA . 31
-

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function f () public pure returns (uint256 aMod, uint256 mMod) {
uint256 x = 3;
// BB RS A R B add/mulmod (5, 4, 3)
/) W R & K #E: add/mulmod (4, 5, 5)

EET )
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(% L0

aMod = addmod (++x, ++x, X);

mMod = mulmod (++x, ++x, X);

BREL £ () IR AR
- [HFACES A figs . aMod
— RS g aMod

S T I AV = I SO 7 0/ N = B S B R i ’%Jr ﬁfﬁ T — A 6P BR § type (uint64) .max
(OxEEEFEEEEEEEEEEEE) o JLHGELE i A BRI 0 40 BC S BEVR I . TH A AURD A IR VA XA
1358

P

0 Ml mMod = 2

4 flmMod = 0

// SPDX-License—Identifier: GPL-3.0

pragma solidity HHMHIH;

contract C {

function £ () public {
uint[] memory arr;
/) TR 576460752303423481
/ 18 & freeMemPtr# # 1§ 1] 0x80
uint solYulMaxAllocationBeforeMemPtrOverflow = (type(uint64).max - 0x80 —_
—31) / 32;
// freeMemPtr [ UINT64_MAX R 4%l i H

arr = new uint[] (solYulMaxAllocationBeforeMemPtrOverflow) ;

PRECE O BITERANT
— IHAYARIS A B . FERNAE D EG S B N A AT B RFER T gas
- BRI T H BRI TR (RS FER gas) .

3.15.2 PIEpLEH
PEBFFH g St

I R AR A e Ao A S o A B A (E P AR A B b 2 . X — R IR 2%, TR ok Ll 5 B AE M) 3 PR A
PR S AN R, T LK S E T DA A i B X A B o IR PR At A i RS A PR A B [
—AME (FEARFER AT

FEFTIACIE AR AR, KRR BRI BEA IR ID . i ad B i) U 2 AN T RE RS, i s B B Y
VR O N R R, B switch P R)RESR IR B Y B AL
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ID 0 J2 ARV BT R BAE EH IR B B, XL EHAEREIR IS, &5 13 IR 2 pR K9 panic $5 1%
FEIHPACR A S, AR B AT 2 — RRIR I B BRI AR ALY, B RS2 5 RS panic £, X S EUEME

XA ) AR R RS AT S A
pigi

IH AR A piis RAEBRAE BT T B, B 4 2R T R 2 BIME SRR SR o B ) QRS A I g AR AT W] i
SEPIEA AR G PATIEHL. AT B A RES 3 K5 JE DAV B 2 R B B A

B

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.1;
contract C {
function f (uint8 a) public pure returns (uint rl1, uint r2)
{
a = ~aj;
assembly {
rl := a
}

r2 = a;

}

BRI £ (1) aR[EIPA R :
°IHE@TEEM£EQ%§(fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffe
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOfe)

o FEACHS A 4 :(00000000000000000000000000000000000000000000000000000000000000fe,
00000000000000000000000000000000000000000000000000000000000000fe)

R, SEARA RS AR, IH AR RESEMIBIRE (a = ~a) FAETER. X SECHIH

AR et 2 TR B L B (TENBEE N ) Rl SR, WA A S TE a HORT(E S e 2]
r2 Z FERIE T 1 R

3.16 FiPHIRESEEMFLSN

FARPRE B AR A, X2 MEA I S RN . B T shSR/ N B A
(WF3C) Z4b, B2 Yag e, MEBE— RS ETITIR, ERE it o o X, Rine
ASRILA E — TR RN R ATRERIE, 2T 32 PR 2 NS H BET B8 — Mt b, R
OSSR

o AT S — IS DMRGIX 57 (BIAEXSF) 07 U A
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o [ERE A MR ENTIrTR BT AL

o AR AMERBUNE G MR RIRTR Y, BRI T — PR

o SERTEAER SR — BRI R BT IRYE X LEAL B S b T AL
o GBI RUE 2 5 RS RS RRTTRE— B RAERERE -

AR G2, RS RHE R MR G AT, mE2H C3 KLy seE . 2k bk
R TRV, oK B A ) 5 2 R RS A B S L ] — AR

R AAE PR TC R AR U AR, SR E AT TR 48 1 BOARRE .

Bl BOENT 32 FWHRLEN, ERAARA IR RESE . X2 RN EVM RO 32 Y
PEATERAE. UL, WSRICHR/ DT AR/, EVM AU EZ A 8AE, DABERF TR AR/ 32 5756
DEI TR

R BAC PR R AFARE, BN A/ NG RZEBIT R A aart), UM IS 2 2 e s 3T a1 fi
o, IR Z AR S G 8 — b . QR AE R — IR S A — MR A, X
WRERTEMRAIRCR . BR . U MEBE A DAL, AL, RS
{ESE G, SRRR] — b i E A A S PR

AL PR S HENAHE I, PO RS A TR LEE, FrABCA fHAtrAt,

e, ATk EVM X EHEF T, BROREIAEAEAS A struct BRI, BrEi]REIS 1 B oA
kK. B, %8 uint128, uint128, uint256 MIFRE MGG R, AR uintl12s,
uint256, uint128, KAFIE H G HAAEAERE, 10538 00 5 = AR .

i TR AT DAME AR %, AR RE RIS S B S5 BN i Solidity HhEE 11— 7). X REIR
NI AR A AL A AL AT R BN N R AT F R R, T E R R, AESITZ B % AR
FAPAAE . FE AR XA ERZRITROL T, A B A — PP Al FERXRBNT, giasis A
SCRFIREZE A 7151

3.16.1 BRG FnzhZEA

TR MR TTIUAN , (AR AR SRR R 1. MU, A
i 32T, RS A7, IR L A TR it — R R ERKA, 47 B Keocak-256
AT

TS SR AT L EAE TR Y. T 77 6 25 A0 5, e AT — M oo XTS84l X MEAFE T4k
AR ICREE (FHEAM TR BN, ST L) XTBERGL, X MR SHRE, B2
IR R R PR AN B P BRET ISR, BT N A e & R AER [l B A i 08

BB keccak256 (p) THA, BRI XSS/ PIFESIEERME . —NIoREE—1I0R, W
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RITTE KA 16 2147, WA v Re L =il . A5 33 B ) sl B A I H b F 3X—# ). T
x[1] 3] WM, Hobh x (2R uint24 () (1, WHEEWNT (R, Bk < A St o) iz
keccak256 (keccak256 (p) +1i)+ floor (j / floor (256 / 24)), JLEWAMNFEEGE v 155, i
(v >> ((J % floor (256 / 24)) * 24)) & type(uint24) .max.,

KR, T BLgTERE k BENLT keccak256 (h(k) . p), HH . ZEESF, h PR RN ETNY
T,

o XPTEZEA, eREL b R STENAT AR (E A A ) D5 SORKHE I T 32 737
o WF PRI EAL, (o) FRRIETEREE

ARSI E R — N AREZRE, WA AR BER IR A . BN, AR{Ee SR, &
WIS N5 SRR A F8E AT B2 0 i A% A B 5 17 2B 2

TERRBl, %5 AT A2

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract C {
struct S { uintl6é a; uintl6é b; uint256 c; }
uint x;
mapping (uint => mapping (uint => 3S)) data;

}

IERATH AT datal4][9).c WFFREALE. MU ARSI ER 1 (B8 x WA 32 F1) . X
EEFE datal4] TEHETE keccak256 (uint256 (4) . uint256(1)). datal[4] HIZEAEE— WL,
data[4][9] MBI keccak256 (uint256(9) . keccak256 (uint256(4) . uint256(1))) flf
TG 5L ¢ FES5HE s R ALIRAS 2 1, PN a F b BEHE— M. XEIRE data4] (9] .c W
il & keccak256 (uint256 (9) . keccak256 (uint256(4) . uint256(1))) + 1.i%{HKLEEE
uint256, FrPAE 51l

bytes 0 string

bytes fll string M2 MAFN. —BokL, HifS5 bytesl (] FUL, RIE— TP 4 A
—EEIX AR DO A AL LY keccak256 IR ETIFR . AR, XFTRIEMME (ET 32 F
), BEHITR S KE— A R — M

Frolie: WRERRZ R 31 K, JSTREFARIERIT T (EN5F) . BARBr T8 {H length
* 20 XMFAAMBIEKE R 32 SEZS T T, T p 776 length * 2 + 1, BARELFHHE
keccak256 (p) o IX R EF] LATE A AL i IR 2 b Bk DA R AN R B Jdiel ORiseE) A
K& (k).

Fik: HEA SRR MR, ERRATRES A ARG IR HEAT4 1, BRI Tk S iy
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i S8 Panic (0x22) 4%,

3.16.2 JSON %t

B AAFAEGA T DUE AR /E 0% JSON 450 353K 05 . frHi 2 —4> JSON X4, &AM, storage fll
types. storage X% @& M, HMITEAAGATEA:

{

"astId": 2,
"contract": "fileA:A",
"label": "x",
"offset": O,

"slot": "O",

"type": "t_uint256"

LB REFETUH fileA By contract A { uint x; } BUfFERELEH, IFH

astId RS H IR AST ¥ £l ID

contract REAMATR, WOFFHBEEENHIH

label f@ARAE R4 FR

of fset MR ADTEAFRHRE 175 (A%

slot @RAE R FHESIF RN . X MECErTREIER K, I ISON (ERRR h— 7 if e
type sg MR, TEAZEREAERMEE (k)

HER) type, TEIXHUE t_uint256, fF types PHI—PICR, BERYENAE:

{

"encoding": "inplace",
"label": "uint256",
"numberOfBytes": "32",

XH

encoding HUEAETFE H 2 AT MADE, W RERY(EE
inplace: ¥UEAEAFfEPIRESMER (S0 LX),

mapping: T Keccak-256 (M7 H¥E (S0 ).

dynamic_array: 3T Keccak-256 (M7 ¥E (B0 LX),

bytes: AT Keccak-256 M7, BURTHIERD (B0 EL),

234

Chapter 3. HZ




Solidity Documentation, 4 {ThRZ 0.8.20

o label JZHAIFRAIAZ TR .

* numberOfBytes @ T (TEHIFRE). R, WF numberOfBytes > 32 XA

BT PALERRE.
BT LR PUFRRAL AL, A ERAGAHBHINIGE R .. M EEER key Fll value B8 (FR G| X IR
SR —AT0), BEHA B base BB, gEASIIHENR &R, H&EX55)ZKE storage f#iF] (S
),

Fik: GBS ISON i A AN BN R IR, FH HAE Solidity FAREAMRAH 2 A4k

RGBT R T A RHAHEEH, S ERIG R, BT R, AR IR,

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;
contract A {
struct S {
uintl128 a;
uint128 b;
uint [2] staticArray;

uint[] dynArray;

uint x;

uint vy;

S s;

address addr;

mapping (uint => mapping(address => bool)) map;
uint [] array;

string sl;

bytes bl;

"storage": [

{
"astId": 15,
"contract": "fileA:A",
"label": "x",
"offset": O,
"slot": "O",
"type": "t_uint256"

by

{

(A
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(CCANY)

"astId": 17,

"contract": "fileA:A",

"label": "y",

"offset": O,

"slot": "1",

"type": "t_uint256"
by
{

"astId": 20,

"contract": "fileA:A",

"label": "s",

"offset": O,

"slot": "2",

"type": "t_struct (S)13_storage"
by
{

"astId": 22,

"contract": "fileA:A",

"label": "addr",

"offset": O,

"slot": "6",

"type": "t_address"
by
{

"astId": 28,

"contract": "fileA:A",

"label": "map",

"offset": O,

"slot": "7",

"type": "t_mapping(t_uint256,t_mapping(t_address,t_bool))"
b
{

"astId": 31,

"contract": "fileA:A",

"label": "array",

"offset": O,

"slot": "8",

"type": "t_array(t_uint256)dyn_storage"
br
{

"astId": 33,

"contract": "fileA:A",

"label": "s1",

T
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(€AY

"offset": O,
"Slot" H "9",
"type": "t_string_storage"

"astId": 35,

"contract": "fileA:A",
"label": "bl",

"offset": O,

"slot": "10",

"type": "t_bytes_storage"

1,
"types": {

"t_address": {
"encoding": "inplace",
"label": "address",
"numberOfBytes": "20"

by

"t_array(t_uint256)2_storage": {
"base": "t_uint256",
"encoding": "inplace",
"label": "uint256[2]",
"numberOfBytes": "64"

by

"t_array(t_uint256)dyn_storage":
"base": "t_uint256",
"encoding": "dynamic_array",
"label": "uint256[]1",
"numberOfBytes": "32"

b

"t_bool": {
"encoding": "inplace",
"label": "bool",
"numberOfBytes": "1"

by

"t_bytes_storage": {
"encoding": "bytes",
"label": "bytes",
"numberOfBytes": "32"

by

"t_mapping(t_address,t_bool)": {

"encoding": "mapping",

{

[y
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(€AY

"key": "t_address",
"label": "mapping (address => bool)",
"numberOfBytes": "32",
"value": "t_bool"
by
"t_mapping (t_uint256,t_mapping(t_address,t_bool))": {
"encoding": "mapping",
"key": "t_uint256",
"label": "mapping (uint256 => mapping (address => bool))",
"numberOfBytes": "32",
"value": "t_mapping(t_address,t_bool)"
by
"t_string_storage": {
"encoding": "bytes",
"label": "string",
"numberOfBytes": "32"
b
"t_struct (S)13_storage": {
"encoding": "inplace",
"label": "struct A.S",
"members": [
{
"astId": 3,
"contract": "fileA:A",
"label": "a",
"offset": 0,
"slot": "O",
"type": "t_uintl128"

"astId": 5,
"contract": "fileA:A",
"label": "b",
"offset": 16,

"slot": "O",

"type": "t_uintl128"

"astId": 9,

"contract": "fileA:A",
"label": "staticArray",
"offset": O,

"slot": "1",

[y
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(% L0

"type": "t_array(t_uint256)2_storage"

"astId": 12,

"contract": "fileA:A",
"label": "dynArray",
"offset": O,
"slot": "3",
"type": "t_array(t_uint256)dyn_storage"
}
1,
"numberOfBytes": "128"

by

"t_uintl128": {
"encoding": "inplace",
"label": "uint128",
"numberOfBytes": "16"

L

"t_uint256": {
"encoding": "inplace",
"label": "uint256",
"numberOfBytes": "32"

3.17 AHEPHFHER

Solidity f& 84 7 PUA> 32 i, KR FA e (B SHWT:
* 0x00-0x3f (64 F97): T WA A M 25 ]
* 0x40-0x5f (325F77): MFIMEINAFRAN (IR IR AR E) .
e 0x60-0x7f (327F%7): O{HHH

g 25 ) ] ATE SR A 2 TR (RIE TR 2 o) o O (LSRR U SR X sh &S AP B BEA 90 R4k, LRI
KEANEE (HR R AR 0x80) .

Solidity & ALHN RIRAFAE S IR NAFIEFT B ALEL, BT PAIXBENAFSE R EAMCRA 2SR (TEAR KT RE S B oX
L) o

Solidity * N AFHUA TR B Al 32 TR (W T bytes1 [ SRULdZ2 AL, (EXIT bytes Al
string RULNRIEM). ZYENAFEELR I8 NFEE R TEET. — Dl SR K R R R 55— A
R, e 2RETR .
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B FE Solidity A LEEMER BT 64 FATHIGI AT I, RN GE S RRIA R I
A BN PO EAE SR NAR AL, (B XA A ey IR, XA 2 B
o XD NAFATRESPEEFWATEEA & o PrPATRN A MAZI X TR B =S IR N B 2 BOEE

IR msize SRENR—NEXHEER NAF RO 240 B8, (BAEAE i W LT,
P P XA SR ST &7 A AR B A5 24

3.17.1 5&F#BEHNES

WA, WA ARSI S 768 (storage) AP RATIN. FTEE—2061 1.

AERAPHEFHBIF

RS T 32 AT (1 AME), (e T 128 Y (430, 44 32 F1)

uint8[4] a;

TSR PERSHERIBT

PATRSE M AEAFf R o 96 54Y (34 32 Al ) . (BAENAFH i1 128 5 (4 0, 44> 32 5Y) .

struct S {
uint a;
uint b;
uint8 c;

uint8 d;

3.18 EAIEEFiESH

— AR B T 8 i A B PR B IR ABL ALSE T RS, b, ABIAEEOR S HE e 32
FATHIAEE . TP SRR R 2 B A ) A

B 1 R B SR I E S IR TR R, o ABLZRASRY . F45E pRRCR G 1 — A 4 B 1) i %
BRTTFEN, MAZELM codesize BffEr, FEATERBIBMEENE & &AWL,
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3.19 FRTE

%, EVM T BTG BUEERBEAEAETE 256 DifFrh. BItL, 7ERRSEREILT, Y—AMEM BT 256 LUFF
I, AL B PR AR Y FUARP (2. Solidity 2 AR Sast T EAT A ] B 52 2198 A% (7 e B i A M S 4 45 e
ZRMHAATIXRERE R BN, FERF—MESAWNFZHT, FIRIAIEHRZEREERR, BN A Nl DA ok
VRS A (A R I B BB Ak o TR REH, FERF— BB b 2 i, SRR 0 (2 5 B B
3 W 2 B BRA B R .

R, i WAL A BT R BOA 2 XA A . SR ) NI 2 R 15 AT 256 {37 Solidity 88, 4
B A RUEZ(E BB B

BEAh, PRI T ORAYIRIEAZ M, FADHAE I L. B, TR JuMPT #5900 2
true, FrDAEAT/REGAME JUMPT W42 BT, FATRXT AT TERL.

B 7 BB RIS, Solidity £ IFARFE fi AR IN 2 E MR I B S0 H b A T B
A TG TR B, b E AR R R AR DT 256 (LR FOL T YRR AL

KR BHHIE HELNIE

n AR |0, HEn-1 | JlH R

Mk

/K 051 RN 1

ARFSRE | RABCEART | BRI S LY R R — A RUE RN A S R B AT S Rk ]
i RESILH— 159

TAFSHRA | AR E H B ARAE, BIrA RO EN T SRR — .

TR, AR IR T HR BN BRRA uint s, BITCAFSHY 8 (7268, BA AN ARE:

0000...0000 0000 0000
0000...0000 0000 0001
0000...0000 0000 0010

0000...0000 1111 1111

LRI EARRHE = AL N % -

0101...1101 0010 1010 g QR
0000...0000 0010 1010 FERHNME

YT int8, BIGAFS1N 8 28, HRkEE:
ik

1111...11171 1111 1111
1111...1111 1111 1110

EET )
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(% L0

1111...1111 1000 0000

4L

0000...0000 0000 0O0OGO
0000...0000 0000 0001
0000...0000 0000 0010

0000...0000 1111 1111

GRS FF 5Ly R (signextend) fFS0L, RIFAfEN I, AEN 0, EEA:
ke

0010...1010 1111 1111 T W
1111...1111 1111 1111 @B E R @&

%

1101...0101 0000 0100 Vol QO
0000...0000 0000 0100 FER WA

3.20 iE{CEDERST

Ve AST it iy — 7y, G andR it 7 AST Ao Y U I AU IR I FE R . Xl AT 2R H I,
FEELT AST A5 R A HRES A T RANSE Rl & e il TR

BEAh, Gaideeid FTDAAE O 4 B 3 AR 26 2 IR RS O RS o XX TR 2R R R B S 2

M T EANAER & b S s YA R o 24 1 7 B e T s A B, R AR o X Wit 0 35 HMh R

Bk BB AR (R 3C0).

X P ORR R OAD W R GE A B B AR R OAF R 48 AR RS SO MR R SC M AR R AF AE B T
output [ 'sources'] [sourceName] ['id'] 1, H v output =2 Ff i json 5 ¥ #% B

FO0 s, Bk AT JSON. X 3+ — Se St I AR P, gm iR AR S AT NI IR SO, X 8

RN J2 50 AR — BB g, T2 AR WS R ST . 3X 88 PR SO B AR R AF AT DA Bl o
output [ 'contracts'] [sourceName] [contractName] ['evm'] ['bytecode'] ['generatedSources']

R

ik WRAE B SAL MR E IR SCPER ORI, JRMRRRs o Bl — R RAT -1 T B R A ARG
AR ) PRI G A B 7 PR R A S )
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AST PYFBIIEI S 1 A R 455
s:l:f
Horr, s @A SR E BRGNP WFs i, 1 DA AL AU B K, £ 2 Bt
(T GIP
VRS ) F T I A TN . BN s 1 g im AR, W arRR. XEETR P
AR — AR S, WU, BRI F W&, MUAE T Wi s (k& AT ).
FBs, LML . J Al 1, o 8 -, FRBbETe o RIEA— %, N—"mBuRr b, b h—4
TEAR)— Bk . B — N FE, m, &8, TR BUESRE”. 45 6AFER (2) AL
AR, IXMREELIEIN, M EFIREFE, WESRED . XA AT AR R 0 E o, anfml—
AMERES BB, B — ME s T 24 5 AT
oA pE e TS I =t S R TR T S N U VN S W

o WR—AFEHE, WERHH— DN ICENE.

o WERED - DUT A F B A 2 21 .
XA N T R LR T EE
1:2:1;1:9:1;2:1:2;2:1:2;2:1:2
1:2:1;:9;2:1:2;;
LR, MEHET (verbatim) WEFRTFH, WHEBGEEZIC0W . WERBRTFHOA R K4S, M
ANIRIBTEM Z 55465

3.21 L8

Solidity i (5 AR W] O L AL 2l . FEBRAERDKP EHARERY 10 PEALERAIFE Yul IR AURS 4R A1ERY
B ks

BT BRI G AT Y ] — & WA BRgsa TSR AR EEHF IR T A A .

BT Yul LA BER KA, OB R DARS eR B T A B, (ERBRERAE Yul R AR RERY, BT
ARETT SR R RV . B R BOR T, HR S — B, SR B EGE . WREAT
SRR PHEAFE AR, FRATHE T AXT e B0 R HE Y o R, AR e Boe B mIPE g, i H
HAGRIEARLA O 1y, s nT ASE 4 M i R S0

HHl, 24 ——optimize 20 BT RGOS A T EAEM 0GRS, A PR AR Ly Yul A0S Yul fi
g%, Blan4{# f ABI coder v2 [}, A PAM# ] solc ——ir optimized ——optimize 3 4 Solidity JiY
FEE—ANMEAR Yul IR, [E)REHE, R PA# ] solc ——strict-assembly —-optimize Fj=4—/NJliSy
) Yul £z

i BIAL (peephole) fAk# Al BRSO B K, HEEE 7 /E JSON i E XM,
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BT AE R TR 2 6 FX P A S e S A A A0 SR S 22 40

3.21.1 #fi{t Solidity {tEBEYEF&L

SR, Mgl A i 2, AU R NI T A, Bt il EnT AR 24
LA AT ANTR TR R . B SN s BT S AL s N IRAL DAL . 45512 24 eR B AL — AT fE
FECERICHERIER, B, FoX S8 EZ Rz,

3.21.2 fiftFEMAERBZEHESR

— MR Uk, I X I R IR A G IR PPAl . 490 KB ASM fag i, AT AT DATE R B S ek o
B R (8 ——asm fll ——asm —-optimize FRFEMIHEIH ). 2R, 2435 53] Yal/dhE) L FRET, |
RE AR 2SS, B, sRECTRPNE, GIFESINRITRSES (WA ——ir fil ——optimize
——ir-optimized FiEMHIH) .

3.21.3 HiftBISRETT

BATUREL (—-optimize-runs ) KREOLE THEGAABIN, FralE i IS eE N RIEME S TR
RERE RN (R A) AT RA (ERREA) ZBM—MTESH. —1 s
Bom “17 K & A EE ST . AR, —DERE a1 SR AR KA HER
AT . ZSRE R 2% +32-1,

il — D ILRRAES, XOSEERE T IR IE R R A IERR . AR R s 7T REL
AR UCRSOR AU

3.21.4 ETREDAMIL IR

BT AR A UL A B 2 (U IEA T #2E . "EXE JUMPs fll JUMPDESTs Z [AKFHE2FP 81l 70 i A B . A
Xt (AR TIE S, FEREXTHERR . WAEEUEREI R B BGES N — N RIAA, mRIBAK h— &
LM—FIBEAN, KSR ) H AR

UEAb , BT BRI AR T T — A4 0 <l 7280 B ALk, B BRI 55 4 IR REFR B 2 AH
FMFRSX(EF A L), R ENET ARSI ey sl A B S ALE M R F PR 5
BAFIZEEA . R AR VLE, EHiRYE constant + constant = sum_of_constants
BX * 1= X XFRMHNE A RRR . BT NBIA R, IR AR RN A F R,
I B AR AR A 1, AT T AR 5 — AR

FLLARALAS S BRGAL MR B AT AR A (2 B AN, X285 BB RIS Keccak-256 My Aiv(E, ] DAYEZ %
IFREAT AL . B TE— TR ARSI
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PUSH 32

PUSH O
CALLDATALOAD
PUSH 100
DUP2

MSTORE
KECCAK256

HE T Yul

let x := calldataload(0)
mstore (x, 100)

let value := keccak256(x, 32)

LRGSR, AR ER B T A7 calldataload (0) BYMH, RJGHEHE] Keccak-256 W7 {H n] ATE
ik ITAl . X HATE mstore fll keccak256 Z[AIRA HALSE B BNAERIA AR FM, WRA—%
B GEINA (BUfEhk), AT T LB LRI N (BUfFhE) 1iciz. SR, XA ERRE— DB, 4
FATA] LAMRES 2 U F B8 A BRI AL

N/

let x := calldataload(0)

mstore (x, 100)

// Bmb W AFMEx > 100

let v := add(x, 32)

/) RFER x > 100 R, BAyIHFRAE B [x, x+32) .
mstore(y, 200)

// B AT LK X A Keccak-256# AT B T

let value := keccak256(x, 32)

P, RAAREFINAE BB, BB AE: 1, AR R T AT RESE T 1 IAE R s N LB RYIC 2. SR
PRI, XTAH, AL M R T Al RESE T 1 BFT S ELRICIZ, X AE, DA U R Ay m]
REAERIE 32 FATIAT S AL ERICHZ . AR m FOR—MERMALE, B 2XMERRI P 2l 5 sub (1,
m) HIMERTE M. XFTAEhl, WEREAMERIEC I — AR HE, AKX T m BHCIZRF R . W TN, W
REAMEPIEA N T 32 Ml 2**256 - 32 ZAMME, HBART m AHCIZRABRE . FERTA HARRT O
T, KT m BRI .

HHA— XN B 2. X 285 S BRI — AL T HREEHZE AT, BUAh, KTk,
FEAER AAF I B AL e 2 T —A ULAS) B

WERIATVHIETA JUMP F1 JUMPT #5451 AR, FATHEAT A — S8 AR P AR o R U — 31
ARIER bR (5 BT ek 2k, Wi H AR AT AR T8 ARITL) , FRAT A0 R % T RS Bk ARE R Fr e
A, PN E TR A JuMp HAR. WR—A JUMPT RIS T — &, TR oA Bk .
VERRIE—%, BAPPRIEESEE AT . RE R MR 45 BAL R F Rk
UFE R N LI S R e A KA N o\ M DR S e U (BB S T ey R e Y U AN R b R Y RN R SO 0E 0 )
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WHAFEEATIE S (BFAARTEMBR) . K5, BT A &SRR b e 6 G5 .

R PR ] TR ARG, A SRACRD BB/, I A J i) ARG R AR . SR — AN AU A
JUMPT A, HAE TR Rl — R, SRR B EARE S oumpT, Hk, RUT

uint x = 7;
datal[7] = 9;
if (datal[x]

l=x+2) // ENEHEARBERSRER
return 2;
else

return 1;

fi ik

datal[7] = 9;

return 1;

T AEX

M Solidity 0.8.2 fiUAFFUG , 45 55— AL TR, "B HX LE45 A A0 75 DR B L Le 0 5 DA “BkE ™ 2550 “faj e
TR Bk . SOM 2 TR ETERE . /N Solidity B Yul pREGIEATNER. $FHI&, PUSHTAG (tag) JUMP
JEHN A AR A, HBE JuMp BEFRICR” BEA” — N eRE S, HF HAE tag R A EAY (A0 B
R A TRIBRERRER), BERAS A JUMP S5, #iARich BT — Rk

Feal2, HIEPAT iR A Solidity RN A K rA T 2w Y S L 151

tag_return

tag_f

Jump /7 Ak N
tag_return:

...opcodes after call to f...

tag_f£f:
...body of function f...
Jump /7 RO

HE R A2 — MRS AT, I T ARALT tag £ AERIHORIUE tag_£ jump , S94LE:

tag_return
...body of function f...
jump

tag_return:

...opcodes after call to f...

tag_f:

[y
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(% L0

...body of function f...
Jump /7 Mk iR

e, BAENOUY, AR HAR AR PR T EOR AR ZE AR [ AR B, AT 2

...body of function f...
tag_return
Jump

tag_return:

...opcodes after call to f...

tag_f:
...body of function f...
jump /7 Mk R

TERXFOREOL T, “BIMLALILILRS (PeepholeOptimizer)” KFMM[RIR[MIBkAS . FRAMOL T, Fratl tag_£ K9S|
HERT AR, MABE, Reldb PR TS, BRI AR IR

...body of function f...

...opcodes after call to f...

PRIIE, X eR % £ IR & IR, AT AR £ royJstdfi S

Tewe s, HEUREARERY], ARG, WA NI EE, s, Xf
JE B O TR T BRI R RN . W HARIC R ARG | AR GITAT e BOM T B8t ) AR B 29 T4k
g (RIS runs”) .

3.21.5 EF Yul B9i{L 281k

BT Yul LS B LB BOMAL AL, EANTRRATE LR 7 s e e AST. AT H e, A
RAHH, HaRPK, (HAairit— 22K,

i TR AR T KR K, R EE T REE Zad i AREKBULTIOIE , 5 BRI R A
BA.

Pt F RTEER R 2 — Fhaiien S, AU Tl .

NEPRARRER T Yul (PR ETE BT L. DA A0 D B2 2 ) 2GR 4
* SSA Fif
o W TRAAH R
o TRy
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o TURNRIETH R &%
. SEAENEK

DAL

R FE T HEP AR T Yul BRAL SR T P BRI SR . ERTDAE R TR B E 2 X T2 MR E AT

RIS

YRR

E

SRT B

—

V&I T A AT

R TR X R &

SRS

H A e AR AR B

IEHARAE

RN

FWay GiRR &

< @O |l

EMHFMEE

[O)

ik X B

[

0]

]

Fak X %

T

q

Rk X4 &

VB GHENE

TR IMBIR 1

O[O |H | X

e it £5 %

-

A MK

F R 2R 3

FF AR I %

SRE &gz Sl

)

Fwm e ey E i (LiteralRematerialiser)

BT I

2l |H"|S|Q

PR R R AR

TURTAE A R &

A TR RS - WL

g

FH e

SSA R ¥ %

SSA %% 3%

s 1L E

Bl |<|[B|®W|B

FAER BB ASREEE

ZTn
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FI1-BIW
TR | £
s RER W FREIRE
u AR ey 452 B
d P45 1LAE

— BB IRAKH T BlockFlattener, FunctionGrouper, ForLoopInitRewriter {fiEETE. BT
XANERE, Yul fifb s SORTEN PR At AP R wl i B A

BT HEMAFifds (ReasoningBasedSimplifier) @—MEAb#s P9k, HEITERAL PR P A M . B —
A SMT SRR M (LA ARFR XA R BeAh, BB REIBRA I, TS AR T
BURIEER, BT DAV ) !

EEMILTR

BOANTEOUT , PUAASREHAUE SR A BRI 91 B TR IR P 4 o T AR —-yul-optimizations
PR A d X P A e L A 241

solc —-optimize —--ir-optimized --yul-optimizations 'dhfoD|[xarrscLMcCTU]uljmul:fDnTOc'

SRR FRES, SPmE B mE. ok, NPT AL 2 B 2 B A BURr i AL
. Wi, EEPRAEESA .

[ ) BUERF SR E—MER T 2, HE] Yul fURR R A sGR B o KR8 (Hm 12). s
(1)) ATRAME—NFA R RN, EAREIRE .

i BRI —F e, A SRR A ) AP PR B AE P R B P A 2 RTRLZ S5z AT, W P B S fir sl
UUIPSE/NINGZ IR

HRPH AT« 2rlikf, TR B SUNERTS, ABURERATS . R, DL AasF fiy o
RN BONRTE BT S o BeAh, R ST T A I PR BRSO S X BTSN, Rz, AN
RHAEFIIMAR, R — 2 BE TS

FashiE

AL PREA P FEAT R, (R AL AN A G AR IE R T XA IR TR R r A fE h e R o
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HIEER
BRI AST HaR ul— 4S8 #5 UL, oA A A RATAE A AST FRERA ME— 44 Pk X2 P A A LAk 2%
BrBe St . o — A rabg, PRRfFE SRR 2 B AR, XL T A IR AR 1 A

BrA e sl BAA — @k, BUFTAH B2 TR OREFME— o iXERE WPR TG ZG AL, Biar™/E
— BT ME— 24 R

ER#RF 2R

PRAER TH I AT ) R AOE SORS B e TR SR AR RS . R E B U ez Ja AT, st — il L B S%
e, BB, R R R R RS AN R AR T WL, 1y ELAS T RES | FIAEAN R e 25 2 i

AR,

XY B EFAL R, FTPAE R S A R AOE S, IF BT AISZ L AR KL, A5 il [T AST .

R 54 2%

PRI L AR AR T B AR T R B T Z G B o BRI R I AN 2 eR e i BT e R 5 —
AR, XA BRI S — A .

X2 )5, —MREFAEATIEREA:

{ I F... }

Hopr 1 l—A (WTRERZEN) K, NEEEMRErE L (BAEZEBHN), F R REuE XsE, iy
BA — AR 5 s AUE 3L

AP B AL, BATE R IIE D RS R AT A (L
TEIA SR ENIES

X BT for TRIRHIRIREACSRAERE S BRI A . FRANTEEEX A, TN ik X o &5 A %
Rk (ATRBIFI ).

for { Init... } C { Post... } {
Body. ..

3

et

for { Init... } 1 { Post... } {

if iszero(C) { break }

R
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(% L0

Body...
}

M5 AL RAGE AR, XA ), BRI A A P iR A BT DATEAER 2 S AT -

BIRIESSE

XPHFEHLLT for-loop HRIARAL 7 #5 2 ER 2 A -

for { Init... } C { Post... } {
Body...

i

ekt

Init...

for {} C { Post... } {
Body...

}

XA T HARM AR, PR FRATAT PAZ for JEFRIIAR BRI 52 2% AL .

ML

X EE TAARFEY, SIENEREIRL. B let x, v XFMREIIBFIBE A IE
A SR AR B 1L -

th SSA #%ik

XAAPER H R AR N — MR K, DMEHABA e A S S 2 Bty . S RIE R
UTHSR-RE (SSA) wIB, ANFEAE, AR phi” o8 EOR AR B2 B A [F 7 3B,
PN Yul 355 PONFAE AR D RE . M, MBI A I, AR — AN A —> 20 S gl B A
HEETEI AN SSA ZSRORIRFFEM U AIE, XM, TFsUiA T 25| 1] SSA 2 &

MR B

let a2 := calldataload(0)
let b := calldataload(0x20)
if gt(a, 0) {

b := mul (b, 0x20)

@RI
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a := add(a, 1)
sstore(a, add(b, 0x20))
i

W PAR BrA e P 9805, AR PR R BR -

{

let 1 :=0
let 2 9 := calldataload(_1)
let &2 := a_9
let 2 := 0x20
let b 10 := calldataload(_2)
let b := b_10
let 3 :=0
let 4 := gt(a_9, _3)
if _4
{
let _ 5 := 0x20
let b 11 := mul(b_10, _5)
b :=Db_11
}
let b 12 := Db
let 6 :=1
let a_13 := add(a_9, _6)
let 7 := 0x20
let 8 := add(b_12, _7)

sstore(a_13, _8)

}

TR, SR B ME— B O AL R b ORISR A E R ML, POMARIEIEHIR, o BAARFEME.
Pl A HoA 2 AR R SO S A BRI se, AR R AE miAgsl, MEAI5 1 AT AEE e
MR A TR (SCZ MR, R BERBEAE R BRSO R A AL

MR, XHEAHETEE AR, Mk, BERGZ . RIAEXBNMEEES MR, Wik, f—&
DA BT DA X L8 T, A de J BEARRD B K0
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RixX 528

%%iﬁit?}%ﬁj\%%m%‘ﬁn add (mload (0x123), mul (mload (0x456), 0x20)) XFEMFERAAL B — 4l
WS BRI, X AR B iz Feh N Pk, AR B0 F LA B A1E NS EL.

RN

{

let 1 := 0x20

let 2 := 0x456

let 3 := mload(_2)
let 4 := mul(_3, _1)
let 5 := 0x123

let 6 := mload(_5)
let z := add(_6, _4)

}

TR, XA A R o R R F Y

EAE M TIEIREAEN, FOREME R R AT O Wi praReaksle JNTn] LAY ] 44
AN E SRR Sh B IRFA A T, AITTETT XA FR L

BIG—REF LA (RSN BB A SR e b, A sl S EE e A

o

a

AL AR, RS EHHP RN, SRS IITREOA AR B, s fay ek
KA B FTAH L “Fha R SRR R TR FAT TR S M P 352

SSA it

XA BRUAT REH I B A R PR R B BUA A R B A IR MEL . FOTREL USSR AE , (Ho2 A ) BB
(4 AE 5 | AT A B 2 BT U

NE

{
let a =1
mstore (a, 2)
a = 3

}

e
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(% L0

mstore(a_1l, 2)
let a3 := 3

}

R e 3

X FARAEARD e o BB AL S i o (RFPE RS I HACR BRI A SR RE ), AT A R Hedfe:
e ¥ let a := vE N let a_i := v let a := a_i
* ffa = vEHA let a i = v a = a i, Hi i B—DEE, 15 a_i MR

BEAh, BURICSRM T a 09 1 B4 HIE, I a1 BHX a ERG . 25 a BRY AT EBSTERE D S
ERHREE AR, WR B BAE for FEIMADE post BRI, WIE for JEERMIARRET SRR R o A2R—A>
AR (EARE AL R, I A B IR R Z Ak, — B SSA ZE RERFFERE IR A 1 A7 B4
O, X EIEIEERS/ AR IT 4 A IE/Switch/ForLoop/Block 18] 2 5 I i E -

FEREBT BEZ 5 ST T AR TR e M AN A0 4y v ] 20 o

WAAERXABr Brz A Rk e A 120 ks . AR Bra by iR, Rt
WAL EL 2 AR . 5 T7 T, WIRAE SSA FefieZ JRiaf il 12k g, WRCRE .

TURMR(EHRR 28

SSA Heffe @AM a 1= a_i JEARIRME, A XEIREAEVF 2000 T TRER AL ER), A R fl 5

{

let a2 := 1
a := mload(a)
a := sload(a)

sstore(a, 1)

}

SSA FARFX A i B BN AT A2

{

let a1 :=1

let a := a_1

let a2 2 := mload(a_l)
a := a_2

let 2 3 := sload(a_2)
a := a_3

sstore(a_3, 1)
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TUARTRAETE R 2R R R AT a BIPEA =ANRME, BERREER a A, FHCRARD Bt ™k ) SSA TEaK
ok

{

let a1 := 1
let 2 2 := mload(a_l)
let a_3 := sload(a_2)

sstore(a_3, 1)

}

MR, E ST 2 ARG AT S IA BRI X
R PR P TS AT

AST B 7 17K o aEAES S BRI SE bl 2 R b . AR AR, JAZE T — S AURME
R RN (unused)”, “RPE (undecided)” FI “CHM (used)” =FARGEHIB, XAREE DHCH
HRBAAEAG PSRRI G

BRI, ERAMEBILLT RIE” RERIW (IR KT for JEPRAHERE) , 11 HAdAEA>
DAL R RSB A2 R AR ER O R YRR R, AT B AT
AT CRpE” RES, HARASHEAS “E.

TERE AL A STy, WSS DI RS AT R 40 32 o TERE I ATy, oK B PIAS 53 ST PR AT
At RAE— WL i A sl A AR R RS T A A o v S B ELA TN R 7 g ke

RO, SRPUET > R
©SRUH, ST > B
CRHGET, CEAEHT > T
XT For 1R5F, % IEEV AP FIMEBEERIE, TREALE. THRURREATRIACIF . SRR, RenIame T
SHEE R EIFBRERT . —WETRPIIELT, SRERE A,
ATERE ST ZOET, KA FFTR:

AT 1 B AT AR AR e M 5 BRI A ARG R B RS o AR A A IRAS S ek Bl £ B
i, =FAREMRES unused (REEM), undecided (R &) Flused (EEA) MAAR &K% (max)
#ufE, Hrfunused = 0, undecided = 1, used = 2,

IR IR TS

max (s, f£(s), £(£(s)), £(E(E£(s))), ...)

YENTERR GRS . BN £ HER ZAARIPMERTER, SR UIERE =M EREBE— AR, FHit
f(f(f(s))) MMZET s, £(s) B £(£(s)) Hpz—, HI

max (s, f(s), £(f(s))) = max(s, f£(s), £(£(s)), £(£(E£(s))), ...).

B, REIBTTRIEREYS T, N E = FARFRE.
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XEFAT BN T OLEY switch 154, BBk switch B4 T4 -

MR ITEREI, FrA T RE” RERTHE AN R, BRIz 2 — A8z ml
SR AR RE, RSN B,

TESE UG, B AT AR PSR IR BN R -
Xl RTE SSA Bl JE L RIEAT, PASERUh SSA YA L.

IR
a8t
RS FR A — AN E M. ERBEEWE R B RIER R, ERPPAS R T2 S (AR5
M HECRES . REBRBAML BN . AT IR 5
o KB (AR e Brb i P TE RIS FIRS B, ROk T RESR )
o AEIWERMEAERS (B0 call B selfdestruct)
o BEHUECE A NAE, T s OMRIRES R B R B
o BT 4T PCL AR/ INEGR IR R/ 1R

HIRR ST 2R

HARIAMIT R AR SR — MBI, TTRBIUBALPEIER TR . (ERDT AST i, BB 24
B, MR TR BRI, TR TR MR, SRt H AT A
AR ARV R a OBV, o IS HITPAIBORT, N a & b MElfeiER 0 —s, AR
b KA 7 B LAV

TEAE T FRIEHAL , WRAZ BAEARATIE R AR T © 28O B i, AR A K T XS B AL IZ & B R
Bian, FESEA for JEFRI;, FrARAE T AR S5 R T BU A A AR R -

Tz Eft

R K SR Al G S W DI G DN S LI PN < A= (R

BRFRAX RS

XS BRI de, XTR AL R 5| R B A B S B B EAN VLAY TRk X —4
AR, PO AR TR AR W R B .

WRAERE—MRIRAF, BrA A B R PR T2 AR 24 (e 4t

RPN S G VAT — DN RMER ST, XEWRE RPN R RE, b — ka2
KRBT ARG, R I AL RS TR B RF REAS 58 AT BRI 28 AE
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MR Z Fns T FR A g, WP RICHA R WA 2 th SSA TBX, AR AL BHE R W] IR S
L FRATA E L B kil

AR A PR B Z ATiaAT, Rk Aas 1 RIS AT B AT B B 4t
FixX E L8

FkA R AR B e, FFEA RSN HRAIR, WX + 0 —> XORFELARD,

BB TRIAX TR X + 0 BB, FEPLiafE s, B AR BT Y w2 e 2k, pA
TEREAS VLI R ARY IR BB, BIAEACAD 20 SSA K.

—EEA X - X -> 0 HFRTERGAA x BRSO T A, I S BRI E R R . T AR
SIS R, RIEENm L mE T e, FahRs R 8ith SSA LT SR hnas K.

SEEN LB YRLE (LiteralRematerialiser)

ATFLER.

TR RRAT 2R

AL B, 43518 sload (x) Ml mload (x) AU FIRA B A U miAEAEA AR ME, R EHniG.
WARARAS 2 SSA ), WOk
e s RS, TR VIIRE SR .

ETHEE LS

XA SMT SRS RAGA 1 £ K IF2E HHEL
o WR R PR R AERY (UNSAT), ARAKMKEAR SR ER, A TR AN ER -
o USR RRA A PR IR A tERANIALRY (UNSAT), B2 kit 1A, nTRAM 1 AUEr
HAELEZRMRABSMIE T, B R fed i .
B EVM IEFEAR, AFEHAE F AR 2.
JotkIlE: THE, SSA BEk.
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AR EL

&I RER

XA B TR L H AR H BRSO SN | B M S 2 TR SRS I R AL

RUFELE

AR AT A R R B R, A PRI S AT AR 26 (A8 UL
EE NN

Har, XA TEZARFEAIRDY, LR NEAEBA SCRAA/RER, TR FRREREXRT NS,
FAVARESRE — M E R

R

o UHIGEAE: A U< KM > = < KRS ST

o FEATA L LRI if EAS, HEA C< A& E > =07
AR -

« AAVFITT B

o BB E AL LR AL
IR Z B 2zt Tid SEAR ISR, B AR SSA KPR IR .
Jorh e B

BRABIERFRIER KRS

AAF A B -

EHR L 2S

fafl T ILAS PR A -
« i pop (5AF) FUBFif, HZSHRLTRAE if
« BIRASIIERIA switch 1710
o QERATEAEBRNNE DL, MR 251 switch 7§50
« pop (Fik) MBBEA &Y switch
o JEERBIT switch A2 if
« i pop (Fka) AT HACE switch, H I BRIAKEBL
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o JHUEHCHY A PFRE P A Y i ik U8 e switch

o B for Bl & BRI, FEBCA HiAt break/continue [ I TR 1 £

* BERRECKER leave
X LEBRAEE A TR . SR ES A4 ] (LS AT 2RI S5, B S T AL
Pl e AR AR AE Hl P i AR P ST SR TR R ATAE break il continue 4.

JoARE BRSBTS, TRFMIRE A, EEARS: 5IA T EVM BRI, It H AT RN T
EVM 15,

FEACEDIHBRES

XA BOMER 1A AT EA ) AR .

TFoyET SIS 2 F 8 TE— N X B N AT A 40 A, HLHITE A leave, return, invalid, break, continue, selfdestruct,
revert SR A e U RER, I JoFR M

PREUE R B TR, PUMENTATRERC I ACRDIA I, IOl 2 iy .
PR AE for JEFRAY init BRApFEHIAYAS B, HOEH S JREIEIMA, FrAFRATEORIEH WGBS S P IR
HIiz47

Jotk IR TRIMIAATE S &%, sREGE TR, BB 41as

FE eI EERRES

MR Z HAN mstore (k, v) /sstore(k, v) WEA, EdEyEA HAE, 7 H k f v EREZAL,
MRZA PR MPR mstore (k, v) Ml sstore(k, v) BMH.

UNRAE SSA B ANl M AR IR 2 JaiatT, AR P IRA R, N SSA K fRAE RA Sl
A7, ME A H B AR TR EAH R A 1S 20 T S EFT i S8 AR S =

JotkZEPE: IHEG, RIS 2

RIEE AT IRES

XM T BT RS | B R R E
B T ARG SRR . WERFEIIHEE T — ARSI (E, FAAFPRE , HHALR
2

P Al R SR is s E R CRPORERZRER) AR .
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SHaE{tas

BRI IR, L5 E T T AR A

* J pop (F ) AR if TR SRR K

o A HL AR if 154)

o MHERA FER AT if 155

o JEEABIE switch A8 B if

* Jl pop (R#&ER) FIRETFARME switch, JHBOIANE DL

o JERIPUPECH SRR IR, IR AU e switch

o JHHAIRACER 2 AT A B A RY for EER
PR T s o

LR IR 28

XA B AR SRS 24 0 BT A AR TE AR IR R E . BT B gy, HARHRINER
BT, DAPREF s B A AR e .

{

let x := 2

let v := 3

mstore (x, V)

}

e

{
let x := 2

let v := 3

mstore (x, Vy)

}

HEAREA B, A G, A BV s A R
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BERFERBEX

RO (BT R 2000 SSA 5 RIS S35 2 51
SR AEIRFRER R S ISR BB 16 W28 P 3 A5 BT R SRS 57
2ok

o AR DA TS B AR S TS L AT AT

o TR B SSA BEHU A ME T LS T DL IE

BRI

BRI IL 2R

X T S HOR LB R B Ll AL

WR—AEE, BN, function f(a, b) { sstore (a, b) }, WHHANAFMSE, B, £ (x,
5), H x @2 —MFREAF, ATPAE RN ER A £ kLT M, BT E 28, R

function f_1(a_1) {
let b_1 := 5
sstore(a_1, b_1)
3

FAt AL BERF REAS X BRBCHAT S 2 AL . D0 A0 R F2 BENIR LR 2 i N BB ) R 5o T
Jopk Il JHEG, AT
U IR SRR Ffd: (LiteralRematerialiser) {2 S5ae a5, RS EA R IERPER) L 251

RERPHBSHEER

X MR BB R 25

ME—NSEEEHH, WAYE function f(a,b,c) —> x, v { x := div(a,b) }HWcHfly, ¥
TN ZSEOF @R 8 R, W FoR:

function f(a,b) > x { x := div(a,b) }

function f2(a,b,c) > x, v { x := f(a,b) }

HAFEAN £ 5B 2. Z G T TR, PABIERITAXT £2 15 IS £ B it
JEHA IR JHEG, BRI, TR SRR B

SR AR X A O T IR R R A R R . B BT A BE A TR AL function
£(x) —> y { revert(y, y} } HoFmEE y FOHME o X, BERATRES ESiXm L
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KERMTEFHFRRSE

AR AL, MBRZ R sstore MINAEFEMETEN] . X T4 sstore, WIRITAE AR BERERIKE T
(T RXHH revert (), invalid (), BGHRIBIH) 8580 —4 sstore, hAbdR ] AREERH S S
—NIEAE, ZIEARF RN ER . SR, WURAERILG sstore MKIZ Z [AIG H4RME, BUEEER sstore, il
APRFALHMER . XA EIE . AN, AT R e R R, DA REIERT S5 004G
sstore G A[EH sload.

B, FEf A

{
let ¢ := calldataload(0)
sstore(c, 1)
if ¢ {
sstore(c, 2)
}
sstore(c, 3)

}

FEIBAT R B AT R AR B, KRR I AR AR

{
let ¢ := calldataload(0)
if ¢ { }
sstore(c, 3)

}

XA R, S — BRI, B DAE R SNRRY yul B2 ke, PROAURAEAT il ACAS B A AR
LR, BrA AR AR O R . SR, AERREUMTR, IS sstore KL, INEATARIE—
HEJTRETERE, WAFA B S S A, BroA R S iU B A S BN A B S N, TR S
b3 o

BEHFDA SSA T3

e st : Disambiguator, ForLooplInitRewriter.

ENERBEER

WERPIA R BAETA LR, A AR e, (HARVHMEMERHDY , IR2XH A — A BT
5 S — R B

SEBr AN R D e e ph R T ) A PR IR T
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ER$ P EX
RixXAEX

DA iR A L YR T DARE pR RS R PRI R BRI T R AR P Y R R AL, eSO -
o R[S E— R
s A—MRr = < BHCRER> WEK,
s BRI AT, WEARBAH .
BOh, XTHARSE, AT RN
* ZRCENREENHY
o ASBAERBIE P BEIIARIPIR, S RSEMAEE (A RN 1, i1 Oxff DA%
0
Bl RN REREUR . function £(...) —> r { r := E } P EB—DAGIH r iR
X, RO P R 250 e nI RS s s

AR SR R i R
KA RE T BAT ME— S AR PR .

T2MEX

54 NI BR B AR B T AL R B A o X AE R B AL OU T BB 23 By, IR e i 1 C
WK, EHBEA R Ak eoh, IBE R AR @B, AN TR T B A i AR i A2 S R
e Ak, MR, W RET ARSI B AR B . BN, dn—1 k%
SRR AT, S B AL .

FERBRERE A, — AR RSO IR BT R R0 2 A5 BB . H AT R X7 2 A IR R bR
B BRARGOR T AR BRI B — R B BRI A B R4 R/ I BR BRI, T A 6 2 B e 50 ) e
RPN V@

TEARK, FATATRESMA—AEHAM, EASLAI— R T N, 1@ X T Lol A B, 3
EWHE AR I, RS RE R MBS, 25, BATTAERX A% s RisfT
it WRECRARKIGET, IBARXD LT IMLm R B OR B R ok, A5 AL ISR iy ek A G

3.21. {{LeR 263



Solidity Documentation, 4 1ThaZ 0.8.20

g

i TR AR T AR I AT . B ERF 2 B R AR AL A R i B ks, I s R
A REHITH A R R PR S AR LAY T g

R EHER

X GFRBASFIRA B . EICIEA — 5 AR R P38 il — M IR 3. XA BESE
ERE T RRER AR RS HATIY . EANEANEM TR BRI R AR — R ER
FIE ) B 1) (078 2 AR A A o K5 T AR R TR L, IR SR T e f

TR, ALK BRI 2 RG2S IR

HEtlet x := add(0, 2) let y := mul(x, mload(2)) AEEHEH, FNER-FEHEMEL add
Al mload HYIF R - R XA G280, FR add 2SI,

LG EHE RS R, ARy S X2 T, Hik, FB let x := add(0, 2) let y :=
mul (x, 3) #FEHHN let v 1= mul(add (0, 2), 3), R4 add HAEMRHETTETEHE X 3 J5IT.

SSA 23

e /NI TR, AR E S TR R AR G R AL PR A A, WA B TR SSA FEH
AR

FMTA Y SSA TE K EVM Hl WebAssembly (AU A U@ A FII , BN B T2 Rl AL & . S
R IR B A A A &, T2 B N AE B B

SSA BEHRIE

let a2 := calldataload(0)

mstore (a, 1)

let a2 1 := calldataload(0)
let a2 := a_1

mstore (a_1, 1)

let a_2 := calldataload(0x20)

FERTET N a T T2 a1, AR a. SSA Rl TiXMIEiEa), SRR rs AU 54 .
FiE R B A

let a := calldataload(0)
let a1 := a

ANy
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(% L0
mstore(a_1, 1)
a := calldataload (0x20)
let a2 := a

XA AR A SR R, (H2 S IRATIAEE Tl T2 R T, B a BT Bl a_1
(EF] a EEHIRE) . KI5, AREHSHCERG AR a_1, NS SSA 5k,

Wk EEGa2E

ERAKSS HE UL AC RS AR IR A R F) — N IR, AR ek, A 16 MERTAYRERERR B, W DAl T
FEA . X B 16 ANRTRAS R . R4 ER R Yul AUBSH-1F H i EVM 3t . &4
i 22 S UDN DI EY: leos [We - sk 4L P S G e

XA X AP I R AL, ARG S BR PRI ARIR IR, ABURIN BR 2 B A HE P 1Y

S oy | =N
TAESCH .

—BHRW, XIMEFREEZZIR.

BRIt

T AL BB i f e e A B sORBFAR 5 o 240K, X A AR sCR 70 2 1A
BARMNE O AR A . o, A GRAA A E R R Z BB 2, B4 BT R
SEFEME. XA A AL R, R ESE N R RGN, BT AR (L S0), (R
Fk AT, B AE BVM _E454—4> DUP #:4ERD

FEY B TR 0 BT e R R B B 2 Wi, Sk S i RO T AS Bh Y . AR BR(E AR E E i A B ]
HRESRIFRR, A8 ARG SO 2 A E A .

FIpEIRR A

WG R SMEER SR A -
AL EH) o, B

for { ... } 1 { ... } |

if iszero(c) { break }

}

N
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for { ... } c { ... } {

}

[IN=8:&izi8

for { ... } 1 { ... } {
if ¢ { break }

}

H

for { ... } iszero(c) { ... } {

:

TR SRR B S AR A PR BB T -

% EH WebAssembly
FEDIEE

P B REN — A BARFEAFE (“main”) BIREL, EEAMANR .
W R A% o

3.22 &4ITRIE

Solidity #i s H 24 s—4> JSON 3t XU EPIR XEHIFAAEE:
o Ifi 5 & 2% H.: ABLHI NatSpec S0
o GTE IR I IRIEC AR E ALY AR UA . G A B A AR S

BOATEOL T, ghideas 2R TCRU SO TPFS M (R MBI S AR T F15i. O~ —E 2RI 59)
KB, RXFE, AARZAT TSR, T DA Bk i 7 A 2% SO, TR K B4 s AR (1 . Hitth
]I L Swarm WAy (EMIANEE 7405 BT CRR G (. X LER Tl id A7 0 JSON 457 JEATHCE .

BB ARE TORH SO A AT 2] IPFS, Swarm S HARAR 55, PASE AL AT AT E . R AL solc
--metadata figdFfll ——output-dir ZHCRAIEZ M. WEREA X NS OB PES BIAR R . oC
Wt B0 7% IPES Rl Swarm XA YT, FrDARR 1 oCBuleSCrroh, Bk b2l EAL g B IESCH: . Xt IPFS,
ipfs addiR[I CID SR E (A2 SR B sha2-256 WA (i) B3 57355 oA 35 B e A (EL R DL
LG
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TUHRE SRR SR o R R B2 AR TR 77 U B . IR S e B e s i 515, R
BT, R TR A R EI T, ARSI A AV R, SRR
THERHEI.

{
/s HEBWER, ABRNEBEFTTL.
"compiler": {
/7 T AERLEH W R FES N e A E
"keccak256": "0x123...",
// X Solidity Rt EZ L HEy: HFE KA
"version": "0.8.2+commit.661d1103"

by
/b BRBHEEES, KoL BAEH “TRA"
"language": "Solidity",
/S Bl ERE R
"output": {
/7 ¥ B HE ABT R X, L ‘@4 ABI MLE”
"abi": [/* ... */],
// bk AW I K #F NatSpec X A%, # W https://docs.soliditylang.org/en/latest/
—natspec—format.html
"devdoc": {
// & % @author NatSpec¥F B W W &
"author": "John Doe",
// A& ¥ @dev NatSpec F WA &
"details": "Interface of the ERC20 standard as defined in the EIP. See https://

—eips.ethereum.org/EIPS/eip-20 for details",

"errors": {
"MintToZeroAddress ()" : {
"details": "Cannot mint to zero address"
}
s
"events": {
"Transfer (address, address,uint256) ": {
"details": "Emitted when ‘value® tokens are moved from one account ( from ).
—~toanother (“to™).",
"params": {
"from": "The sender address",
"to": "The receiver address",
"value": "The token amount"
}
}
by
"kind": "dev",

"methods": {

"transfer (address,uint256) ": {

(AN

3.22. 24 THIE 267



Solidity Documentation, A& {ThE4~ 0.8.20

(€A

// FEHW @dev NatSpec F B WA &
"details": "Returns a boolean value indicating whether the operation.
—succeeded. Must be called by the token holder address",
// J ¥ W @param NatSpec F B # A %&
"params": {
" _value": "The amount tokens to be transferred",
" _to": "The receiver address"
by
// @return NatSpec F B W W & .
"returns": {
/) R FE, BEvard f (X E £
< “success” ) . WRRE WvarZ ke LW, “_0" {EAHE.

"success": "a boolean value indicating whether the operation succeeded"

by
"stateVariables": {
"owner": {
// WAL EW @dev NatSpec FE i i %
"details": "Must be set during contract creation. Can then only be changed.
—by the owner"
}
by
// A& ¥ @title NatSpec FHEWH X
"title": "MyERC20: an example ERC20",
"version": 1 // NatSpec M &
o
// bk AWM P NatSpec X A%. HH W “NatSpec B R
"userdoc": {
"errors": {
"ApprovalCallerNotOwnerNorApproved () ": [
{

"notice": "The caller must own the token or be an approved operator."

I
"events": {
"Transfer (address, address,uint256)": {

"notice": "' _value  tokens have been moved from "from® to “to "

b
"kind": "user",

"methods": {

(AN
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(€A

"transfer (address,uint256) ": {

"notice": "Transfers ~_value tokens to address "~ _to "

by
"version": 1 // NatSpec M &

by
/0 b#: REHBRE. RBHFER JSON AW R E.
// B FEARE JSON By N #y  “setting” FHE X
"settings": {
// X Solidity X UWELFEWH: XUHBREUNRAHABGLAHEN LK.
"compilationTarget": {
"myDirectory/myFile.sol": "MyContract"
by
// X Solidity Xkt & sb ¥ H .
"evmVersion": "london",
// % Solidity kPt B EH: HAHES AL,
"libraries": {
"MyLib": "0x123123..."
by
"metadata": {
// R B E N json WHAWKRE, BRIAA “true”
"appendCBOR": true,
/) R BN json WHAWKRE, BRIAA “ipfs”
"bytecodeHash": "ipfs",
/SR BN json WHAWBKE, BRAA “false”
"useLiteralContent": true
by
// Ak iR E. “enabled” fo “runs” FEHRUEUFH, RATHEZRZE.
"optimizer": {
"details": {
"constantOptimizer": false,
"cse": false,
"deduplicate": false,
// inliner B\ A “true”
"inliner": true,
// jumpdestRemover 2ki\ % “true”
"jumpdestRemover": true,
"orderLiterals": false,
// peephole % I\ % “true”
"peephole": true,
"yul": true,

// —u]‘ji ,TX\E]:/' uyuln 7@ utruen B"J’j’ﬁf}lr&

(AN
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(£ b0
"yulDetails": {
"optimizerSteps": "dhfoDgvulfnTUtnIf...",
"stackAllocation": false

}
I
"enabled": true,
"runs": 500
by
// X Solidity kW RS M BNEH A HF A K.
"remappings": [ ":g=/dir" ]
by
/¥ RBERERXHE/RET, BAXHEE
"sources": {
"destructible": {

/7 ik (BREERT “url” ) @ BXHHFEAE

"content": "contract destructible is owned { function destroy() { if (msg.
—sender == owner) selfdestruct (owner); } ",

J/ bk B X H W keccak256 " A& fH

"keccak256": "0x234..."

by
"myDirectory/myFile.sol": {
// sb i R X B keccak256 % A

"keccak256": "0x123...",
// M RX R % W SPDX ¥ IR AR R AF
"license": "MIT",

// b (BREFEHT “content” |, W LX) : 8K X WHF URL,
/SR TEERE, EEWNERA IPFS URL
"urls": [ "bzz-raw://7d7a...", "dweb:/ipfs/QmN..." ]
}
by
/7 sk TG B R A B IR A

"version": 1

Bl TR AN TR BOAL SO A EL, X TR A e A T B S BT AR A
AL SO 22 Bk AR s, i HL i oC R s A S IR S A, — S AR S S
AN [ B ORI [l ) 51

ik LRI ABLE A EE Y . B0 DAREH Fiif SR RA N s . Aid, M Solidity 0.5.12 iR A<TF
R, B R E RN -
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3.22.1 #FF TP TRIES F EHEITHD

Gk H BTV CRA SCPERY TPES 1575 (in CID vO) - RG24 AR PRI 2 7R A R . R mT e 6l
I Swarm W (EACHF IPFS, sl /i SEietnat. AR 20 Al REi 5B

{

"ipfs": "<metadata hash>",

J/ BB B E P “bytecodeHash” k “bzzri” |, WA R E “ipfs” W & “bzzrl”
"bzzrl": "<metadata hash>",

// VNH B R A ME R “bzzr0” WA & “bzzrl”

"bzzr0": "<metadata hash>",

/7 R R T R e RO A K Ay S IR M T R

"experimental": true,

"solc": "<compiler version>"

}

BRA AT 58 AT 8 2 S RE DAA =R oo 8 S, PR X 2845 B A7/ CBOR - i, 255 o 1 B
Ja N F5 28 CBOR gt fF B AL A F XML, AT PAH CBOR s A X 715 i iR A % F o it
TS .

5155 Metadata Playground 25 & 52 FREAE

SOLC [ R A MAME FW_ETR I 3 N IRA GRS (F8 ., WERIRN T A S &), MR
ALGE A BB A AR, AR e A FIA E H

M 4THE ——no-cbor-metadata A DA KBkt oA A ERE B A R i BN . [RIBERE, A% JSON
i AP HITR R FEE settings . metadata. appendCBOR A] DA E N false,

£5iE: CBOR MGt n] REAL & HoA g, PR il & A T i AR 2 i) CBOR K R sE &g s, -
36241 CBOR 4piigs . ANEARHIDA 0xa264 B 0xa2 0x64 'i' 'p' 'f' 's' H3LHEHE.

3.22.2 HapftEEO 4T NatSpec BIfER %

JCRARR AT R s MBS A ER AT (G E) SR G, exH S ol st
) IPFS/Swarm I 7y ) CBOR 4o 7y EAT A o Sl 1 iXIe A (B, ORISR RS ZR ok . %30 JSON figt
B B — LT IR AR

I, AT AGE ] ABL &2 H 8l A — AR P A

BEAh, Eeflifn] LA NatSpec Ji U SCR, e S G LA TACE I, ) UR R — 2 TR R, [
I KA ) 25 A AT HRAN

A RHANFE, HREBA K 8 REZHE (NatSpec) X
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3.22.3 [ERREBIEIFRE
WS /%A, AT LA TPRS/Swarm 3KEUE 21 TCE0R . TCEURSCUHA 45 S0 URL =, IPFS M7
8, AR, RIEMgGspiEm—uEa.

A TRREEE, BT A S B BRI U A AR, RS R TR S B S A TR A T L
B

1T e B AR AR OIS A (AR RS A — 23, PRI DA A S b e s AR A . SO s B A
Cibe S ss @ NGl bl €11 ey (RSN bl €Tyt She 1= SUR S HE 'S

Sourcify I —HHERET “SE4/5E L, TFAFSCIFATFIELE IPFS L, DAGEGE T TERCRIA A (717
i

3.23 &%) ABI #3E

3.23.1 EAXit

HANM RN (ABL) Z2AEARYIESRGEH 5 G A ERINMETT X, 5 KBRS 298] Y
AH. . FURRIE R T, ARG BTk . HiGAZ BRR, I —FRrE R (schema)
KT

MBI AL 1 R B BRI, ARG IEIE, HF Hog iy . FNERIrA G ATEM XA E
AT A JH A AT 5 249 2 10 S

AT B A DRSS I SO A TEIs AT A RE ) 52 -
3.23.2 FHBEFI
— /RO B A TSP R E TR A R B e R4 1Y) Keccak-256 MG A (EIYHT 4 5517 (R

TELEMRERT) o B4 W08 SO EAR IR RIS ARG, oA R i SR e, ol 2 A 15 S S 585
KIREA . SRR —E S H] - AR

ik — AR R R AUR 2 XA 385y« AESolidity # F 3 & 2% p, SRPIZRAURGE . R 2N
TRFFRBOR AT S RSO3 . SRIMTISON 434 o9 ABI FN[RIEHI & T Hr AR H
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3.23.3 &H#4mho

MER S FHAITT IR PRI SR X S B A A 7, Lt R MEAI SR S Rt S OT R RR Y
I AT, T RAR R BRI 4 A7 A T 2P T 2 A

3.23.4 3R
PAR /2 B2 A
o uint<M>: MAIITLEFEHEL, 0 < M <= 256, M % 8 == 0, ffl{l: uint32, uint8, uint256.,

o int<M>: DA2 RMEBVERNFF S M AEEE, 0 < M <= 256, M % 8 ==

* address: [T FH EEBANES R AIPAYN, EMT uint160, EITERREGEES T,
A address.,

e uint,int:uint256,int256 & H W E XiE. FE MR EEEEEs T, & ] uint 256 fil int 256,
* bool: FEfrT uint8, HYAMRE R 05 1. FEITHRRREERERS T, @HEMLH bool.

o fixed<M>x<N>: M{HEFSHE G/ NI T UEHET, 8 <= M <= 256, M & 8 == 0, HO
< N <= 80, HffHEvEv / (10 ** N),

(&

e ufixed<M>x<N>: L5 5 fixed<M>x<N>.

e fixed, ufixed: fixed128x18, ufixed128x18 %& [ 1K[E i, FETTEFIEEEFIE T, @l
F fixed128x18 fll ufixed128x18,

s bytes<M>: MFEFHMW_FEFIZEE, 0 < M <= 32,
e function: —/HuhE (20 F4Y) ZJFER— D REOERA (4 7707). G2 ESMT bytes24,
PATF 2 i KR 2 -

* <type>[M]: A MAJCRMERYLA, M >= 0, HAUENAERL,

ik BRI ABL M W] ARGA R CR A E KA, B ikae A SR e,

PATR R R
* bytes: FNEI/PMFATFA.
* string: BN unicode FAFER, @H R IA UTE-8 4ifid.
* <type>[]: JUR ML ERBME KL,
WA T RASE] — G S b, S HIT, AR — A>Tt (tuple):
* (T1,T2,...,Tn): M T1, .., Tn, n >= 0 HEAITCH

MTCM T, HTCH M A S MR AT RERY . D AMB AT DA ICA (M n == 0 1),
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& Solidity Br5fZ] ABI S5%Y

Solidity 32 BRI/ M HRIER T ICHLZ AN T A [ 4428284 . 55 —TJ7 T, — 2 Solidity JEAAHE ABI 3085, FRAE
Zektisn TANJET ABI Y Solidity JE2 , FE A /R TAURENTH ABI 2824,

Solidity ABI

address payable address

& address
R uint8

AP AR LER | HEAERR
£ Htk T4 (tuple)

il AE0.8.0 AZHT, MEERT AL 256 R bt, FH dif/ MOEBERILFOR . HOR/NRIG al DA%
AT IR AR -

3.23.5 RIBEYIEITIRE

FEPIOT RGN B, IR -SSR ER A, XL EERRIA

L i — Aﬁ%ﬁ%&ﬂmﬁmﬁm BOBCAL S5 N I (E A TR BE, BRIV 5 DU 32 O Ok A R
a_ilk]I o TE ABL FYHT—MRAT, ERIRHIT, BBk 8o 5 s S S80S 808
%@wmo

2. SRR B A S B R, BT EE ALY, RIE R AR CHbhE.

3.23.6 fmiBAIFZINILHE
FATX o TESMBISIA. FERAR HEMLE, MaSEALRTE Y A 5 — > ol 7 Fo i o7 Bk
Y I2P
WS DU RBIRR R “sha&”:
* bytes
e string
CAEEERB T T
s EEHSRM THEREA k], Hk >=0
s MEIESM TL (1 <= 1 <= k) MEMIC4 (T1, ..., Tk)
I AL R B GEAR  “H7
X len(a) fe— A HEHRI TR a TR, len(a) BIRBPLEIN uint256.

274 Chapter 3. HZ



Solidity Documentation, 4 {ThRZ 0.8.20

RATIELFRA D enc & Ch—A i ABL 2872 — JEHIF 47 B A AIMLS, BRI, 24 HAY X A2 5)
S, len(enc (X)) A2KHEIT x A

S LR ABIE X, FRATHME X Y SEBr 2R AL IHHE X enc (X) «
e (T1,...,Tk) XT k >= 0 HAFEEHEA 11, ..., Tk

enc(X) = head(X(1)) ... head(X(k)) tail(X(1)) ... tail(X(k))

XHE, X = (X(1), ..., X(k)) I H head #l tail gz X HUWF Ti :

SR Ti RS
head (X (1)) = enc(X(i)) fltail(x(i)) = "" (Z=FHH)

0, BT ORBhASAN, EAIE LR
head (X (1)) = enc(len( head(X(1l)) ... head(X(k)) tail(X (1))
tail(X(i-1)) )) tail(X(i)) = enc(X(1))

HE, ESSEANFEI T, BT head H0 0K UG TEAM ARE, FTPA head (X (1)) 2& X
). ERMEEM enc (X) BIIFIRFGEM, tail (X (1)) AIEIANFE head (X (1)) THImFEE.

T (k] XTAER T il k:

enc (X) = enc((X[0], ..., X[k=11))

B, Bt g R A R 22U k D ITRAUS ST B R i 1Y o

T[] Y4 XHkATE (kAR uint256):

enc (X) = enc (k) enc((X[0], ..., X[k=11))

WUl , By AR FE LR k TR T (RIS k 84, Bigh R A .
HA k FATKBEM bytes, (RERHIAEN uint256):

enc(X) = enc(k) pad_right (X), B, 84S uint256, KIRFELRM X 1FATHE )7
B, FAERTH (A1) #b ERTPASE len (enc (X)) BN 32 MRS I/ BB/ O (5 B .

string:

enc (X) = enc (enc_utf8 (X)), B X ¥ UTF-8 4, HAEJGEeas X AME R bytes 2K
B, R, TEBEJS R R ] B K R UTE-8 4l i F A B 2 ke, T A2 H 2 8

uint<M>: enc (X) ¥ X MRGF RSN (ZE0) #h et 0 EHFA AR Bl 32 345,
address: 5 uint160 B OAHE .

int<M>: enc (X) 27 X BRIFH 2 BORME g ISR m AL (ZE0) BT 53 8 PAGEHHR BE A
327 M BRIEN 0x £ MR, X IERL, o O {7 i .

bool: Huint8 W IHIE, 1 FIEFAR true, 0 FE R false,
fixed<M>x<N>: enc (X) B2 enc(X * 10**N), Hrhx * 10**N 0] PAMEf#E N int256,

fixed: 5 fixed128x18 HYHILAEIA .
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e ufixed<M>x<N>: enc (X) & enc (X * 10**N) , Ht x * 10**N A PAPEf#EH uint256,

e ufixed: H ufixed128x18 MIEHLHIIH .

* bytes<M>: enc (X) #/2 X WFAFHIN F AR B, 32 FATMa i1 0 (H515.
R, XMTAERER X, len(enc (X)) #b2 32 Mf4L.

3.23.7 R¥EFRNSH D

BT, MiFES8a 1, ..., a_n BeREL £ R WL A:
function_selector (£) enc((a_l, ..., a_n))
ERPREME v_1, ..., v_k SPHLA:
enc((v_l, ..., v_k))

WAL, REMESPEHEN— e (tple) HFTHY.

3.23.8 Rl

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

contract Foo {
function bar (bytes3[2] memory) public pure {}
function baz (uint32 x, bool y) public pure returns (bool r) { r = x > 32 || y; }

function sam(bytes memory, bool, uint[] memory) public pure {}

Hik, MFHATGBIF Foo, WRLAEA 69 Fl true S HIHH baz, FHATEILTFELE 68 Fo7, WA
G

e Oxcded77c0: FEID, X H ASCI £ baz (uint 32, bool) %44 ) Keccak My Z 1w 4 F37 .

* 0x0000000000000000000000000000000000000000000000000000000000000045: 55—+
B — BN O ET RN EE] 32 T uint32 fE 69,

« 0x0000000000000000000000000000000000000000000000000000000000000001: &5 4%
B, — A0 0 [EF 4] 32 ZFAT Y boolean {H true.

A

0xcdcd77c0000000000000000000000000000000000000000000000000000000000000004500000000000000000000000000¢
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B R B — A bool. A E R B false, A E W MR — A F WA
0x0000000000000000000000000000000000000000000000000000000000000000, — 4~ bool
{H.

TEARIEATRE ["abe™, "def"] MSEIN bar, ATSIFTEALIE 68 FH47, AR
e Oxfce353f6: KL ID, JHH bar (bytes3[2]) AL,

* 0x6162630000000000000000000000000000000000000000000000000000000000: #—/>%
B —ilor, — A bytes3 {H "abc" (LX),

* 0x6465660000000000000000000000000000000000000000000000000000000000: H—4~Z
B —H5r, —>bytes3 fH "def" (AXI5F).

A

O0xfce353£661626300000000000000000000000000000000000000000000000000000000006465660000000

WARFATEA "dave™, true M (1,2, 3] {EASEIIM sam, WATEILFZALE 292 5747, W PASHER

* 0xa5643bf2: FEID, XEME4 sam (bytes,bool, uint256(]1) PTRIEM. W, uint &
e HMAA KR uint 256,

+ 0x0000000000000000000000000000000000000000000000000000000000000060: FHF—4Z
(SR BT E, BNSEERILYTT IR SRR T8 X E, 2 0x60.

+ 0x0000000000000000000000000000000000000000000000000000000000000001: &=/
¥ boolean [¥] true,

+ 0x00000000000000000000000000000000000000000000000000000000000000a0: &=/
B (BhASEAL) MBI TIAE, BFETEOTE. EiXE, & 0xal.

« 0x0000000000000000000000000000000000000000000000000000000000000004: FH—4%
BB, AFE AN TENBUER R, fEXE, 24,

* 0x6461766500000000000000000000000000000000000000000000000000000000: FHF—4Z

BN "dave" i) UTE-8 4l (FEIXHLAF[ T ASCIL i), FHAEAM (RGL) M O fEF T 4b5eH]
32 AT

* 0x0000000000000000000000000000000000000000000000000000000000000003: (=A%
BBy, AR SR M TR, X, 2 3.

+ 0x0000000000000000000000000000000000000000000000000000000000000001: 5= 2
B s — M RALCR.

* 0x0000000000000000000000000000000000000000000000000000000000000002: (=4
B A ALER

+ 0x0000000000000000000000000000000000000000000000000000000000000003: =" %
KA =AM ER

EEAE:
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0xa5643b£200000000000000000000000000000000000000000000000000000000000000600000000000000

3.23.9 FBABHEH
% (0x123, [0x456, 0x789], "1234567890", "Hello, world!™) %4 % ¥id i i B
f(uint256,uint32[],bytesl0,bytes), HHgHETRIT:

FRATEL keccak ("f (uint256,uint32[],bytes10,bytes) ") WHEIKLNFT, Bl 0x8be65246, SR)5HK
AR IEA TS SBT3 A T4 . XS 2ETY uint 256 Fll bytes10, XUERIRATE HHAL N,
X TEIAEA uint 32 (1 Ml bytes, FRAVEHLEIR X I MG R R, WFHERBMEM TGOS (B
AL E R A S A ER AT AT ) . 2

« 0x0000000000000000000000000000000000000000000000000000000000000123 (0x123 %p
FH] 32 FY)

+ 0x0000000000000000000000000000000000000000000000000000000000000080 (&~ /12
B BAET R B WA, 4%32 T, IELR SRR RD)

e 0x3132333435363738393000000000000000000000000000000000000000000000
("1234567890" M\AANFEH 32 F7Y)

+ 0x00000000000000000000000000000000000000000000000000000000000000e0 (ZEPYZ:
BB R LG A B I & = B S SS RS R R A E N WS R + eSS E
B R BE = 4%32 + 3%32, S J530)

G, WES -SSR, [(0x456, 0x789] :

* 0x0000000000000000000000000000000000000000000000000000000000000002 (FXHITLE
ML 2)

* 0x0000000000000000000000000000000000000000000000000000000000000456 (ZF— %k
Yek)

« 0x0000000000000000000000000000000000000000000000000000000000000789 (25 "4k
4EK)

B, BATRE A ZhESUEHRTS "Hello, world! " #HfT4mfid:

* 0x000000000000000000000000000000000000000000000000000000000000000d (JLE A4
B, X BT 13)

* 0x48656Cc6c6£2c20776£726c642100000000000000000000000000000000000000 ("Hello,
world!"™ MATIANFEE 32 FAY)

B, AR RIS C T, 1ER ok R 32 Y Z RN T A7) :

0x8be65246
0000000000000000000000000000000000000000000000000000000000000123

GET)

278 Chapter 3. HZ

000000000000



Solidity Documentation, 4 {ThRZ 0.8.20

(% L0

0000000000000000000000000000000000000000000000000000000000000080
3132333435363738393000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000€0
0000000000000000000000000000000000000000000000000000000000000002
0000000000000000000000000000000000000000000000000000000000000456
0000000000000000000000000000000000000000000000000000000000000789
0000000000000000000000000000000000000000000000000000000000000004d
48656c6c6f2c20776£726c642100000000000000000000000000000000000000

TEFATTAE AR [ A SR FE R — A5 4N g (uint256 (] [1, string[]) , Z8UEN (11, 21, (311,
["one", "two", "three"l) WERECEHITHRM; (EMEE FIIEDFFLE:

WA — AR5 111, 21,

IRIGERATXEE — A% 111, 27,

[31] M — IR AIZISEE 11, 21 MKEMEIEI T

* 0x0000000000000000000000000000000000000000000000000000000000000002 (55 —~4%

HPRYICREE 2; JLRAHZ 1A 2)

¢ 0x0000000000000000000000000000000000000000000000000000000000000001 (5E—~JC

%)

¢ 0x0000000000000000000000000000000000000000000000000000000000000002 (55 7T

%)

(311 HIEE A ARBIASE 131 89K JEMBHE I T gt -

¢ 0x0000000000000000000000000000000000000000000000000000000000000001 (55 4%

HPRYICREE 1; LR 3)

¢ 0x0000000000000000000000000000000000000000000000000000000000000003 (5E—/~JC

)

RIGHRMTE NS BRSSEEH 11, 21 i [13] REVWEE a flb. A TR E, RAOITTAE—FH—
MRBARISEIE 111, 21, [31) eSS —17.

0 - a

1 -Db

2 - 0000000000000000000000000000000000000000000000000000000000000002 -
< &AW &

3 - 0000000000000000000000000000000000000000000000000000000000000001

4 - 0000000000000000000000000000000000000000000000000000000000000002

5 - 0000000000000000000000000000000000000000000000000000000000000001

6 — 0000000000000000000000000000000000000000000000000000000000000003

(1, 2] ¥ E
(3] Wk #E
(1, 21.

1 Wma
2 W
(31 #4853 &
3 W

i ¥ & o FEmEA (1, 21 NWERIFHRAE, W% 2 T8I 6 (64 F7) 5 Bk a =
0x0000000000000000000000000000000000000000000000000000000000000040,

A& b FHEMBA (3] WEMIFHRME, BE 5 T E (160 F37) i FTPA b =
0x000000000000000000000000000000000000000000000000000000000000004a0,
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IRFGFATNS 8 AR AR A T AT R 2R T ) -

¢ 0x0000000000000000000000000000000000000000000000000000000000000003 (BA 3]
"one" HFERFED
* 0x6f6e650000000000000000000000000000000000000000000000000000000000 Oﬁ |
"one" [ utf8 i)
* 0x0000000000000000000000000000000000000000000000000000000000000003 (BA 3]
"o
e 0x74776£0000000000000000000000000000000000000000000000000000000000 Gﬁ |
"two" [ utf8 Jghd)
¢ 0x0000000000000000000000000000000000000000000000000000000000000005 (BA 3]
"three" PHFR D
* 0x7468726565000000000000000000000000000000000000000000000000000000 (33 1]
"three" [ utf8 J5id)
VER S5 —MMREEARH5), B RE TSR, RITEFERBENWmEE c, dfile:
0 -c - "one" Wik ¥ E
1 -d - "two" WIRWH E
2 - e - "three".
W IRBE
3 - 0000000000000000000000000000000000000000000000000000000000000003 — "one".
W F AT K
4 - 6f6e650000000000000000000000000000000000000000000000000000000000 = "oOne" Q’]%@J

5 - 0000000000000000000000000000000000000000000000000000000000000003 — "two"._

< M

F 4 i

6 — 74776£0000000000000000000000000000000000000000000000000000000000 — "two" Y 4 %5
7 - 0000000000000000000000000000000000000000000000000000000000000005 — "three"._

T Ex

8 — 7468726565000000000000000000000000000000000000000000000000000000 — "three" # % %
B c HFHS Tone” WANIFAME. WH 3 THFHK (96 F9)  ; Bk c =
0x0000000000000000000000000000000000000000000000000000000000000060,

BB E o HEMFRHE Ttwon WAMIFGEE, HE 5 THFFH (160 F4)  ; bk d =
0x00000000000000000000000000000000000000000000000000000000000000a0,

BRI e JEAFHE "three” WAMIFBME, HH 7 MK (224 F4) 5 Bk e =

0x00000000000000000000000000000000000000000000000000000000000000e0,

HE, R RATEN RIS A EARE, HREAX TR g (string[],uint256[]1[1) FrAflAE
SIS

SRJEFATR S — MR B AT 20 -
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¢ 0x0000000000000000000000000000000000000000000000000000000000000002 (%~/Mﬁ
B ICERE 2; XuRAGRE (1, 2] Ml [3])

T BATTR 5 AR I T 20 -

e 0x0000000000000000000000000000000000000000000000000000000000000003 (%:A1ﬁ
AWM TTESE 3; XHFEHFEARGE "one", "two" fl "three")

R, AREIREIERATE (1, 21, [3]] A ["one", "two", "three"] [fESH £ M g. I
S B TE B0 40 -

0%2289b18c - BHEE 4

0 - f - [y, 21, [311-
R

1 -g - ["one", "two",

— "three"] Wik % &

2 — 0000000000000000000000000000000000000000000000000000000000000002 - [[21, 21, [311o
M TR

3 - 0000000000000000000000000000000000000000000000000000000000000040 - [1, 2]
W R E

4 - 00000000000000000000000000000000000000000000000000000000000000a0 — [3] WRF# =
5 - 0000000000000000000000000000000000000000000000000000000000000002 - [1, 2].

~ W E K

6 — 0000000000000000000000000000000000000000000000000000000000000001 — 1 f 4% &

7 - 0000000000000000000000000000000000000000000000000000000000000002 - 2 K % &

8 — 0000000000000000000000000000000000000000000000000000000000000001 - [3] ﬁ/ﬂj—ﬁ%i‘f’ﬁ(
9 - 0000000000000000000000000000000000000000000000000000000000000003 — 3 4% &

10 - 0000000000000000000000000000000000000000000000000000000000000003 ~ ["One", "two",
< "three"] # T Xt %

11 0000000000000000000000000000000000000000000000000000000000000060 — H fF #% & "one"
12 00000000000000000000000000000000000000000000000000000000000000a0 - B & % & "two"
13 - 00000000000000000000000000000000000000000000000000000000000000e0 — f 1& % & "three

n
—

14 - 0000000000000000000000000000000000000000000000000000000000000003 = "one"..
B A H

15 - 6£f6e650000000000000000000000000000000000000000000000000000000000 — "one" K % #5
16 — 0000000000000000000000000000000000000000000000000000000000000003 = "two"..
B A H

17 - 74776£0000000000000000000000000000000000000000000000000000000000 — "two" K %4 %5
18 - 0000000000000000000000000000000000000000000000000000000000000005 = "three".

N E
19 - 7468726565000000000000000000000000000000000000000000000000000000 — "three" W % &

A £ fRmBdl (11, 21, (311 WRMITIRMLE, BI5E 2 77mJr R (64 F4Y) 5 FTRA £ =
0x0000000000000000000000000000000000000000000000000000000000000040,

ffs e g f8%4L ["one™, "two", "three"] WEMIFAHIE, BIZ 10 f7809HE (320 547); Bl g
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= 0x0000000000000000000000000000000000000000000000000000000000000140,

3.23.10 =¥

F 2 Ethereum HE/SFEMB— 5. HEKH R T AR, — R 5 &2 1A 38— L
PR R . SRR B R L ABL, DAEREIE (RERIZ DTS RN — N IR R AL G
.

B — N FELFM— R I ESE, RATHEEN M T 251 IR RG IR EA RTIH . A
BRRTINSH, TTHEZIE 3 A T EEA ) R4h ITEAF), SHEFELN Keccak #5—
BT, R H G A 38 IR RGN R 7 4

sebr b, % ABI ) H 4% H gk e
e address: HFZAMHNE (AR EIESEMEL) ;

e topics([0]: keccak (EVENT_NAME+" ("+EVENT_ARGS.map (canonical_type_of) .join (",
")+")") canonical_type_of jg—>Hl PAik [l 45 E SR B SRR s AL, B4, X uint
indexed foo B4&iRME uint256)., WIHRFHAYFEFH A anonymous, A4 topics [0] A&y il;

e topics([n]: WRFFEBW A anonymous, NN abi_encode (EVENT_INDEXED_ARGS [n
- 11) mEFWREH AW N Z LA, WA abi_encode (EVENT_INDEXED_ARGS[n])
(EVENT_INDEXED_ARGS Z#{Z& 5| EVENT_ARGS HIEY]) ;

e data: EVENT_NON_INDEXED_ARGS [#J ABI % (EVENT_NON_INDEXED_ARGS 2—&IEHAZRT]
") EVENT_ARGS, abi_encode j& ABI4ifidik%l, HTM—A R0k b —RFIKAMME, 0 EE).

XTI KA 32 #7234, EVENT_INDEXED_ARGS BB A SHME, HASM SV B (T
B SHK) 232 797, w3 ABL gat—FE. SR, XTTRTE “EZ4v BAEISKEREE, Wi
HHAU, string, bytes fI45H), EVENT_INDEXED_ARGS W14y Keccak 45 [FIE st b gl (0% 7]
TS ) AR RS IE . X VN AT A S S S KRR E GBS RS (E
IV A (B A8, AHGE Y AR 7 O R MR T A A B R G M. X TSR ERE, VAR IR
N BTG E R e AP R (RS A RG] AUERER T EEZ R (X ZRSEAEERT]) .
TFRE AT LAGE E LEAP DN SEF - — M REIN, —DRARTN - RO U, S5m0
LR .

3.23.11 iz

FEAANE A AR OLR , A 20n] AR — MRSV ERE AR kT, IHIRE T RS2 B T
REERORZ S, SRR T AR I 45 o AR e i 2 X — AR M S iy, 7505 0
K0 ) AT ]

ER—AT, AERATHIELA T &2, BN transfer BREUEUZ A" RBUA L 1Y B E CH IR 1] o

// SPDX-License—-Identifier: GPL-3.0
pragma solidity "0.8.4;

[y
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(% L0

contract TestToken {
error InsufficientBalance (uint256 available, uint256 required);
function transfer (address /*to*/, uint amount) public pure {

revert InsufficientBalance (0, amount);

MO R EE oS5 B InsufficientBalance (0, amount) Xt %K
InsufficientBalance (uint256,uint256) B H 7 XA E. Bl 0xcf479181, uint256(0),

uint256 (amount) .

EE R RERE 000000000 Fll OxEEFFFEEE SRR R 4K s (i FH i) .

B JKIEAZAE OB . BOAEOLT , AR o SN A ) BB, XERE
G RESUCE] A E B AT & 20 8o SRR BUOh, AT & 2930l DAk [m] 5 45 1R
AT EC AR D AT ER 58, RIBEIR S R TEAR AT 7 € S

3.23.12 JSON

F 1 JISON AR U i — R, AT RIEA RS 1Y . — >R Ead & — A 5 By JSON
X

e type: "function", "constructor", "receive" (7AiM VAK T HEL ) BiF "fallback" (7
yk‘l}\ Lik )

 name: BRELZHR;
* inputs: HAXGL, GMHANE Y-

- name: BT

- type: ZHUMBUERE (FEILT30)

- components: ftye4l (tuple) FKAUGM (F£ILTF0)
e outputs: — KT inputs MIELITE .

* stateMutability: FFFIHZ—: pure (524 RERMEREIRE), view (52 A Tk
#4k%), nonpayable (BREUREEZPANT - BRIAIEI) Ml payable (BECTHENLAK).
15 R %L (constructor) , receive pRELAI fallback pREIE A name 8 outputs J@:. receive FEEA fallback &

A inputs @M.
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s A LAK T B ECAE AR A DAK TREH 52 5 117

Frik: 7E Solidity i, IRAFIANE 71 W AR BN TEE RS AL VERT B i -

AR R A AR LT BE) JSON X 4¢ :
e type: BJE "event"
* name: FHEZFE;
* inputs: XREH, HIHHAMNRLMOE:
name: ZHZHK.
type: SEUMMIERAEL (R TF30).
- components: fIC4l (tuple) KA (F£ILF3C)
indexed: WIRZF By H& EH—5, Wk true, ARE R HEHIREZ —, M false.
* anonymous: JERFHEW]N anonymous, M true.
BRI BT :

"error"

* type: G2
* name: HHRAZFK;
* inputs: XU, GIANELEE:
- name: ZHHFK.
- type: SHUWAUREA (AL H3C0).

- components: o4l (tuple) KA (FERFIC).

Frik: AE JSON Bl gy Z A M AR a e, BEERAMERZEL: flan, AR e G2+
WA ST — G5 X ABLRS, HARHRA SR AR, AR B E AL

B,

// SPDX-License—Identifier: GPL-3.0

pragma solidity 70.8.4;

contract Test {

constructor () { b = hex"12345678901234567890123456789012"; }

EET D)
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(CCANY)
event Event (uint indexed a, bytes32 b);
event Event2 (uint indexed a, bytes32 b);
error InsufficientBalance (uint256 available, uint256 required);
function foo(uint a) public { emit Event(a, b); }
bytes32 b;
}
AT HI A0 JSON K27 -
{
"type":"error",
"inputs": [{"name":"available","type":"uint256"}, {"name":"required", "type":"uint256"}
1,
"name":"InsufficientBalance"
boo A
"type":"event",
"inputs": [{"name":"a","type":"uint256","indexed":true}, {"name":"b", "type":"bytes32",
—"indexed":false}],
"name":"Event"
P A
"type":"event",
"inputs": [{"name":"a","type":"uint256","indexed":true}, {"name":"b", "type":"bytes32",

—"indexed":false}],

"name":"Event2"

b A

"type":"function",

"inputs": [{"name":"a","type":"uint256"}],
llnamell . "fOO",

"outputs": []

]

AbIEITHAR

RUE 2R B HAE R ABL RS0 —4Y, (FRFE AT JSON R BoRE e Z M P A AR . Hgh
M 245 R B AT -

—A name, type AIVEFEN components i B X GAlA T HMRAGAS & . B 2 #5350l (tuple)
AU H BB R AEAEAE type BT ITFAFER LA tuple HETH, WELRDL, £ tuple ZJFHEM—A [1 8
BEE KM (k], AREME o4l STCARNAMICESPAFEE P components H1, BRI
B, HEWPMGAAFRFENZEN, RREXEARG B Z5] 8 (indexed) ATE.

2V IMEE
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.5 <0.9.0;

pragma abicoder v2;

contract Test {
struct S { uint a; uint[] b; T[] c; }
struct T { uint x; uint vy; }
function f (S memory, T memory, uint) public pure {}

function g () public pure returns (S memory, T memory, uint) {}

AR JSON SRR :

"name": "f",
"type": "function",
"inputs": |
{
"name": "s",
"type": "tuple",
"components": [
{
"name": "a",

"type": "uint256"

"name": "b" ,

"type": "uint256[]"

"name": "C",
lltypell: lltuple[} ",
"components": [
{
“name": "X",

"type": "uint256"

n

"name" : ny ,

"type": "uint256"

(A
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llname" . "tll
. 4
thpeu . "tuple" ,
"components": [
{
Hname" . "X" ,

"type": "uint256"

"name" : nyn ,

"type": "uint256"

"name" : "an,

"type": "uint256"

3.23.13 EigpYminiE
TR AR R4S S IR IERHITE i i se AR I . X R R AU T RE/N,
i A REFE SR I e A T, PRI i Tl

AT, ABL RS ARl 1 0 A% 1 B AT BARY T SN S 1Y, (A LERAL A8 n] AE S350 i PAT ™ M8 Solidity
ABI f# 4% H B AR AT, (e i 2 DA a R

=

3.23.14 FEfREITBRN

i#d abi.encodePacked (), Solidity ¢ £FF—FpIpEpnuEmFT AAR=, H:
o BT 32 AR R E B, WHEABMTSY R,
o HIASKARE ML, B KE.
* BEAHITCRYEHTE, (AU0E BRI

WAL, SRR A S B E A
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4N, % int16(-1), bytesl (0x42), uintl16(0x03), string("Hello, world!") FHFTomidI
AN R 4R

O0xffff42000348656c6c6£2c20776£726c6421

NAAN intl16(-1)
~n bytesl (0x42)
AANN uint16 (0x03)
AAAAAAAAAAAAAAAAAAAAAAAAAA Z % % ("Hello, world!") WRAHKEFEK
AR -
o TEGmSE AR, FrA ARTTENE HaEmIL . X EWE AR ABL gl iBkE X o SR, A x4l
P BT

s abi.encodePacked W HESHW ML, HIEAREHH (2 string B bytes ), MAFTEIHE.
o MR GRS R HIT RIS ST
* BIESH/PERD, W string, bytes B uint [1, TEHBIRBA KIETFE.
* string 8 bytes IWHIAXTEREN AT, BIFE 2SR N—a (RIEERETN 32
FIHIRED -
—Bkit, REAHANERNITCE, GBI, By KT .
WA, T DA AR A 4 abi . encodePacked (uint16 (0x12)) == hex"0012",

T FAER ] R O AT R, B A R SRp 10 P R ke e o ol T A2 B, B ABEA A5
it

W R keccak256 (abi.encodePacked(a, b)) - H a il b HEFNGHRE, IAEITHR a
33 b 1@%57?”“"%@43??!5@*, K2Rk, BHAARHIYE, abi.encodePacked ("a",
"be") == abi.encodePacked ("ab", "c"). WHEIRMF abi. encodePackedﬂ:ﬁfrﬁlg\L}\lﬁj
Bl ek, MRS O AR IR 2R, ﬁcﬁﬁ/ﬁ\qjﬂi Z—rdliSW . RAEE S ANERYE S, w0
W% abi.encode,

3.23.15 ES|EHSHIRDB
RIRTFEHRMARS BB, WG, RIS, TR RIS Keceak-256 A, 4
I ST

» bytes il string (AT KR FHFRIINE, YA ETHGESR AT

o GERIMARTDIILI A A0, MDY 32 FHIOM (%R bytes l string).

« BRI (ERFSMESKN) RETTRRMEIERE, BIREN 32 TR (H22 bytes
M string), BAEMKERI.
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1B, BEE R, N IEIETA S YR, MARTIET. bytesNN RAPIAFTAEA M, 1 uintNN
/ int NN 3 FEAE 203 .

B ARG — D RAERSIESOONOEEL, IR E A, LRI, SR
AR, AZBE TR I SRR REER.

3.24 L&XE[E

R IRIE HE AR By S SR R TN TARRY SR, (ARG A SO NRER LA JEBT R U, SiEs2 T,

1E Solidity H', X— U MNEEL, PR AR REG 2R BT, H 20T EA M EIART. Boh,
BRGNS —RKPIITHR AT, Britzbh, IR i R A 5 R0 .

B, EEIREFIEA L RINE: EA AR RE A S — DX QAT (Rt BB T A TR, #£2
A RESE TR R 2R 55 UEA T U o AR AAE LI 48 I 55 _EAFR S AR B B, EnT REA o Kad /Gy, (Ham
SRAEAE %I 28 M 55 PR ARAT IR 7, ORI S I/

ARFTRFHN I — LG A — e i, (H24%, XAFIRRR e B, Bhoh, BHCHE, VAR RE G2
BB, MiFRaCrE AR S WA — MR iR — L8 AT, SREH REHRIIR AT DATE 4o
sk R HARE], EHURMUAS TSN, WER, A Solidity AR fURD AL ARG F DR BT

GAER—HE, XTIRESCR, IR X E S NA U, —28l F ALt 2a%n)!
HE: BT THSR, Eal PATE Guy Lando f9R11441 5% Hl Consensys GitHub fURS ()% AR 3 2 12 4
SR fre A 52 ik

3.24.1 Papi

FRFA(E BFOREHL1E

TAER AL PRI AR VEEG2 AT WL, BIERARICH private BJRAL AR # .
WSRARAN A BRI 1 RS A, (e BB & 2y v B AL RO A BT 1

BEA

—MEY (A) 5H—AE2 (B) BRUEACEAEM K TR A SRR % A2 (B). X fi1F B

AR A H S M HIEA ] Ao 250007, RSB AE T MR (RRE— MR B, mAR—

MNERE )

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

[y
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/et aE N ER - FEAEAR
contract Fund {
/// @dev & B DK TR AL B 4 .
mapping (address => uint) shares;
/17 BRI
function withdraw() public {
if (payable (msg.sender) .send(shares[msg.sender]))

shares[msg.sender] = 0;

XRWIEA K E, FAER send B—5, gas AR, [HEVIREEE T 1550 ARTWHER S
AR AR AT, ARSI AR — AN ] withdraw &4 . XRHEEHREZUGER, HHEA
WA G AP AR, BB, FTRNGAHATRGEEZGER, HNEMHT call, BLB8iNE
RITA R gas.

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.6.2 <0.9.0;

/AR E—NER - FARA
contract Fund {
/// @dev & % B LK TR BB Bk 4.
mapping (address => uint) shares;
/77 BB R
function withdraw () public ({
(bool success,) = msg.sender.call{value: shares[msg.sender]} ("");
if (success)

shares[msg.sender] = 0;

SRR E A, R DA AR R R - AR 8- . (Checks-Effects-Interactions) £ :

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

contract Fund {
/// @dev & Y fy LA K R BA WA .
mapping (address => uint) shares;
/77 BB R
function withdraw () public {
uint share = shares[msg.sender];

shares[msg.sender] = 0;

payable (msg.sender) .transfer (share) ;

(AN

~

290 Chapter 3. HZ



Solidity Documentation, 4 {ThRZ 0.8.20

(% L0

}

R - AR A BRI R T A T S A A B RTE B S ARRES () Z w58 O BT B 2 50 Bir
HERAE WAREA 2XPREATEMEE (%) ;5 28 FrA T RIFPRESEE G AL (3CH) .
X — R ILERT 1k EARSCE BT TE—RITTIR, TERXFEOLT , AR B R A L REAS il 1 (A
A B A B 58 AL oy Z TR S A A A R E AR AL SR AR, EEAT SR R, PASCHA SR

R, EAABCEX AR TFERZE M, BT — G LARAUTT R B 0. Beoh, ot 1&
B2 BN . — DG 2] DME BB OB 7 — DA ZHPIRES

gas PREIFIFEIA

XT3RS AU IEER, I, BT AA AR (RO IEER, D ATERE N - T Bt gas AORRMI, 55 HAE
THFE—E /Y gas. ToIEE MRS 2 Ol T IR A ERAE, R T B8 AU DA K ZIE L B gas FRA
XA RE TR R AN A . X TR T O X BEE BB AT view %L, {H
e, AR RETRES PO S LM, EoASE AR R, RO . TR & 2 S0 P I i
XA 2L o

A IEFOEEWLAK T

o LR ENILZE NP, HEEBICEM A N &5 AR T . A 20T DA ) 5 IR
MR, (HA 2 yEn] DAZEAS O B E B8 O TR DA T . — B Y 22 1) B 1) 5 24 M
“SGEETT, B ERE ] selfdestruct (%) .

o QR AELE] T AR (A REEM ), B2 Treceive 77 ik, B2 fallback REL. NHE
%H receive A fallback WL, ISAKLAIKRPHELL (Ml —NFH) . TEXLEREH T
Fir, A2 HBEIKEE I E T 80 “gas FENE” (2300 gas) W] o (EEXANEEAS 2 MBS (HAS
BN IR SR, XN T R £ Bl A R R O AE 43 SUTT AR ) o A T BRI & 29 RERS DA Ry
AIRULPAK, T HKIAr receive Fil fallback ML gas B3R (FE Remix (1) “FE4H” F T2 BIUEH]) .

o M EEVPAMER addr.call{value: x} ("") WL gas FHRAHEINEGY). X5 addr.
transfer (x) AW F@—FERy, HEEHKTITAREIRN gas, H R0 AL T IF 75 5 St 4
YEMRE S (M BB R B RIMAHS, TA 2 H SRR ) o X 0T R EE R B & % A 2l HAh 45T
B A AR R RS2 . Bt XFh BT 24515 il 2 S B A T A AR T AR ) R Tk

o AT R S A ) B R R wed BB, PR IR TR A i 2 R ff 1 17 2R ZAT ] DU B TS5 2

o IR MEAEI] address.transfer RAIXPAKR, H—EHETZTE:

L QRBSCE 22— 164, B2 B receive 5y fallback pRECHE AT, 1% R L AT PAIE]E A 3% DA
KIEL .
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2. FRDAKATRE M TR R 1024 kM. i TR e e hE AR, MhTa] pASB (6%
NG BRI RENE, BCE A send, HFEIPRE KA HRIEME. HAFAIMNEAR, M
e AT ASEBOAR T R 2 5 S8 5 2

3. RGRPAKRWATRER G, PN BIAS 00 T 75 S A B gas (H (WRYIHLUG, S T require,
assert, revert BUE I REMERER) - B “FER 7T gas” (00G), {HREE{}i ] transfer B send,
AR EMER A, X ATRe AR ICE IR — M T BORMIE AR A aE . AR, X B it
R R AR T KX

FRBRE

S eR KOV BE AR T REZR I, PN BT 1 S TR AR R/ 1024 (R . FEX AR DL T, Solidity 2
Pl —A . EERATAE TR S B AN, R ER — . W, BT AT
U7 (Tangerine Whistle) B3, 63/64 MU SEAFR IR E B A DI SE bR . BEERERZ, WHHEMES
KRR, RAEWEAA 1024 DHAEIR /MR -

HE .send () TEVIHRPARERWEL T ASMWBFE, MEXRN false, RHKEL .call(
delegatecall () fl .staticcall () tHHERZIXFEL .

REIRE

MR AL DM —AMUBE, el , AR enl A 3R i B i AL R i & 2y, IR A
ERTRARIEABE A L0 By . BIGEECA HAL R DRI , Bl R L B A RS, MR TR (£
EXTHCWEA). ARFTEE, GRS —AMRER 5

// SPDX-License-Identifier: GPL-3.0
pragma solidity 70.8.0;
contract ProxyWithMoreFunctionality ({

PermissionlessProxy proxy;

function callOther (address addr, bytes memory payload) public
returns (bool, bytes memory) {
return proxy.callOther (addr, payload);
}
/7 ot B At 3 Rk

/S XRTEHEY, CRAHMGE, TFEEARRRTIU LA,
contract PermissionlessProxy {
function callOther (address addr, bytes memory payload) public
returns (bool, bytes memory) {

return addr.call (payload);
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tx.origin

HIEAER tx.origin BN, BBEA— AR EREAZ:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/RS —AER - EAEA
contract TxUserWallet ({

address owner;

constructor () {

owner = msg.sender;

function transferTo (address payable dest, uint amount) public {
/) R B AR R, B E A msg.sender T A & tx.origin,
require (tx.origin == owner);

dest.transfer (amount) ;

BUEA NI, LR X AT B otk 22 i AT -

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
interface TxUserWallet {

function transferTo (address payable dest, uint amount) external;

contract TxAttackWallet {

address payable owner;

constructor () {

owner = payable (msg.sender);

receive () external payable {

TxUserWallet (msg.sender) .transferTo (owner, msg.sender.balance);

RGBT nsg. sender WAL, ERAEIZEE QA IE, A IA L. (Hmdsd
tx.origin, BRI ENZH IR, XU E L. BrE R AT RIFER S I A 5 .
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Z AN / Tt / Lifk

IEAHEVF 2 iRl f . Solidity I HEBR R SL bR EAVZREAL. MBE RN, BAISEEIT AL, BhARE
MERRIECT

TS S, FOMIRAR SRR, AREAFHFE uint 8 2R

uint8 x = 255;
uint8 v = 1;

return x + y;

Solidity A PRI AL IR 2055 . WA FUNK AT B “fuds” ik,

SR ARG AR R 0 ) 388 P B AN R . BSRT DA unchecked { ... ), fEgHWICE
WA, MRS MEH unchecked { ... 3%, KFaRIE] 0,

BIEEFER AT, ARSI EZ 3 T, Ao P AR . EXMiRat T, Bl s 2Syns.
IR, XS RE A At RS

— R, R T I RIRME R RER RS, B R XA ST SRR A I AR
2R require ¥ AR R/NREITE—ANGHIVEREINY , I RHSMT 45 & 25 SR & BUIEHE )i

ARRER G

Solidity mapping A (S Wit £ 2 ) R— MU FEZSH A BERIREH , BRI B IFSEE .
IEPIANE, BB AT RER X T B ARRBUME . R mapping YNSRI B AR,
i 3 it S KA R A 2% mapping JCETERN . BT, AR —A mapping BHME—4> struct BIAG
TBIFRA, MG RS AR, R IR S %A . mapping fE413% mapping
A2 H ALY 73 i T AR 2 2 s

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

contract Map {

mapping (uint => uint) [] array;

function allocate (uint newMaps) public {
for (uint i = 0; i < newMaps; i++)

array.push();

function writeMap (uint map, uint key, uint value) public {
array [map] [key] = value;

}

(AN
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function readMap (uint map, uint key) public view returns (uint) {

return array[map] [key];

function eraseMaps () public {

delete array;

}

Z— T FHE M FM TG ES): allocate (10), writeMap (4, 128, 256). MK, ¥
readMap (4, 128) &k 256, WIRFLATIH eraseMaps, RELHE array MKEWIES, HHTEW
mapping TCEANREHIESE, ENNEBESANIEEHRTETE. MEk array J5, WM allocate (5) fi
VFRRAT PRI A) array 4], Vi readMap (4, 128) WER[E 256, RI{EEA FRHRIHH writeMap.

IR mapping {F AL, ATPAZE FEAESRMIT n UM A, B A S 24 1) mapping
Hh i 7 B o LA

AR

o WA W32 FATH BT BB “HERIAL s IXAE M T msg . data FYRHEIL N BB Aok TIE
JEPE R - BERT DA R AREST 0x££000001, HATRA] 0x00000001 fEANSHORIH I pEEL £ (uints
x) DMIERL S o X SEER S ERERALS G, Bl < E, WEHEEAEAHEET 1, Hnsg.data
PR, IR AR ST B A H keccak256 (msg.data) , EHESISEIRIFEIE,

3.24.2 WHFEME
INEMHFES

WG A GG L, BVIZMEE . RIMEROR AR E B A Zax i, (Htbn] B e T A
HRRCE 75— A I AT AT G 136t S 0 T DA S A G A e s PR e

IR OB IRAS ) i &, ASRAITA Bl 5 | AR 4

G K info KRB EIAGRL, FREMFEAHA AT REXHH P s b SOl fF 8 .
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PREILIAM B E

@ﬁ% EAZI P RIAAERI AR (BOHARACT) AO%cE . ARERIERR, Sitdssicra AR, X8ie
. WREARRRBI AL, BERH ORI .

RiFSHERAERL

PREFEER S 2 JE /NI 7 2 PR . SR G D B BB At 5 24 P BORHE R 2o R IR i —
PR BCL AR Y - RS RS B RO R R B K, 2655 . SRR BT INTERE , IR B A m] DA 3]
BEEREM2, HHBERE S HERERAR.

R “BE-4%-32H" (Checks-Effects-Interactions) ##Ez{
KEFRE S G e T — 2 ey, I B Z e ese B ey (METR A TIX A8, SECREEEN, fit
IR EKIET RBHIAR, XMAREART, 55%).

S, WERPTA R AEE 1, BN M AT S A RPRS A BT . 5 AL & 2 S R AT A
PRE e — 4

I E AR T 2O, SFRNBER B AR DORAS TR [l o XAEFER A EmH e, Aoy i
fpRE A

TER, XMERE LR ] BE SO R FEC AR MG AR, L, S S0 WX A

BEME-®4e (Fail-Safe) #ER

R R 52 4 T AT DAE 2152 T RI3RTT, (HAL & SRl b - e B R A SRR I s, L@ Rt T
SETR AR e it -

A AE BRI REA AP IRIN— 1 ThaE, BT, W “REA T AR TIE?”, ST A
RHET AU SIS WEi0ME, EARRE NI K2 gas, FrDARTAEFR S0 S 55 /M1
#Bh

MR AL, AA2 AT R “Hpade4” W, B0, 2R ThEE, B s —
ANEER, AEHEE =0, i R E Aol — R SRRIFRNE MEad.

HREATIFE

A — B N, AR 0B . BORHAB N F A G AU B B TR S UG A, R s AR
MR ) PR - ORI BE A 20— AR AR
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3.25 240 bug FI3%

T, AT VAHRE] A~ JSON #5512, HrP i Solidity 2 i LE LI 5 2 4 R B e . %S HF
AR BFEASAE Github {3/ . %5 F R Al LGB E] 0.3.0 A, HAATEI BIRAS B AR I 51 .

A — SO bugs_by_version. json, BRI DA KRG ALY bug 52 IR E IRAS 14 2 196 4% o
B PRSI T DA A 55 5 250 1) TR AR A R AR TR 151 26 -
o QRG22 AR G iR AN T A 2 S A BSOS AR 1, ARSI AT BE 1 A SR BR B R A A i )
JRAS o
o WREARMIFERAA S EARRR AR, WA S5 T AHMEAeEN &Y, G
it AR MBS 55, FEZE 5 H ) B
o WEREG R M AE T A bug W4 miF, I HAZREC LM S BRI 1RO v de A I
DI, IR o R BE Y o
IR E AR ISON SUAR— R REE, AR — R, R EI T
uid
PA sOL-<year>-<number> WAL T HHRIGME—ARIRFT. AT REFFAEZ AR uid 1956 H .
X TERE Z A ASTEE 32 2 A — S5 BRI 0
name
BT R ME— PR
summary
X2 B R I TR e A
description
AR TR i
link
AHEZ RS BRI M) URL, Ak
introduced
IR R AT AR RS, Wik
fixed
BN PR SR A R K AT B R e A
publish
bug AJFHIH I, Wik

severity
bug P B JEEAL, %, P, me FREAZM RN LI, AA BT RR RN R T AR
P

conditions

ST 26 A R R . TTUABE A R B optimi zer, 7RI, o ILILARUAHTIFA 2 it
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MIZH R evmVersion, —/NMERFH, TR EVM AR AR Bl TR R X747
A S IB B, BN, ">=constantinople™ F/RM EVM RAIKE N constantinople B
W, AR . WRBE S AR, WMBOE R R

check
ENFEAGAFENES, REFEGHERUEHNR. B MR AZ JavaScript 1EMFIKH,
WRAFAERER, K5I (“source-regex”) HEATICHL. WIRBAVCHL, A4 KIIAR 7] BEAFELE .
WA —AVCED, WHZEERATREAATE . S T mEnfit: , A A %A e R B R o B TR . 25 — A
R FIK A R AE Solidity F2/7 11 %1% AST FAG A 1A% (“ast-compact-json path”) . $57& (48 &R £ i &
—A> JsonPath ik, 414 Solidity AST 1 2/ — /N EEAR S A AHICES , W] BRAFAE RS 1%

{
"uid": "SOL-2022-7",
"name": "StorageWriteRemovalBeforeConditionalTermination",
"summary": "Calling functions that conditionally terminate the external EVM.
—call using the assembly statements ~“return(...) ~ or "~ “stop() may result in.

—incorrect removals of prior storage writes.",

"description”: "A call to a Yul function that conditionally terminates the.
—external EVM call could result in prior storage writes being incorrectly removed by.
—the Yul optimizer. This used to happen in cases in which it would have been valid.
—to remove the store, if the Yul function in question never actually terminated the.
—external call, and the control flow always returned back to the caller instead..
—Conditional termination within the same Yul block instead of within a called.
—function was not affected. In Solidity with optimized via-IR code generation, any.
—storage write before a function conditionally calling " “return(...) °~ or ~“stop() "o
—in inline assembly, may have been incorrectly removed, whenever it would have been.
—valid to remove the write without the "~ “return(...) ~ or "~“stop() ~. In optimized.
—legacy code generation, only inline assembly that did not refer to any Solidity.
—variables and that involved conditionally-terminating user-defined assembly.

—~functions could be affected.",

"link": "https://blog.soliditylang.org/2022/09/08/storage-write-removal-
—before-conditional-termination/",

"introduced": "0.8.13",

"fixed": "0.8.17",

"severity": "medium/high",

"conditions": {

"yulOptimizer": true

}
by
{
"uid": "SOL-2022-6",
"name": "AbiReencodingHeadOverflowWithStaticArrayCleanup",
"summary": "ABI-encoding a tuple with a statically-sized calldata array in.

—the last component would corrupt 32 leading bytes of its first dynamically encoded.

(AN

1
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—component.",

"description": "When ABI-encoding a statically-sized calldata array, the.
—compiler always pads the data area to a multiple of 32-bytes and ensures that the.
—padding bytes are zeroed. In some cases, this cleanup used to be performed by.
—always writing exactly 32 bytes, regardless of how many needed to be zeroed. This.
—was done with the assumption that the data that would eventually occupy the area.
—past the end of the array had not yet been written, because the encoder processes.
—tuple components in the order they were given. While this assumption is mostly true,
— there is an important corner case: dynamically encoded tuple components are stored.
—separately from the statically-sized ones in an area called the *tail* of the.
—encoding and the tail immediately follows the *head*, which is where the statically-
—sized components are placed. The aforementioned cleanup, if performed for the last.
—component of the head would cross into the tail and overwrite up to 32 bytes of the.
—first component stored there with zeros. The only array type for which the cleanup.
—could actually result in an overwrite were arrays with ~"uint256°° or "~ “bytes32 .
—as the base element type and in this case the size of the corrupted area was always.
—exactly 32 bytes. The problem affected tuples at any nesting level. This included.
—also structs, which are encoded as tuples in the ABI. Note also that lists of.

—parameters and return values of functions, events and errors are encoded as tuples.

=

"link": "https://blog.soliditylang.org/2022/08/08/calldata-tuple-reencoding—
—head-overflow-bug/",

"introduced": "0.5.8",

"fixed": "0.8.16",

"severity": "medium",

"conditions": {

"ABIEncoderV2": true

}
by
{
"uid": "SOL-2022-5",
"name": "DirtyBytesArrayToStorage",
"summary": "Copying "~ “bytes = arrays from memory or calldata to storage may.

—result in dirty storage values.",

"description": "Copying "~ "bytes' ' arrays from memory or calldata to storage.
—is done in chunks of 32 bytes even if the length is not a multiple of 32. Thereby, .
—extra bytes past the end of the array may be copied from calldata or memory to.
—storage. These dirty bytes may then become observable after a ~ .push() ~ without.
—arguments to the bytes array in storage, i.e. such a push will not result in a zero.
—value at the end of the array as expected. This bug only affects the legacy code.
—generation pipeline, the new code generation pipeline via IR is not affected.",

"link": "https://blog.soliditylang.org/2022/06/15/dirty-bytes—array-to-

—»storage-bug/",

[C3y)
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(G AN
"introduced": "0.0.1",
"fixed": "0.8.15",
"severity": "low"
by
{
"uid": "SOL-2022-4",
"name": "InlineAssemblyMemorySideEffects",
"summary": "The Yul optimizer may incorrectly remove memory writes from.

—inline assembly blocks, that do not access solidity variables.",

"description": "The Yul optimizer considers all memory writes in the.
—outermost Yul block that are never read from as unused and removes them. This is.
—valid when that Yul block is the entire Yul program, which is always the case for.
—the Yul code generated by the new via-IR pipeline. Inline assembly blocks are never.
—optimized in isolation when using that pipeline. Instead they are optimized as a.
—part of the whole Yul input. However, the legacy code generation pipeline (which is.
—still the default) runs the Yul optimizer individually on an inline assembly block.
—if the block does not refer to any local variables defined in the surrounding.
—Solidity code. Consequently, memory writes in such inline assembly blocks are.
—removed as well, if the written memory is never read from in the same assembly.
—block, even if the written memory is accessed later, for example by a subsequent.

—~inline assembly block.",

"link": "https://blog.soliditylang.org/2022/06/15/inline-assembly-memory—-side—
—effects-bug/",

"introduced": "0.8.13",

"fixed": "0.8.15",

"severity": "medium",

"conditions": {

"yulOptimizer": true

}
by
{
"uid": "SOL-2022-3",
"name": "DataLocationChangeInInternalOverride",
"summary": "It was possible to change the data location of the parameters or.
—return variables from " “calldata’® to "~ ‘memory ~ and vice-versa while overriding.

—internal and public functions. This caused invalid code to be generated when.
—calling such a function internally through virtual function calls.",

"description": "When calling external functions, it is irrelevant if the data.
—location of the parameters is "~ “calldata’® or "~ "memory ', the encoding of the data.
—~does not change. Because of that, changing the data location when overriding.
—external functions is allowed. The compiler incorrectly also allowed a change in.
—the data location for overriding public and internal functions. Since public.

—functions can be called internally as well as externally, this causes invalid code.
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—to be generated when such an incorrectly overridden function is called internally.
—through the base contract. The caller provides a memory pointer, but the called.

—function interprets it as a calldata pointer or vice-versa.",

"link": "https://blog.soliditylang.org/2022/05/17/data-location-inheritance—
—bug/",
"introduced": "0.6.9",
"fixed": "0.8.14",
"severity": "very low"
by
{
"uid": "SOL-2022-2",
"name": "NestedCalldataArrayAbiReencodingSizeValidation",
"summary": "ABI-reencoding of nested dynamic calldata arrays did not always.

—perform proper size checks against the size of calldata and could read beyond.
— “calldatasize() " .",

"description": "Calldata validation for nested dynamic types is deferred.
—until the first access to the nested values. Such an access may for example be a.
—copy to memory or an index or member access to the outer type. While in most such.
—accesses calldata validation correctly checks that the data area of the nested.
—array 1is completely contained in the passed calldata (i.e. in the range [0,
—calldatasize()]), this check may not be performed, when ABI encoding such nested.
—types again directly from calldata. For instance, this can happen, if a value in.

—calldata with a nested dynamic array is passed to an external call, used in °~ “abi.

—encode” " or emitted as event. In such cases, if the data area of the nested array.
—extends beyond " “calldatasize() °, ABI encoding it did not revert, but continued.
—reading values from beyond "~ calldatasize() " (i.e. zero values).",
"link": "https://blog.soliditylang.org/2022/05/17/calldata-reencode—-size-
—check-bug/",
"introduced": "0.5.8",
"fixed": "0.8.14",
"severity": "very low"
by
{
"uid": "SOL-2022-1",
"name": "AbiEncodeCallliteralAsFixedBytesBug",
"summary": "Literals used for a fixed length bytes parameter in "~ “abi.

—encodeCall’’ were encoded incorrectly.",

"description": "For the encoding, the compiler only considered the types of.
—the expressions in the second argument of "~ “abi.encodeCall’’ itself, but not the.
—parameter types of the function given as first argument. In almost all cases the.
—abi encoding of the type of the expression matches the abi encoding of the.
—parameter type of the given function. This is because the type checker ensures the.

—expression is implicitly convertible to the respective parameter type. However this.
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—1s not true for number literals used for fixed bytes types shorter than 32 bytes, .
—nor for string literals used for any fixed bytes type. Number literals were encoded.
—as numbers instead of being shifted to become left-aligned. String literals were.
—encoded as dynamically sized memory strings instead of being converted to a left-

—aligned bytes value.",

"link": "https://blog.soliditylang.org/2022/03/16/encodecall-bug/",
"introduced": "0.8.11",
"fixed": "0.8.13",
"severity": "very low"
by
{
"uid": "SOL-2021-4",
"name": "UserDefinedValueTypesBug",
"summary": "User defined value types with underlying type shorter than 32.

—bytes used incorrect storage layout and wasted storage",

"description": "The compiler did not correctly compute the storage layout of.
—user defined value types based on types that are shorter than 32 bytes. It would.
—always use a full storage slot for these types, even if the underlying type was.
—shorter. This was wasteful and might have problems with tooling or contract.

—upgrades.",

"link": "https://blog.soliditylang.org/2021/09/29/user-defined-value-types—
—bug/",
"introduced": "0.8.8",
"fixed": "0.8.9",
"severity": "very low"
by
{
"uid": "SOL-2021-3",
"name": "SignedImmutables",
"summary": "Immutable variables of signed integer type shorter than 256 bits.

—can lead to values with invalid higher order bits if inline assembly is used.",
"description”: "When immutable variables of signed integer type shorter than.
—256 bits are read, their higher order bits were unconditionally set to zero. The.
—correct operation would be to sign-extend the value, i.e. set the higher order bits.
—to one if the sign bit is one. This sign-extension is performed by Solidity just.
—prior to when it matters, i.e. when a value is stored in memory, when it is.
—compared or when a division is performed. Because of that, to our knowledge, the.
—only way to access the value in its unclean state is by reading it through inline.

—assembly.",

"link": "https://blog.soliditylang.org/2021/09/29/signed-immutables-bug/",
"introduced": "0.6.5",
"fixed": "0.8.9",
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"severity": "very low"
by
{
"uyid": "SOL-2021-2",
"name": "ABIDecodeTwoDimensionalArrayMemory",
"summary": "If used on memory byte arrays, result of the function " abi.
—decode’ " can depend on the contents of memory outside of the actual byte array that.

—~1is decoded.",

"description": "The ABI specification uses pointers to data areas for.
—everything that is dynamically-sized. When decoding data from memory (instead of.
—calldata), the ABI decoder did not properly validate some of these pointers. More.
—specifically, it was possible to use large values for the pointers inside arrays.
—such that computing the offset resulted in an undetected overflow. This could lead.
—to these pointers targeting areas in memory outside of the actual area to be.
—decoded. This way, it was possible for "“abi.decode’ to return different values.
—for the same encoded byte array.",

"link": "https://blog.soliditylang.org/2021/04/21/decoding-from-memory-bug/",

"introduced": "0.4.16",

"fixed": "0.8.4",

"conditions": {

"ABIEncoderV2": true

I

"severity": "very low"

"uid": "SOL-2021-1",

"name": "KeccakCaching",

"summary": "The bytecode optimizer incorrectly re-used previously evaluated.
—Keccak-256 hashes. You are unlikely to be affected if you do not compute Keccak-256.
—hashes in inline assembly.",

"description": "Solidity's bytecode optimizer has a step that can compute.
—~Keccak-256 hashes, if the contents of the memory are known during compilation time..
—This step also has a mechanism to determine that two Keccak-256 hashes are equal.
—even 1f the values in memory are not known during compile time. This mechanism had.
—a bug where Keccak-256 of the same memory content, but different sizes were.
—considered equal. More specifically, ~  keccak256 (mposl, lengthl) " and.

—  “keccak256 (mpos2, length2) ' in some cases were considered equal if "~ “lengthl .
—and "~ length2” ", when rounded up to nearest multiple of 32 were the same, and when.
—the memory contents at "~ "mposl’ "  and "~ ‘mpos2 " can be deduced to be equal. You.
—maybe affected if you compute multiple Keccak-256 hashes of the same content, but.
—with different lengths inside inline assembly. You are unaffected if your code uses.
— “keccak256’ " with a length that is not a compile-time constant or if it is always.

—a multiple of 32.",
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"link": "https://blog.soliditylang.org/2021/03/23/keccak-optimizer-bug/",
"fixed": "0.8.3",
"conditions": {
"optimizer": true
I

"severity": "medium"

"uid": "SOL-2020-11",

"name": "EmptyByteArrayCopy",

"summary": "Copying an empty byte array (or string) from memory or calldata.
—to storage can result in data corruption if the target array's length is increased.
—subsequently without storing new data.",

"description”: "The routine that copies byte arrays from memory or calldata.
—to storage stores unrelated data from after the source array in the storage slot if.
—the source array is empty. If the storage array's length is subsequently increased.
—either by using "~ .push ()~ or by assigning to its " .length’  attribute (only.
—before 0.6.0), the newly created byte array elements will not be zero-initialized,.
—but contain the unrelated data. You are not affected if you do not assign to
—length’ " and do not use "~ .push() " on byte arrays, or only use " .push(<arg>) " or.

—manually initialize the new elements.",

"link": "https://blog.soliditylang.org/2020/10/19/empty-byte-array-copy-bug/",
"fixed": "0.7.4",
"severity": "medium"
by
{
"uid": "SOL-2020-10",
"name": "DynamicArrayCleanup",
"summary": "When assigning a dynamically-sized array with types of size at.

—most 16 bytes in storage causing the assigned array to shrink, some parts of.
—~deleted slots were not zeroed out.",

"description": "Consider a dynamically-sized array in storage whose base-type.
—is small enough such that multiple values can be packed into a single slot, such as.
— uint128[] . Let us define its length to be 1. When this array gets assigned from.
—another array with a smaller length, say 'm’, the slots between elements "m" and.
— 1" have to be cleaned by zeroing them out. However, this cleaning was not.
—performed properly. Specifically, after the slot corresponding to "m’, only the.
—first packed value was cleaned up. If this array gets resized to a length larger.
—than "m’, the indices corresponding to the unclean parts of the slot contained the.
—original value, instead of 0. The resizing here is performed by assigning to the.
—array ~length’, by a "push()  or via inline assembly. You are not affected if you.
—are only using "~ .push(<arg>)" or if you assign a value (even zero) to the new.

—elements after increasing the length of the array.",
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"link": "https://blog.soliditylang.org/2020/10/07/solidity-dynamic-array-
—cleanup-bug/",
"fixed": "0.7.3",
"severity": "medium"
by
{
"uid": "SOL-2020-9",
"name": "FreeFunctionRedefinition",
"summary": "The compiler does not flag an error when two or more free.

—functions with the same name and parameter types are defined in a source unit or.
—when an imported free function alias shadows another free function with a different.
—name but identical parameter types.",

"description": "In contrast to functions defined inside contracts, free.
—functions with identical names and parameter types did not create an error. Both.
—definition of free functions with identical name and parameter types and an.
—imported free function with an alias that shadows another function with a different.
—name but identical parameter types were permitted due to which a call to either the.
—multiply defined free function or the imported free function alias within a.
—contract led to the execution of that free function which was defined first within.
—the source unit. Subsequently defined identical free function definitions were.
—silently ignored and their code generation was skipped.",

"introduced": "0.7.1",

"fixed": "0.7.2",

"severity": "low"

"uyid": "SOL-2020-8",

"name": "UsingForCalldata",

"summary": "Function calls to internal library functions with calldata.
—parameters called via "~ “using for ° can result in invalid data being read.",

"description": "Function calls to internal library functions using the.
— ‘using for '~ mechanism copied all calldata parameters to memory first and passed.
—them on like that, regardless of whether it was an internal or an external call..
—Due to that, the called function would receive a memory pointer that is interpreted.
—as a calldata pointer. Since dynamically sized arrays are passed using two stack.
—slots for calldata, but only one for memory, this can lead to stack corruption. An.
—affected library call will consider the JUMPDEST to which it is supposed to return.
—as part of its arguments and will instead jump out to whatever was on the stack.

—before the call.",

"introduced": "0.6.9",
"fixed": "0.6.10",
"severity": "very low"
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{

"uid": "SOL-2020-7",

"name": "MissingEscapingInFormatting",

"summary": "String literals containing double backslash characters passed.
—directly to external or encoding function calls can lead to a different string.
—being used when ABIEncoderV2 is enabled.",

"description": "When ABIEncoderV2 is enabled, string literals passed directly.

—to encoding functions or external function calls are stored as strings in the.
—intemediate code. Characters outside the printable range are handled correctly, but.
—backslashes are not escaped in this procedure. This leads to double backslashes.
—being reduced to single backslashes and consequently re-—-interpreted as escapes.

—potentially resulting in a different string being encoded.",

"introduced": "0.5.14",
"fixed": "0.6.8",
"severity": "very low",
"conditions": {

"ABIEncoderV2": true

}
by
{
"uid": "SOL-2020-6",
"name": "ArraySliceDynamicallyEncodedBaseType",
"summary": "Accessing array slices of arrays with dynamically encoded base.

—types (e.g. multi-dimensional arrays) can result in invalid data being read.",
"description": "For arrays with dynamically sized base types, index range.
—accesses that use a start expression that is non-zero will result in invalid array.
—slices. Any index access to such array slices will result in data being read from.
—incorrect calldata offsets. Array slices are only supported for dynamic calldata.

—types and all problematic type require ABIEncoderV2 to be enabled.",

"introduced": "0.6.0",
"fixed": "0.6.8",
"severity": "very low",
"conditions": {

"ABIEncoderV2": true

}
by
{
"uid": "SOL-2020-5",
"name": "ImplicitConstructorCallvalueCheck",
"summary": "The creation code of a contract that does not define a.

—constructor but has a base that does define a constructor did not revert for calls.
—with non-zero value.",

"description": "Starting from Solidity 0.4.5 the creation code of contracts.
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—without explicit payable constructor is supposed to contain a callvalue check that.
—results in contract creation reverting, if non-zero value is passed. However, this.
—check was missing in case no explicit constructor was defined in a contract at all,.
—but the contract has a base that does define a constructor. In these cases it is.

—possible to send value in a contract creation transaction or using inline assembly.

—without revert, even though the creation code is supposed to be non-payable.",

"introduced": "0.4.5",
"fixed": "0.6.8",
"severity": "very low"

{
"uid": "SOL-2020-4",
"name": "TupleAssignmentMultiStackSlotComponents",
"summary": "Tuple assignments with components that occupy several stack slots,

— 1.e. nested tuples, pointers to external functions or references to dynamically.
—sized calldata arrays, can result in invalid wvalues.",

"description": "Tuple assignments did not correctly account for tuple.
—components that occupy multiple stack slots in case the number of stack slots.
—differs between left-hand-side and right-hand-side. This can either happen in the.
—presence of nested tuples or if the right-hand-side contains external function.
—pointers or references to dynamic calldata arrays, while the left-hand-side.
—contains an omission.",

"introduced": "0.1.6",

"fixed": "0.6.6",

"severity": "very low"

"uid": "SOL-2020-3",

"name": "MemoryArrayCreationOverflow",

"summary": "The creation of very large memory arrays can result in.
—overlapping memory regions and thus memory corruption.",

"description”: "No runtime overflow checks were performed for the length of.
—memory arrays during creation. In cases for which the memory size of an array in.
—bytes, i.e. the array length times 32, is larger than 27256-1, the memory.
—allocation will overflow, potentially resulting in overlapping memory areas. The.
—length of the array is still stored correctly, so copying or iterating over such an.

—array will result in out-of-gas.",

"link": "https://blog.soliditylang.org/2020/04/06/memory—-creation-overflow—
—bug/",
"introduced": "0.2.0",
"fixed": "0.6.5",
"severity": "low"
by
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{
"uyid": "SOL-2020-1",
"name": "YulOptimizerRedundantAssignmentBreakContinue",
"summary": "The Yul optimizer can remove essential assignments to variables.

—declared inside for loops when Yul's continue or break statement is used. You are.
—unlikely to be affected if you do not use inline assembly with for loops and.
—continue and break statements.",

"description": "The Yul optimizer has a stage that removes assignments to.
—variables that are overwritten again or are not used in all following control-flow.
—branches. This logic incorrectly removes such assignments to variables declared.
—inside a for loop if they can be removed in a control-flow branch that ends with.
— “break’ or "“continue’’ even though they cannot be removed in other control-flow.
—branches. Variables declared outside of the respective for loop are not affected.",

"introduced": "0.6.0",

"fixed": "0.6.1",

"severity": "medium",

"conditions": {

"yulOptimizer": true

"uid": "SOL-2020-2",

"name": "privateCanBeOverridden",

"summary": "Private methods can be overridden by inheriting contracts.",

"description": "While private methods of base contracts are not visible and.
—cannot be called directly from the derived contract, it is still possible to.
—declare a function of the same name and type and thus change the behaviour of the.

—~base contract's function.",

"introduced": "0.3.0",
"fixed": "0.5.17",
"severity": "low"
by
{
"uyid": "SOL-2020-1",
"name": "YulOptimizerRedundantAssignmentBreakContinue0.5",
"summary": "The Yul optimizer can remove essential assignments to variables.

—~declared inside for loops when Yul's continue or break statement is used. You are.
—unlikely to be affected if you do not use inline assembly with for loops and.
—continue and break statements.",

"description": "The Yul optimizer has a stage that removes assignments to.
—variables that are overwritten again or are not used in all following control-flow.
—branches. This logic incorrectly removes such assignments to variables declared.

—inside a for loop if they can be removed in a control-flow branch that ends with.
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— “break’ or "“continue’ even though they cannot be removed in other control-flow.
—branches. Variables declared outside of the respective for loop are not affected.",
"introduced": "0.5.8",
"fixed": "0.5.16",
"severity": "low",
"conditions": {

"yulOptimizer": true

}
by
{
"uid": "SOL-2019-10",
"name": "ABIEncoderV2LoopYulOptimizer",
"summary": "If both the experimental ABIEncoderV2 and the experimental Yul.

—optimizer are activated, one component of the Yul optimizer may reuse data in.
—memory that has been changed in the meantime.",

"description": "The Yul optimizer incorrectly replaces " "mload "~ and.
— “sload’ " calls with values that have been previously written to the load location.
— (and potentially changed in the meantime) if all of the following conditions are.
—met: (1) there is a matching "~ "mstore ' or "~ “sstore’ " call before; (2) the contents.
—of memory or storage is only changed in a function that is called (directly or.
—indirectly) in between the first store and the load call; (3) called function.
—contains a for loop where the same memory location is changed in the condition or.
—the post or body block. When used in Solidity mode, this can only happen if the.
—experimental ABIEncoderV2 is activated and the experimental Yul optimizer has been.

—activated manually in addition to the regular optimizer in the compiler settings.",

"introduced": "0.5.14",
"fixed": "0.5.15",
"severity": "low",
"conditions": {

"ABIEncoderV2": true,
"optimizer": true,

"yulOptimizer": true

"uid": "SOL-2019-9",

"name":
—"ABIEncodervV2CalldataStructsWithStaticallySizedAndDynamicallyEncodedMembers",

"summary": "Reading from calldata structs that contain dynamically encoded, .
—but statically-sized members can result in incorrect values.",

"description": "When a calldata struct contains a dynamically encoded, but.
—statically-sized member, the offsets for all subsequent struct members are.

—calculated incorrectly. All reads from such members will result in invalid values..
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—0Only calldata structs are affected, i.e. this occurs in external functions with.
—such structs as argument. Using affected structs in storage or memory or as.

—arguments to public functions on the other hand works correctly.",

"introduced": "0.5.6",
"fixed": "0.5.11",
"severity": "low",
"conditions": {

"ABIEncodervV2": true

}
by
{
"uid": "SOL-2019-8",
"name": "SignedArrayStorageCopy",
"summary": "Assigning an array of signed integers to a storage array of.

—different type can lead to data corruption in that array.",

"description": "In two's complement, negative integers have their higher.
—order bits set. In order to fit into a shared storage slot, these have to be set to.
—zero. When a conversion is done at the same time, the bits to set to zero were.
—incorrectly determined from the source and not the target type. This means that.

—such copy operations can lead to incorrect values being stored.",

"link": "https://blog.soliditylang.org/2019/06/25/solidity-storage—-array-bugs/
;’"I
"introduced": "0.4.7",
"fixed": "0.5.10",
"severity": "low/medium"
by
{
"uid": "SOL-2019-7",
"name": "ABIEncoderV2StorageArrayWithMultiSlotElement",
"summary": "Storage arrays containing structs or other statically-sized.

—arrays are not read properly when directly encoded in external function calls or in.
—abi.encode*.",

"description”: "When storage arrays whose elements occupy more than a single.
—storage slot are directly encoded in external function calls or using abi.encode*, .
—their elements are read in an overlapping manner, i.e. the element pointer is not.
—properly advanced between reads. This is not a problem when the storage data is.
—~first copied to a memory variable or if the storage array only contains value types.

—or dynamically-sized arrays.",

"link": "https://blog.soliditylang.org/2019/06/25/solidity-storage-array-bugs/
‘_>" ,
"introduced": "0.4.16",
"fixed": "0.5.10",
"severity": "low",
(BT 0
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"conditions": {
"ABIEncoderV2": true
}
by
{
"uid": "SOL-2019-6",
"name": "DynamicConstructorArgumentsClippedABIV2",
"summary": "A contract's constructor that takes structs or arrays that.
—contain dynamically-sized arrays reverts or decodes to invalid data.",
"description": "During construction of a contract, constructor parameters are.

—copied from the code section to memory for decoding. The amount of bytes to copy.
—was calculated incorrectly in case all parameters are statically-sized but contain.
—dynamically-sized arrays as struct members or inner arrays. Such types are only.

—available if ABIEncoderV2 is activated.",

"introduced": "0.4.16",
"fixed": "0.5.9",
"severity": "very low",
"conditions": {

"ABIEncodervV2": true

}
by
{
"uid": "SOL-2019-5",
"name": "UninitializedFunctionPointerInConstructor",
"summary": "Calling uninitialized internal function pointers created in the.

—constructor does not always revert and can cause unexpected behaviour.",

"description": "Uninitialized internal function pointers point to a special.
—piece of code that causes a revert when called. Jump target positions are different.
—during construction and after deployment, but the code for setting this special.
—Jjump target only considered the situation after deployment.",

"introduced": "0.5.0",

"fixed": "0.5.8",

"severity": "very low"

"uid": "SOL-2019-5",

"name": "UninitializedFunctionPointerInConstructor_0.4.x",

"summary": "Calling uninitialized internal function pointers created in the.
—constructor does not always revert and can cause unexpected behaviour.",

"description”: "Uninitialized internal function pointers point to a special.
—pilece of code that causes a revert when called. Jump target positions are different.
—during construction and after deployment, but the code for setting this special.

—Jjump target only considered the situation after deployment.",
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"introduced": "0.4.5",
"fixed": "0.4.26",

"severity": "very low"

"uid": "SOL-2019-4",

"name": "IncorrectEventSignatureInLibraries",

"summary": "Contract types used in events in libraries cause an incorrect.
—event signature hash",

"description": "Instead of using the type "address’ in the hashed signature, .
—the actual contract name was used, leading to a wrong hash in the logs.",

"introduced": "0.5.0",

"fixed": "0.5.8",

"severity": "very low"

"uid": "SOL-2019-4",

"name": "IncorrectEventSignatureInLibraries_0.4.x",

"summary": "Contract types used in events in libraries cause an incorrect.
—event signature hash",

"description": "Instead of using the type "address’ in the hashed signature, .
—the actual contract name was used, leading to a wrong hash in the logs.",

"introduced": "0.3.0",

"fixed": "0.4.26",

"severity": "very low"

"uyid": "SOL-2019-3",

"name": "ABIEncoderV2PackedStorage",

"summary": "Storage structs and arrays with types shorter than 32 bytes can.
—cause data corruption if encoded directly from storage using the experimental.
—ABIEncoderv2.",

"description": "Elements of structs and arrays that are shorter than 32 bytes.
—are not properly decoded from storage when encoded directly (i.e. not via a memory.
—type) using ABIEncoderV2. This can cause corruption in the values themselves but.
—can also overwrite other parts of the encoded data.",

"link": "https://blog.soliditylang.org/2019/03/26/solidity-optimizer—-and-
—abiencoderv2-bug/",

"introduced": "0.5.0",

"fixed": "0.5.7",

"severity": "low",

"conditions": {

"ABIEncodervV2": true
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by
{
"uid": "SOL-2019-3",
"name": "ABIEncoderV2PackedStorage_0.4.x",
"summary": "Storage structs and arrays with types shorter than 32 bytes can.
—cause data corruption if encoded directly from storage using the experimental.
—ABIEncoderv2.",
"description": "Elements of structs and arrays that are shorter than 32 bytes.

—are not properly decoded from storage when encoded directly (i.e. not via a memory.
—type) using ABIEncoderV2. This can cause corruption in the values themselves but.

—can also overwrite other parts of the encoded data.",

"link": "https://blog.soliditylang.org/2019/03/26/solidity—-optimizer—and-
—abiencoderv2-bug/",

"introduced": "0.4.19",

"fixed": "0.4.26",

"severity": "low",

"conditions": {

"ABIEncodervV2": true

}
by
{
"uid": "SOL-2019-2",
"name": "IncorrectByteInstructionOptimization",
"summary": "The optimizer incorrectly handles byte opcodes whose second.

—argument is 31 or a constant expression that evaluates to 31. This can result in.
—unexpected values.",

"description": "The optimizer incorrectly handles byte opcodes that use the.
—constant 31 as second argument. This can happen when performing index access on.
—bytesNN types with a compile-time constant value (not index) of 31 or when using.

—the byte opcode in inline assembly.",

"link": "https://blog.soliditylang.org/2019/03/26/solidity-optimizer—and-
—abiencoderv2-bug/",

"introduced": "0.5.5",

"fixed": "0.5.7",

"severity": "very low",

"conditions": {

"optimizer": true

"uyid": "SOL-2019-1",

"name": "DoubleShiftSizeOverflow",
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"summary": "Double bitwise shifts by large constants whose sum overflows 256.
—bits can result in unexpected values.",
"description": "Nested logical shift operations whose total shift size is.

—2**256 or more are incorrectly optimized. This only applies to shifts by numbers of.

—bits that are compile-time constant expressions.",

"link": "https://blog.soliditylang.org/2019/03/26/solidity-optimizer—and-
—abiencoderv2-bug/",

"introduced": "0.5.5",

"fixed": "0.5.6",

"severity": "low",

"conditions": {

"optimizer": true,

"evmVersion": ">=constantinople"

"uid": "SOL-2018-4",

"name": "ExpExponentCleanup",

"summary": "Using the ** operator with an exponent of type shorter than 256.
—bits can result in unexpected values.",

"description": "Higher order bits in the exponent are not properly cleaned.
—before the EXP opcode is applied if the type of the exponent expression is smaller.
—than 256 bits and not smaller than the type of the base. In that case, the result.
—might be larger than expected if the exponent is assumed to lie within the wvalue.
—range of the type. Literal numbers as exponents are unaffected as are exponents or.

—bases of type uint256.",

"link": "https://blog.soliditylang.org/2018/09/13/solidity-bugfix-release/",
"fixed": "0.4.25",
"severity": "medium/high",
"check": {"regex-source": "[~/]\\*\\* *[*/0-9 ]"}
by
{
"uid": "SOL-2018-3",
"name": "EventStructWrongData",
"summary": "Using structs in events logged wrong data.",
"description": "If a struct is used in an event, the address of the struct is.

—~logged instead of the actual data.",
"link": "https://blog.soliditylang.org/2018/09/13/solidity-bugfix-release/",
"introduced": "0.4.17",

"fixed": "0.4.25",

"severity": "very low",
"check": {"ast-compact-json-path": "$..[?(@.nodeType === 'EventDefinition')]..
—[?(Q@.nodeType === 'UserDefinedTypeName' && (@.typeDescriptions.typeString.startsWith (
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—~'struct'))]"}
by
{
"uid": "SOL-2018-2",
"name": "NestedArrayFunctionCallDecoder",
"summary": "Calling functions that return multi-dimensional fixed-size arrays.

—can result in memory corruption.",

"description": "If Solidity code calls a function that returns a multi-
—dimensional fixed-size array, array elements are incorrectly interpreted as memory.
—pointers and thus can cause memory corruption if the return values are accessed..
—Calling functions with multi-dimensional fixed-size arrays is unaffected as is.
—returning fixed-size arrays from function calls. The regular expression only checks.
—if such functions are present, not if they are called, which is required for the.
—contract to be affected.",

"link": "https://blog.soliditylang.org/2018/09/13/solidity-bugfix-release/",

"introduced": "0.1.4",

"fixed": "0.4.22",

"severity": "medium",

"check": {"regex-source": "returns[®; {I*\\[\\s*["\\] \\NEA\N\\n\\VANE] [\NTT*\N
STANSFANINNS* [ANNT ANENNTANADNAVANE] [ANNTTANNT [ 1% {1 ")

by

{
"uid": "SOL-2018-1",
"name": "OneOfTwoConstructorsSkipped",
"summary": "If a contract has both a new-style constructor (using the.

—constructor keyword) and an old-style constructor (a function with the same name as.
—the contract) at the same time, one of them will be ignored.",

"description": "If a contract has both a new-style constructor (using the.
—constructor keyword) and an old-style constructor (a function with the same name as.
—the contract) at the same time, one of them will be ignored. There will be a.
—compiler warning about the old-style constructor, so contracts only using new-style.
—constructors are fine.",

"introduced": "0.4.22",

"fixed": "0.4.23",

"severity": "very low"

"uid": "SOL-2017-5",

"name": "ZeroFunctionSelector",

"summary": "It is possible to craft the name of a function such that it is.
—executed instead of the fallback function in very specific circumstances.",

"description": "If a function has a selector consisting only of zeros, is.

—payable and part of a contract that does not have a fallback function and at most.
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—~five external functions in total, this function is called instead of the fallback.

—~function if Ether is sent to the contract without data.",

"fixed": "0.4.18",
"severity": "very low"
by
{
"uid": "SOL-2017-4",
"name": "DelegateCallReturnvValue",
"summary": "The low-level .delegatecall() does not return the execution.

—outcome, but converts the value returned by the functioned called to a boolean.
—~instead.",

"description": "The return value of the low-level .delegatecall() function is.
—taken from a position in memory, where the call data or the return data resides..
—This value is interpreted as a boolean and put onto the stack. This means if the.
—called function returns at least 32 zero bytes, .delegatecall() returns false even.

—~1if the call was successful.",

"introduced": "0.3.0",
"fixed": "0.4.15",
"severity": "low"
by
{
"uid": "SOL-2017-3",
"name": "ECRecoverMalformedInput",
"summary": "The ecrecover () builtin can return garbage for malformed input.",
"description": "The ecrecover precompile does not properly signal failure for.

—malformed input (especially in the 'v' argument) and thus the Solidity function can.
—return data that was previously present in the return area in memory.",
"fixed": "0.4.14",

"severity": "medium"

"uid": "SOL-2017-2",

"name": "SkipEmptyStringLiteral",

"summary": "If \"\" is used in a function call, the following function.
—arguments will not be correctly passed to the function.",

"description": "If the empty string literal \"\" is used as an argument in a.
—function call, it is skipped by the encoder. This has the effect that the encoding.
—of all arguments following this is shifted left by 32 bytes and thus the function.
—call data is corrupted.",

"fixed": "0.4.12",

"severity": "low"

[C3y)
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"uyid": "SOL-2017-1",

"name": "ConstantOptimizerSubtraction",

"summary": "In some situations, the optimizer replaces certain numbers in the.
—code with routines that compute different numbers.",

"description": "The optimizer tries to represent any number in the bytecode.
—by routines that compute them with less gas. For some special numbers, an incorrect.
—routine is generated. This could allow an attacker to e.g. trick victims about a.
—specific amount of ether, or function calls to call different functions (or none at.
—all).",

"link": "https://blog.soliditylang.org/2017/05/03/solidity—-optimizer-bug/",
"fixed": "0.4.11",
"severity": "low",
"conditions": {
"optimizer": true
}
by
{
"uid": "SOL-2016-11",
"name": "IdentityPrecompileReturnIgnored",
"summary": "Failure of the identity precompile was ignored.",
"description": "Calls to the identity contract, which is used for copying.

—memory, ignored its return value. On the public chain, calls to the identity.
—precompile can be made in a way that they never fail, but this might be different.
—on private chains.",

"severity": "low",

"fixed": "0.4.7"

"uid": "SOL-2016-10",

"name": "OptimizerStateKnowledgeNotResetForJumpdest",

"summary": "The optimizer did not properly reset its internal state at jump.
—destinations, which could lead to data corruption.",

"description": "The optimizer performs symbolic execution at certain stages..
—At jump destinations, multiple code paths join and thus it has to compute a common..
—state from the incoming edges. Computing this common state was simplified to just.
—use the empty state, but this implementation was not done properly. This bug can.
—cause data corruption.",

"severity": "medium",

"introduced": "0.4.5",

"fixed": "0.4.6",

"conditions": {

"optimizer": true
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by
{

"uid": "SOL-2016-9",

"name": "HighOrderByteCleanStorage",

"summary": "For short types, the high order bytes were not cleaned properly.

—and could overwrite existing data.",
"description": "Types shorter than 32 bytes are packed together into the same.

—32 byte storage slot, but storage writes always write 32 bytes. For some types, the.
—higher order bytes were not cleaned properly, which made it sometimes possible to.
—overwrite a variable in storage when writing to another one.",

"link": "https://blog.soliditylang.org/2016/11/01/security—-alert-solidity—
—variables—-can-overwritten-storage/",

"severity": "high",

"introduced": "0.1.6",

"fixed": "0.4.4"

"uid": "SOL-2016-8",

"name": "OptimizerStaleKnowledgeAboutSHA3",

"summary": "The optimizer did not properly reset its knowledge about SHA3.
—operations resulting in some hashes (also used for storage variable positions) not.
—being calculated correctly.",

"description": "The optimizer performs symbolic execution in order to save re-
—evaluating expressions whose value is already known. This knowledge was not.
—properly reset across control flow paths and thus the optimizer sometimes thought.
—that the result of a SHA3 operation is already present on the stack. This could.
—result in data corruption by accessing the wrong storage slot.",

"severity": "medium",

"fixed": "0.4.3",

"conditions": {

"optimizer": true

"uid": "SOL-2016-7",

"name": "LibrariesNotCallableFromPayableFunctions",

"summary": "Library functions threw an exception when called from a call that.
—received Ether.",

"description": "Library functions are protected against sending them Ether.
—through a call. Since the DELEGATECALL opcode forwards the information about how.
—much Ether was sent with a call, the library function incorrectly assumed that.
—Ether was sent to the library and threw an exception.",

"severity": "low",
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"introduced": "0.4.0",
"fixed": "0.4.2"
by
{
"uid": "SOL-2016-6",
"name": "SendFailsForZeroEther",
"summary": "The send function did not provide enough gas to the recipient if.
—no Ether was sent with it.",
"description": "The recipient of an Ether transfer automatically receives a.

—certain amount of gas from the EVM to handle the transfer. In the case of a zero-
—transfer, this gas is not provided which causes the recipient to throw an exception.
o

"severity": "low",

"fixed": "0.4.0"

"uid": "SOL-2016-5",

"name": "DynamicAllocationInfiniteLoop",

"summary": "Dynamic allocation of an empty memory array caused an infinite.
—~loop and thus an exception.",

"description": "Memory arrays can be created provided a length. If this.
—length is zero, code was generated that did not terminate and thus consumed all gas.
7

"severity": "low",

"fixed": "0.3.6"

"uid": "SOL-2016-4",

"name": "OptimizerClearStateOnCodePathJoin",

"summary": "The optimizer did not properly reset its internal state at Jjump.
—destinations, which could lead to data corruption.",

"description": "The optimizer performs symbolic execution at certain stages..
—At jump destinations, multiple code paths join and thus it has to compute a common.
—state from the incoming edges. Computing this common state was not done correctly..
—This bug can cause data corruption, but it is probably quite hard to use for.

—targeted attacks.",

"severity": "low",
"fixed": "0.3.6",
"conditions": {

"optimizer": true
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"uid": "SOL-2016-3",
"name": "CleanBytesHigherOrderBits",
"summary": "The higher order bits of short bytesNN types were not cleaned.
—before comparison.",
"description": "Two variables of type bytesNN were considered different if.

—their higher order bits, which are not part of the actual value, were different. An.
—attacker might use this to reach seemingly unreachable code paths by providing.
—incorrectly formatted input data.",

"severity": "medium/high",

"fixed": "0.3.3"

"uid": "SOL-2016-2",

"name": "ArrayAccessCleanHigherOrderBits",

"summary": "Access to array elements for arrays of types with less than 32.
—bytes did not correctly clean the higher order bits, causing corruption in other.
—array elements.",

"description": "Multiple elements of an array of values that are shorter than.
—17 bytes are packed into the same storage slot. Writing to a single element of such.
—an array did not properly clean the higher order bytes and thus could lead to data.
—corruption.",

"severity": "medium/high",

"fixed": "0.3.1"

{
"uid": "SOL-2016-1",
"name": "AncientCompiler",
"summary": "This compiler version is ancient and might contain several.

—undocumented or undiscovered bugs.",

"description": "The list of bugs is only kept for compiler versions starting.
—from 0.3.0, so older versions might contain undocumented bugs.",

"severity": "high",

"fixed": "0.3.0"
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3.26 Solidity v0.5.0 z2ffita5{t

AT T Solidity 0.5.0 HUAH G AR FEGEMAMAR L, PASGK SEAR AT i 9 St PR A ] 5058752 52 i 4 A QR
XTSRS, WAER BT H S

#rli: 1 Solidity v0.5.0 4iif i) & LT SR AT LA & 408 25 T IF AR 20 198 A 2R 00 422 170 G 5 R0l 44 198 3 B o
Fo PO ESCN S HARAIE, AT IR AR AT R T . SRR 5 8 & 28 ZARAF R T

3.26.1 {RFIENL LMTAL

AT T 15 AR, PRI AT RETE A AU BEORORT 8 HAS T A4 T

s ARFSIAR IR BRI FRR AL, R 67055 KRG, A2 B O . AR5 RSB AL
TEA T4 (Constantinople) AKFA % AR, HHTH Solidity 4.

* f£ do...while fFFFH ) continue IEMBIAEBF R A 1F, OBAEXFGIL TR WAT N . PARTZBE
PR A Ht, WREMERERN, PR IL T .

o PR .call(), .delegatecall() fll .staticcall () FEHE— bytes ZEt, AFHHHTIET.

o WIR EVM WA ZFE HBE (Byzantium) S0 = A, BULEVE ] pure M1 view bR %5 ] 5 4 1Y
STATICCALL TiiAN42 CALL, XA F7E EVM 2T ARG .

o MAEANER R EE A abi . encode R}, ABI g5 AL W] DAIERR LY > [ calldata (msg.data
FANERESE) WA MEFR I TET . ST RERMHIG, HH abi.encodePacked,

o WRAL AN calldata KA AE ) A58, ABLfRADE8 SAER BRI LI abi . decode () LR, HE, I
R B AT SR Sk 20

« WHERHIN (Tangerine Whistle) FF4, JIISMISsh ETA A% SBFA W11

3.26.2 iF L F0iEEM T

AT H A G W TN T SRR

o PRHL .call(), .delegatecall (), staticcall(), keccak256(),sha256() fll ripemd160 ()
WIEREZ N bytes 4. ML, ESEOABIET . XFMUZ R T/ SE0Y EEH Ty XS afh Al
HEMT. A ccall () (RIEE) BCH -call(""), ¥4 .call (signature, a,b, c) Bh .

call (abi.encodeWithSignature (signature, a, b, c)) (HE—WHMEREEGR) . B
B keccak256 (a, b, c) BN keccak256 (abi.encodePacked(a, b, c¢)). REXIAZE—
ANGEME A | BINTIT R E R x. call (bytes4 (keccak256 ("f (uint256) ")), a, b) Bl x.
call (abi.encodeWithSignature ("f (uint256)", a, b)),
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o PREL .call(), .delegatecall() Ml .staticcall () BFEiR[E] (bool, bytes memory) PAHE

AESFIR [ £ 171519 « 2 bool success = otherContract.call ("f") ¥’F (bool success,
bytes memory data) = otherContract.call("f").

* Solidity BUAE N R EURFRAL BESCL T CO9 MAK BT B ML, sl ie il , 28 B R BETE AT A WS 6

Ft H A RETEM [l i B AT N T o 72 £or TRFRAHI ARtk v s W A4 28 BEAE IR PR N ARG AL i — i
AR .

3.26.3 BATRAMER

ARFTFNE T AR ISR LIRS L . T RZE T8, Hitde2itfad.
o WA ) R RS]S9 AP Y o TR B BRI BR B P AS I pub Lic, FEAE ARG & W] IR o]

B3 O RBP N external,

FIA S5, B0 B B 2 2R AR B P B AR K 7 B A R o MR o X3 T B BS RO Bl AR &
B, ¥ uint[] x = z M uint[] storage x = z, ¥ function f(uint[] [] x) K
function f(uint[] [] memory x), HH memory BEHRNIE, A DA NN storage BY
calldata. W&, external EREERSEIEIEE N calldata,

GYRBIANFALTE address WG, DA B a4 2. B, BAERLELEMA address iz
Hi, BABHRE & 2R BE RS k. fln: R ¢ 2 — 164, € c.transfer(...) IH
address (c) .transfer(...), I c.balance ¥} address (c) .balance.

BUAEA SAVFHEAA R G AR B (AT A . O RB I AR B B B — P BR A 2K
HUERA. WREHE N EAS RN G AR RN, REERaaRe, EnliEd s
¥ty address RMFDGX AL, FIA0: 40K A FI B2 ALK, B AR A, I b2 B RREKEY,
AR WTLAM A (address (b)) K b Fal A KA. R, VAR EIERILACH) payable B 1fif
MREK AL, R SChr g .

address KA Y/ il address fl address payable, H ¥ HA address payable #Zfit
transfer WfE. —> address payable AJPAER4ER N address, {HA A AEAL T & #e,
¥ address 4>} address payable 2R PAEIT uint160 Fdam, R c B—PME4, H
Y ¢ H— payable &1 B iR KAL), address (c) MZEH & address payable., WNSA I
X, ERAREALBUEENAS, Hh transfer HI T msg. sender MARAEfHAIE, MH
msg.sender j&2—/> address payable 2%,

AR AP FNE bytesX fluintY Z [AEA T, Hh bytesX RAEAMIEFE, uinty 2FEA
MIE T, X P RE S BOL MO FEAR LS R o BUFEAEFE A0 il Wb e S B Py R B 0. D, A B bytesd (4
FA) Fede o uint 64 (8 FAY), HAER bytess WRHFL N bytess, RIGHFE N uint 64, 2l it
uint 32 Fit, SRR IR TS5 R . 7E v0.5.0 Z 1, A bytesX fl uintY 2 [A] i 5l 2 13
uint8X. B, uint 8 (bytes3 (0x291807) ) FFHfEHly uint 8 (uint24 (bytes3 (0x291807)))
(#5552 0x07),

1E7F payable pRELH ] msg. value (BUEESBSARTIA) BAAVR, WX —EERE. £
ZEREUE N payable, BUNFRTFZEAIE— BRI ATRRE, ] nsg.value,
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o MR, WRE A ER AR, AT IR .

3.26.4 EFEHTTE

X TR S AR SRR EA R A ML . EHEE, KW 2R e BB vo. 5.0 FE M

W< 1TH0 JSON £0O
o AATIEI -~ formal (FITERL Why3 i th DAE— R RMLIIE) CHR T, IECHME. —4
BT RALRAIFRE:, SMTChecker, W] DAMiid pragma experimental SMTChecker; /.
o BT HPEIES Julia BN Yul, @fTiE ——Julia #EHH ——yul,
* BT ——clone-bin fl ~—combined-json clone-bin ArAfTHE .
o N FRVRE I S Hi 2R A LR
o JSON AST 7B constant fll payable #iflf[R. XLfs BEFE H BIFE stateMutability FEHH

e FunctionDefinition 55 JSON AST B isConstructor #f—14%4 N kind IFEBUL, %
FEYMMEA] AZ "constructor", "fallback" 8 "function",

o FEAREERE R b NI SO ARt o5 AT DA 58 42 45 [F] 14 7R 44 1Y keccak256 I A {EL HT 36
AR TR, 0 S, . s Wl VART, RO SE e RMES . B TRHEALS, R TEM
FRBEAR I . SO A E A8 — XL 5 RT3 58 42 < 7] 24 PRI WL 512

HBiEEH
o MAEMANE ] constructor TR E XS REL.
o PUAER ARVFAE A F6 5 I 00T U8 B AR A4 i R 2K
o IFEA FUVFAE Rl — 4K 2Rt 2R 48 0 E A 38 PR A EL

o BAEA VR A SRS RO B DR R A IR R AR E — MR X RIMA RSB, 5
EAREARMSE

BRI

* B% callcode BAEMEE LA (BUH delegatecall). EABIAR LA WIRIC 4l 1 E
o WAERARVMER suicide (M selfdestruct),

o MAEAARVHH sha3 (M keccak256).,

o WHEANARVEN throw (MUH revert, require fil assert).
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o BAEARAVFMECE S bytesxx R BIEM B
o BUTEAR SV 7Nt A R R/ byt e s SRR SR M A Rtk e 48t o

FEFENER
o T HEERNE SRR, AR ARV BT years.
o BUTEAS FUiF HH B AT A B i R T IR
o BHEARAVRRF I/ BERIECT 5 BOMEMZS G (Bl 0xle wei),

o PANHERECF RIS 0x A SVRY, HAER 0x.

Gl
fein

© N TIHEMIE W, BUAEA SV RIS A5

o BHEAR SR var KT, DAMTIIEEHE.

o BHEA AUVFAE A AR AU ORI e L2 [ 2EA T3P -

o AN FRVFOE AN T G 196 I o ) 3 {1

o BUEASVF H BUBELAN PR E I 2 A B T

o BUEA FLVF HH BER IR LI it S

o BUEAR VRO 2504l

o REIAZ AR T B IR EMIO O AR, FEIB IR B R 256 4
o BUAEA SOV BE D 2 1Y [ 2 K A AL

EE

o BMAEARFVF constant {2 BRECIRASHY AT AL PB4 -

o MRFIBAARER A AIZI

o BUTER FRVF O SR + BRAEAT

o QRBATFCHARO IR R, T E A GERE abi. encodePacked.
o BTEAR SRV — B IR B R AR 250 1] 1 )

o MAETEAEARNAVHER” BN g” 5, Wb vl, NREFE ABERS, BEEREAETReRs 2. IR
) while, switch il if 5#{CEE,

o B SEBUAY R EON BEFRAE B s
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o BAEAR A B A4 R B B R B
o FUTEAR SV RARIT e iffwhile/for 1) v HEAT BT H) A B
o XM calldata #ll constructor,

o MR EE XMt alias, apply, auto, copyof, define, immutable, implements, macro,
mutable, override, partial, promise, reference, sealed, sizeof, supports, typedef
F1 unchecked,

3.26.5 5|IHE4NHEIREM

LA X, UBAATOLS % 0.5.0 2 A Solidity AH S & Tt (s8# abk) . %EHEE
GHE T 0.5.0 2 il &2

// SPDX-License-Identifier: GPL-3.0
pragma solidity "~0.4.25;
/) FEO. 425 AWM B EHZAE, TRRE-NEE
/) X AEO0.5.02 5 T ik E .
contract OldContract ({

function someOldFunction (uint8 a) {

YV
}

function anotherOldFunction() constant returns (bool) {

/S

VA

CRFANTIAE Solidity 0.5.0 A A T4 . SATM, AT DU E & L— P afean sz

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;
interface OldContract {
function someOldFunction (uint8 a) external;

function anotherOldFunction () external returns (bool);

R, ATWA A anotheroldFunction & view, REEFERIG AL HE AN constant . X2
TF-M Solidity 0.5.0 iR T 4f, staticcall gEARIAM view KA. 7F 0.5.0 fRAZ H], constant T
AR HINAT, FrPAH staticcall JH—AMFEEA constant REUIIA AT RERLA)R , A constant
SRASA T eI MG it . BRI, 4o IH G2y U i, YA A view R AUE constant, PAB
TRAE I X R ALE S staticcall —RIAE.

AT EmE S D, EEHE T MR S S 28E Y 0.5.0 Z B &2y
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.5.0 <0.9.0;

interface 0OldContract {
function someOldFunction (uint8 a) external;

function anotherOldFunction () external returns (bool);

contract NewContract {
function doSomething(OldContract a) public returns (bool) {
a.someOldFunction (0x42);

return a.anotherOldFunction();

[, 0.5.0 DARTAY AT A I A ORI RE AN R S SC L, HFAE Rt 0.5.0 AT PERY LA (%
T QAT AT R, WS AR & A AT 5miE % ).

/) XEO0.6.0MAZFEHRK T E%HF.
// SPDX-License—-Identifier: GPL-3.0

pragma solidity 70.5.0;

library OldLibrary {

function someFunction (uint8 a) public returns (bool);

contract NewContract {
function f (uint8 a) public returns (bool) {

return OldLibrary.someFunction(a);

3.26.6 =4l

NHEIE BT B8 T Solidity 0.5.0 HUA & 24 B HHRCA, HA A EA Y 3 i — 2848 4k .

Old version:

// SPDX-License-Identifier: GPL-3.0
pragma solidity "~0.4.25;
/) XEO0.5.0MAZ R T EHF.

contract OtherContract {

uint x;

(AN

1
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(€A

function f (uint y) external {
X = y;

}

function () payable external {}

contract 01d {
OtherContract other;

uint myNumber;

/B HRBERH G TR, FEFR.

function somelInteger () internal returns (uint) { return 2; }

/S BAHFRBERRGTIE, FEER.
/OB ARBEEHGTRME, FEHR.
function f (uint x) returns (bytes) {
// EEANBARE, var® W LR .
var z = somelnteger();
X +t= z;
// A MARE, throwR W A # .
if (x > 100)
throw;
bytes memory b = new bytes (x);
y = -3 >> 1;
/0y == -1 (%, HZE-2)
do {
x += 1;
if (x > 10) continue;
// 'Continue' 4 B I K& R 1EH .
} while (x < 11);
/7 RRRBRE — A AR
bool success = address (other).call("f");
if (!success)
revert () ;
else {
/S RBEETNELEARFHA .
int vy;
}

return b;

SR EEH arr ' R B R ERLE
function g (uint[] arr, bytes8 x, OtherContract otherContract) public {

(AN

1
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(€A

otherContract.transfer (1 ether);

// B Fuint32 (405 ) /A Thoytes (8MFH) ,

/S xEHANTF TR B E K.

/RIS RREBTEMWAT A, H Abytesx B W HHE 7 .
uint32 v = uint32 (x);

myNumber += y + msg.value;

A

// SPDX-License-Identifier: GPL-3.0
pragma solidity 70.5.0;
/) EFEO0.6.0KZ W T HRF.

contract OtherContract {
uint x;
function f (uint y) external {
X =Y
}

function () payable external {}

contract New {
OtherContract other;

uint myNumber;

/7 bR AE RO B R

function somelnteger () internal pure returns (uint) { return 2; }

/7 Sk dE OB BT L
/7 Sb IR AR R K TR M
function f (uint x) public returns (bytes memory) ({
/SRAELTT e KA
uint z = somelnteger();
X += z;
// AR QB E A throw.
require (x <= 100);
int v = -3 >> 1;
require(y == -2);
do {
x += 1;

if (x > 10) continue;

(AN

1
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(G AN
// 'Continue'Bk % | T W B & 1.
} while (x < 11);
// callik El {4 # (bool, bytes).
/e B EME
(bool success, bytes memory data) = address (other).call("f");
if (!success)
revert () ;
return data;
}
using AddressMakePayable for address;
/) sh R AEE Tarr ' B E T E
function ¢ (uint[] memory /* arr */, bytes8 x, OtherContract otherContract, .
—address unknownContract) public payable {
// % H & fft 'otherContract.transfer’,
// W T 'OtherContract'Wi KRB Z B amty, St HEAERIY &,
// address (otherContract) B # 'address payable'Z #l |
address (otherContract) .transfer (1 ether);
// % H & 'unknownContract.transfer',
// 1% H & f#t 'address (unknownContract) .transfer'
// B 4 'address (unknownContract) ' A & 'address payable'Zk #l
/S MR ZEBEREFE - ANEE LK KA E 'address' £ A,
// HH DLV A 'uint160 ¥ H # 4% A 'address payable' % A,
//EE ARWN M, MR REMA WM M address payable' X H
/ /o
SHATREBEAHRE, RNENEA - NMER#THER (EXNMNATFHERFERAE) .
address payable addr = unknownContract.makePayable () ;
require (addr.send (1 ether));
// B Fuint32 (4% %) /N FThbytess (8F %) ,
/)BT AR A AT B
/BN TFERERE —AERE KRN
bytesd4 x4 = bytesd (x); // Padding happens on the right
uint32 vy = uint32(x4); // Conversion is consistent
// 'msg.value' R 8 B 7 ' payable' K B B B P .
// BT EA & B E Rpayable %k
myNumber += y + msg.value;
}
}
/0 BT UNEX—MNE, ¥ "address’” XA W H # %K address payable .
GETI0
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(€AY

KA, EA-FTET E.
library AddressMakePayable {
function makePayable (address x) internal pure returns (address payable) {
return address (uintl160(x));
}

3.27 Solidity 0.6.0 i Az 4 T4t

ARAT5iETE 1 Solidity 0.6.0 it AS 5 | A T 2R WAL, DA S LA AT T 19 S LRI A ] S5 52 5 Mg ) AR
XFToE RN, AR AT H L

3.27.1 miFBUREA A NEENEL

ARITHIH T — 225k, FEREA L, RS T N AT RE S AR AR, T Ras A = IR

 IERUE AR IAUE BRI iR —RE, B2 T DA IR A BB BRI R
i/ NRAL. BEAh, SR BRI R A 1T 5 1.

3.27.2 BMEXR

E—A7F AR IR B A, (HR B SORA . M T R, Fikaraieftadil.

o MAE, A SRERRCH virtual REFERE LFE— N O Ry, AR ER . EROZINEE
SCILH R B AR IR virtual., MEH D REE RIS, YA BTE RS override,
YN E LAEZ DT RR DRSS AR, B B e S IR a5 o, Bt
override (Basel, Base2).

o WO length T IRIBLE R Z HEn, BIMRA0EE0H .. AT 0] REiE i A Al B i) 1 4y
Fi—ASHHE AR H KN, [ push (), push(value) 5 pop () 0, SEHE—ERAEA,
IR T IA N . X EEREEE N T B 1k E R A7 2 i A7 g 4

o B XA abstract TJAHIRIREE L AMEN . WR—DELEA LI EIrEYIRE, Blabaif
XA KRBT . R ELAREEH new AR, FEEETRE A AT BE R HAE 1Rl .

o FEEAMIIETAYIRE, AUE NP RE

o FENBIC a AR B AS A FORREFRDA _slot B _offset £k,

o IR g 2% 15 7 BN RE RS0 S NI SR B AR A e B . Q2R AR |4 PR & — i, IBAER
HIZE B s ER AN B S NI g b AT A 58

o FENBELSR T, AN SEEAERS I LR N P B RED ARSI AR IRAT . TP gas BIAEZ gas () .
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o WEARFE TREZRE. —MIREGAHRFENMIRESEE <, WRAEERTITELRGZ P
A [ 2 B AT AR AL

3.27.3 ENFNEETIL

XA T RS SRR, T2 5 E ST LRI S AR AL .

o BUTEAR LI MANT R BB SE ol address 2R, M, AMTRREZEAA — AL address AR,
BT IAR selector .

o SRR B AL push (value) AFRREGHMKE (B2 BAR&ER).

o PR AT LR REC B ICA BRER D H R LR R, %R AU fallback KEFE XL,
HH receive XAETFE L —MNEIPAKH BREL.

- ARAETE, AR R S (TR R UCEIPAR) , A2 R AR BR &L receive. IR %02
Ky payable.

— YA HA KR CECT, SRR R R R (AR B AR IR R L receive AFAE, U ELEETH
B A=) ETPAEEA AU payable BREECRNZ . MR EAR 2 payable B4k,
LAV REAE AR HoAth 2 AN ) BRAX SZ 5 RIS o RATER I TH R B U, A 5 2 S BT
U] EIPIETR @

3.27.4 FHihik

ARFTF T HE Solidity 0.6.0 Z Fi AN R i 52 S U ARME SE LAY 155
o try/eatch 7% &) SRR A SMRYHE FASCHS SR o
* struct fl enum AN ATE SR o

o B Y) T AT calldata 240, 540 abi.decode (msg.data[4:], (uint, uint)) EXTERAEAE
P B AT IR AR T s -

* Natspec 7T & FH I SCRFZ MRIIZE, ATH eparam MM M4 H
* Yul RINBAC A —HHiER, UL Lleave, HTDARH AT R

o WAERI AR T payable (x) ¥ address il address payable, Hr x W42 address 2551,
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3.27.5 EOT{t

AATH ST A B 0 R ABR R A S B X ST R S U R A AT iRt i O =K
B, AT e R AT g 1, BCE AT AT e A AR

MR 2R

SIA— I IR, HAMREMGT L AE SRR . EERAEL 2R, H2
W1t ——old-reporter B PAIR[F E| 5 FH B IHES 4R & 4% -

TR RS T

S 2 IR TEHCI PR TPFS A (LI TR e (B4 29 7 208 ) SR, 5 0.6.0 27T,
SEERBBAMIN T Swarm W, 0 T DA HEILAT S, 31 A 7A@ A FFHE - -metadata-hash. &
VAT %18 ——metadata-hash fy TN ipfs B swarm {H L FE =~ MM IME A . %%
none AT DASE S BRIG A -

XAl DA 470 JSON 4o i, F- S g i AL i Jokid)s JSON.

BT BRI T P BRI T4, DA CBOR MK FE , I % b Hlb (748 4 R, i
{EAHE 36 ST R

Yul fift2s

SEGEH T AR &, Yl A IAELE N ——optimize SRR ik i BOAE . AT DA it
-—no-optimize-yul ZHAET M HIFANENE . X EZF R ABI coder v2 fYURD

C API Tt

i libsolc W C API ()% b AC RS B AE AT DAY il 4 i 25 06 FH W O AE. S 7 (X — A8 fb AR ¢ — 2L
solidity_free ${EMMZ N solidity_reset, MW THRE solidity_alloc fil solidity_free,
solidity_compile HFEIR [ —AiiE solidity_free () BRI FAFE .

3.27.6 N EFHIEHIKED

AFTEAULR] T M) R — S AR A B S R A A S
e ¥ address (f) K f.address, KN £ ZINPEESEH.

e H receive() external payable { ... }, fallback() external [payable] { ... }
BOX N R E—E Sk function () external [payable]l { ... }. HZEHWHE, HIFH
#iff] receive AL,
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e 4 uint length = array.push (value) E&jﬂ array.push (value) ;. %ﬁﬂ@ﬁgﬂ%ﬁﬂ
array.length $/ji.

e Y array.length++ ¥ N array.push () REIEHEKE, i pop () RIB/DIEMEEHBKE,

o TE—DERENY @dev SR, NS IR SEUE L—A @return 55 H, KHSEMAIRIEN S —
AN BN, ARGEH E L function £() public returns (uint value) FJEREC £ (), I
HAE Qdev ¥R, FAICTKENRESEUTT: Greturn value The return value.., ZA[PAIR
A8 i 44 R i 24 BRI SR, R B SE s B2 e BB AT T O 2H R [l 2R 1 e s B Wt R T

o g AR G ) AS B S TR ME— AR IR AT, A5 NI G SR T 2

o TE—NEITE R O EE BN virtual, FERTA B BRSBTS BB TR
virtual., XFEYK, EHDEEELR LRI override. XFLZEYMEK, #I override (A,

B, ..), FEFES I A E L T ERRE G Y. M2 HIE LR R, ARG 2
FHITA 1P PRER

o TENBIC R, K O WMBIFITA AR EZSEEEM . B, K pc ECH pc (), K gas HHCH
gas ()

3.28 Solidity v0.7.0 Z2i 4354k

AR5 1 Solidity 0.7.0 fiAS 5 | A TR MANEAAL , DA S LA AT T 1) S DRURI A ] S5 52 S M ) 4GRS
T SE RN, AR BT H L

3.28.1 E MR ELL

o RARFRFRIHRERS G (A 1 << x3k2 ** %) FQRMA uint256 2 (TEHED) &
int256 JA (T80 RIGTHRIE. (EBCZHT, DlRfERARE GBI ST RY, TR
KPR

3.28.2 BT

o TEAN R AR G 01 E A h, BUAE T F BB 48 PAKAHT gas: x.f{gas: 10000, value: 2
ether} (argl, arg2). |[HWIEWE -x.f.9as(10000) .value (2 ether) (argl, arg2) --&%
R

)RR now BN, WX block. timestamp K. M —MEFARENKYL, B—mriR
£F now JGEM T, ATRESIE NS EAESH S AL P AR A 242 {1 block . timestamp LRSI
TERERK— R,

* APAZ ) NatSpee JERE H Ao 1 T A IREAZ &, A fR i Al AL &
« {05 gwei BER—DREW OITHE, Bl 2 gwei fER—DECTF), REAN—DIRRFFHEA
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o FAFHRBIE H BB ST EIR ASCH 224 , X ALFEAANEL SUF51), an-175#kdl (\x££) F1 unicode ¥4
X (\u20ac),

* BUAE S FF Unicode 747 i AR B IA U UTF-8 J¥5l. EfIM unicode Ry ZH K fr il

unicode"Hello A",

o IRZSATASME + BUAE AT DATE KR A A B 1 R B RS T AR M . A BRIRZS AT AS ME ) BR 0T DA pure
M view REUTET, 1M view AT PARE pure MBI E . RN, AJLRSEEPIANE view,
22 pure, WHRENEEE,

PBXC %
o TEMPE HIRR BRI B AR, AR VFENBRC G A . o A2RETE X Yul” BER A Solidity
EAIRA R

o TEEFEAT AR B x MRS AmAS ol Id x . slot fil x.offset Pj), MiAE x_slot fll x_offset,

3.28.3 BRRERANFLLHITHHE

R Z SN R
o AR AL B S W, AR T O . DA, W AR P R,
TEAMRR, s .

o WERAFAE P IO S SR B S, R TIR(E R A PIAT Y o DART, FES IR RE T, MU &
ARBB, X BRI HAS A

BEEIE Lo
- WIS HCR F AR AT LM (public/ internal) Tk TH 1L G208 0IE , il IS HLAHEN abst ract .
S BT e R T LRI A et T
o RIGAR: RAVRREON virtual: hFHRGARBEBAR, FEREOR BRI N virtual,
o RAVFTER—HRIZ U HAT IR 4 B RIS BRI 2N i

e using A for B HEMWE|ITAHREIMEGL. DART, XFEmRMRE . PUE, BUBHE T i 1%
WRIRAE AP ER using 154].
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Rz

« AR RAMMBALEA SV . PART, AVFRBIRAL, (HEfatTit SPat .

 finney il szabo WIHAMIME. EIIRDHER, I A RGEMEEERASBUEM ] W, M, TTAE
FHEIRARIEE, W 1e20 BidEHH LK) gwei.

7=ER

o KT var NREFEM 7. DART, XKD, (Ha SRR, I AEFhE
B, BE, BB,

3.28.4 EOTL

* JSON AST: H kind: "hexString" RARic 7 #EhlFAFEp A,
* JSON AST: {H3 null fJ8 HHFA JSON it i .
* NatSpec: H43 5 A1 & BCAH — BRI SCR i -

3.28.5 AEHERINED

ARTTHEAIGER] T A A — A G AR AL SR S BT ALAS

e Ffx.f.value(...) () My x.f{value: ...} (). LM, (new C).value(...) () BN new
C{value: ...} (), x.f.gas(...).value(...) () A x.f{gas: ..., value: ...} ().

* ¥ now M block.timestamp.

o R OLIE FAT I A R AE RO RO AT S R i, o x >> (256 - y) BN x >>
uint (256 - y).

s MRTE, EIAIREGZAPHESE using A for BRYIHH.

o MBI R AP B public KT

o MBI REHINER internal X, HAEGAPEM abstract (WRIEBA L)
o BFNBAC ST _slot fl _offset [ Mk A .slot fl .offset,
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3.29 Solidity v0.8.0 Zeff 4 1t

AR5 1 Solidity 0.8.0 JUANH I ARY EERBEEA . W5 RIS, WER BT H .

3.29.1 EX RN ELL

ATTH T B ARG a8 BOA TN A D0 T 2 AT WA

o FORBAEALE T A R KA . T PABEA] unchecked { ... ) RGEHARTRIELEAT R .

i A AR AR R, BTATRAHE B BN A, DASEANACR B T e, RPREE 2 DA ol
T gas JRASR AN o

o ABI 4ifith s v2 BRIN R IE .

A DA pragma abicoder vi; RiEFEM A IHMAIT H. iEH pragma experimental
ABIEncoderV2; fIRA R, (HEERIE T, AR R SR, G pragma abicoder
v2; R,

TR, ABlcoder v2 [ vl SCRFEZHYRA, IR AR T 2 1 G A E . ABI coder v2 ffi— 2
PRECH & 5, 1 H 24 S P S AFASEEM IR, BiRaWaZARAELR, ME ABI
coder v1 HH A [l .

o FRECRAIRR, WAL, Rk axxorre YR ax* (br*c) o 7E 0.8.0 ZHl, ERMEH N

(a**b) **Co

R R Oz AT 7 i

o RIEWTE FHAL ARG AL, INBR AT SR, AT TERU R, TR IR R . A

RHbE, BRI S TX Panic (uint256) MRREC A A R 8dE , AR R ACAS 2 £ B AR 10
1o

DR B IR gas,  [RIIE AR FRVFERAS BT T HRRX S 0L 5 Jo8Uim A IRE XX a1k, tean—A~
RIK require.

o QERYT FAFH AR, KRR Dt i, 25 I panic $5%. SRS B AT,

3 AR 1 PAVIBRA G R A A B 7 R R SRR 0

o WERFEBON TR EFRIE T, Solidity [ SCHIRAKFAE S BrA 20 3 (AT ORI . BUHE

IR FERARPUNER R ZA, BT A5 BTz AT ek 20 (i i AR ] (407 U it
A

o KAl byte ELHMIIR. B2 bytesl B,
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3.29.2 FEYPRHIF ¢

AATHH T R S EENA G AN FHIFR AR,
o S EE R A AT RR S . PARTAE A SO T AT 0 mT B2 B i -
1. AAVFM BT BRI KT type (uint160) .max HF BB N address.,

2. HAEBFHERMT type (T) .min Al type (T) .max Z[A]f}, A RUFFHEEESEESM T2
[ EH AR . FRRIRE, JH type (uint) .max U uint (-1) AR .

3. HA Y7 RS AT T —AMER, A VP Rk 2 a0 k.

4. FHEHFEA address KR K B4 (A0, address(literal)) J& address KA,
M address payable 88, ] B4, Bl payable (literal), FRARGE—A
payable AU [ HiHE T

ey Wt F @ oW = W2k # g2 address, M A~ =& address payable,
it o A o & X W % % % % h address payable x A, #l o
payable (0xdCad3a6d3569DF655070DEdO6cb7A1b2Ccd1D3AF) ,

o WFRARBLHAFRIRE . AU/, SERESHAAS] (int, address, bytesNN &) HRZ%
— YA, A RVFRE TR . ERATZ AL, T2 .

RN ARFS T(s) RFREREM T(x), Hr, T s @R, x & s BRPUEMEZEA .
AR ARV Bl 42 uintl16 (int8), FEEM BRI S T (8 fiF] 16 fi) FfFS (A
BB TS 3E) o AT T, RAOTLA0E A 2R A FERTmE o7, Xk
uint16 (uint8 (int8)) ¥ uint16 (intl16 (int8)). THIEE, XFHF L B A A [F B 45
H, B, X -1 TFHEZXAEUR RV — LA )

— address (uint) F uint (address): [6] B % ¥ 2K B M 58 F. 9
address (uint160 (uint)) Fl uint (uint160 (address)) {LE,

&

— payable (uint160) , payable (bytes20) fll payable (integer-literal) : [d e T 25
RIFLRS AT A M . 4 S payable (address (uint160))
fl payable (address (integer-literal)) U, iR, payable (0) ZHZW, N
I B14h .

- int80 (bytes10) Ml bytesl0(int80): [a] B} # 4 T K & M &4 5. 4 % H
int80 (uint80 (bytes10)) Ml bytes10 (uint80 (int80)) A%k,

payable (address (bytes20))

— Contract (uint): RIS E . B Contract (address (uint160 (uint))) L&,

LA A FRVRRY, DARERI S . BiltN, fERiA3 uintl16 x = uintl16 (int8(-1)) 1, x fIfH
8 ey VA KRR U il R S

o RHAMET HEEL T —K, Blc.f{gas: 10000}{value: 1} () 2IRH, UHHH c.f{gas:
10000, wvalue: 1} ().

o &JFR%L 1og0, logl, log2, log3 il log4 CL#iMkR.
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X LEHRIR ARG AT R, A BB B . BATHIAT A AT LA B 2 15 40 -
* enum & LAFH A RERIT 256 1.
RARFRERATHT PAZE 4 BBE ABL IR Z BB 2 uint 8.

o BRTAIRBANFEZS, AR this, super Ml _ MZFRAEFTREIA. XAGISNE R T M A
Solidity PASMTE T LB & LR 1 M T RE, X LUTH 7 B S8 SRVF IR R B AR -

o BB EY \b, \£ M \v 5 SUFFNR SR EAMRATT LGRS Hs 3t flE s A, flan: 5512
\x08, \x0c, Fl\x0b,

o &R E tx.origin Ml msg.sender PRAIRE address M AE address payable, FATA]DAE

o BRI T 15N address payable 28%, [ payable (tx.origin) B payable (msg.
sender) .

A BRAE 2 R G 1A AN BE A A K SE L2 45 AT ASEAT, T ABIAE 75 2 — A B 1 Aot o fulf i A 22
SRAT .

o BAFEHH address HKA L JE IR [A]—4~E-payable 2284[{) address. fFilE, AN B2
address [MA & address payable:

- address (u) HH u 24 uint160 FAMWAER . FA)T RSP BB u il
address payable 2% Hl payable (address (u)).

- address (b) HH b j2—4> bytes20 KA E . FATW DAL A BAFEHRF b iy
address payable 2% [l payable (address (b)),

- address (c) Hf c @—NEZ. PART, PR IR EIERI PTG 292 5 o AR (2
28 —A> receive MREL, L2 4 payable 257U [Y) fallback pR%k) . #44ft payable (c) (A
& address payable, HAGY4EZ) c 0 AZILPAKE A foiF. — ki, J\ﬂ]E’\%ﬁIW\tﬁi‘i
{F DA B0 ¢ #4° address payable [JJ2XH: payable (address(c)) . HHE,
address (this) 5 address (c) BT R3], RFEAHNEERHTE.

o NEEIL 4P HY chainid BIYEHIA N Z view AR pure.
o —ITLRABERH T A5 58%5, R AR5 54

3.29.3 #EOTL
e ——combined-json i ELMNAE, JSON B abi, devdoc, userdoc fll storage-layout BXE
TG, 1£0.8.0 21, EfISWTIMCHFITE.

o “fe4E AST “CHIMER (--ast-Json fEAAATHIM, legacyAST JITARIUEJSON) . )i} “RiEH
AST” (--ast-compact-json &% AST) {ERNE.

o IHREE R @ (-—old-reporter ) TR,
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3.29.4 IAEFHERINED

o WRBKIIAUSEE AR, 5/ unchecked { ... } WENEAE,
USR] SafeMath BUSMIAEE, B x.add (y) Bh x + v, x.mul (v) Bl x * v 24,
o QNSRGARYRLSE(E HIHA) ABL ZfS2s, iEWI pragma abicoder vij;.

o T PAEEEMIS: pragma experimental ABIEncoderV2 B pragma abicoder v2 R NERZS
H.

e ¥ byte N bytesl,
o WCRFFEMIE, B0 b e AR A
e ¥ c.f{gas: 10000}{value: 1} () &N c.f{gas: 10000, value: 1} ().

e Jf msg.sender.transfer (x) YN payable (msg.sender) .transfer (x) B F{#] address
payable KA TAiEAR &,

. ’H‘X** * X E&jﬂ X*Ky) KKxz
» Use inline assembly as a replacement for 1090, ..., Log4.

o RRICAT S BEURUS 7 R MBS KA ISR B EL FFE 1 (1A, type (uint256) .max
- x + 1, R A RE)

3.30 MiEiEm

Solidity £ 24 n] LA F — Rl sk T s A R N BRI, R AR B A 3R AL T2 B i SO . X R RTE bl &2 h
Ethereum [ A1 5 #7uA%= (NatSpec).

#%7k: NatSpec J&5Z Doxygen [{)J5 % . BIRE M Doxygen XUAEIFEREFIARZ, {HIFAFTH S Doxygen £f1F
PRSI . AU T 1R 81 ST R AR

WSR3 0 AT BN 53 A Lo B8 £ SRR 1) fie 26 P B R e X SR BT ATE S P (AR) 564
Zh. (HZELS)) WA

L Solidity 24 FH NatSpec X irfy Adu4% 11 (ABI Hi—4)]) #4758 MR .

NatSpec 13 % i & 2015 & K00 i e R RO A% o8, SR SRR T4 Solidity 4w i B, FHERHEANA T
Solidity ZiFa i, B e R BCA LS nT A A% X

NatSpec ] ALIEEE =5 T H M RO3ERE . X 2Ll fig /28 id @custom: <name> FREESERNT, —PFHY
FB A B AN BEIE T EL g2 it
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3.30.1 &R GI
SCAY ] DA 3 ] Doxygen A7 S48 R Kk A B4~ contract, interface, library, function Al
event Z . fF NatSpec #, public IRFAZEZRT function,

* X Solidity, BERILAMERE /// HIFBATHERESLA /> THiR, FFA */ GRS T 24k

X5 Vyper Heyii, ] " GRS SN A RBRERE (R TCARICAF S HERE) . S UL Vyper SCRY.
BT R T A A AR — A A T ARSI R AL

Friki: Solidity ZiFas ARG LML A SLRYRE UL T A BEATARMT . (E il Gk i) N R AIRA AT B K fik
KRR, AL iX R

XAERK A RER RAEA A

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.2 < 0.9.0;

/// @title Bt W&
/// @author Larry A. Gardner
/// @notice f& R4 W A F B K 0 B
/// bdev BRI EMERARMREREHERGERT LAH
/// @custom:experimental X & — ML L EWH &4,
contract Tree {
/// @notice WHERM KRG M I, HWEENIH
/// @dev Alexandr N. Tetearing X % 7 D\ & # £
/// @param rings # & % # K W F K
/// @return M (%) , Lo EHRTEE LN
function age (uint256 rings) external virtual pure returns (uint256) ({

return rings + 1;

/// @notice R E ZLM MWt FHE.
/// Gdev KR RREERET —AMEAENKF.
function leaves () external virtual pure returns (uint256) ({

return 2;

contract Plant {
function leaves () external virtual pure returns (uint256) ({

return 3;

[Cay
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(% L0

contract KumquatTree is Tree, Plant {
function age (uint256 rings) external override pure returns (uint256) {

return rings + 2;

ZELET T T TV TS S S
/// @inheritdoc Tree 4 %

<

function leaves () external override (Tree, Plant) pure returns (uint256) {

return 3;

3.30.2 &

FA hREHR 2 T IER) . N RMRE 741 NatSpec A28 H AFIE T BERLAE AL Ty . A —FPERIRIE DL, AR
B EARAE, A2 Solidity Ziifa i ARIER Ty sXBEAT / /7 30/ R, WA ERRCH @notice,

FRE W A F
@title —ANAAZIAR G A AR contract, library, interface
@author VEE 44 E contract, library, interface
@notice 1) A3 FH PR AN R VS I VE contract, library, interface, function, public state
variable, event
@dev [0 FF & N R R AN 4n =1y contract, library, interface, function, state vari-
able, event
@param S AE Doxygen F1—FEiCsk— 2% (W70 | function, event
WS4 )G)
@return O NE A0 R B IR [ AR function, public state variable
@inheritdod\ A RE AL il G B Je i FR2: (WAZRFE | function, public state variable
BHBWZIE)
Qcustom: .| HENHE, B LHNARFE X everywhere

MRER R BER B ZAME, 0 (int quotient, int remainder) IPAMHZEZ A @return iB4A], R
5 @param ifAjHH A

HE XFR%PA @custom: F3k, JFHEMMAE — DR/ NG FHREETSF . R0, EARAEE/FFG. &
IR AFEARfI O O, I A SO i —&R 4
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HEREFRX

Solidity %% & il 1 NatSpec SCHI MY Solidity J AL 41 2 A5 g A Y JSON %t . 1t JSON i Hifry
S, BIAERA P RIZ s, FTRAE R A A P, S B AR ] — L Hi b2 .

B, —2R PR 2B

/// @notice X NMBEKEE a° FL7

XAy R, 2

ZAE HKAFLOF T

AR AR EAN, HF HAAR) 2 BUR{E 10,

4R

B4 NatSpec [ R 8CRF I Zh kR HEE B ECK SRS . X5 T Bl AT DL 2
o BSHATEAIFN .
S FE N R WiOBA TSR A GO
o YH—HIE @inheritdoc W%, HHE T IR LRMK,

3.30.3 CHFHith

W A ARATIN B TR BT A SORERE A PSR [ B8 JSON S —AN@ o T 1k 28 i) A E AT R R
AR, 5 — A2 TR N R .

WER R AT A ex1.sol, ABALEAT AT LAR Iy AR Sy -

solc —--userdoc --devdoc exl.sol
By

f&iE: M Solidity 0.6.11 iR f4f, NatSpec iy 5 —4 version (JAA¥E) fl—4 kind (#%) FE. H
B, version #{i%'E N 1, kind UHiJE user (JI ) B dev (FA#F) 22— TEAK, AATRSTIABM
WA, VEIKIH B RRAS .
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R

A SCERRE AL AR TP SCRS JSON SCFAE Ay i -

"version" : 1,
"kind" : "user",

"methods" :

{
"age (uint256) " :
{
"notice" : "W H WM K KB, HHEE AN E"
}
by
"noticen : " RALW AU R T R EAMAH. "

TR, REITFRM RS 29 ABL P E SRR BARIERE 4, TTTAS 2 fA] B HG R 44 A o

FREXH

B P SRS R AR AT A ORI JSON SCF, R B X R -

"version" : 1,

"kind" : "dev",

"author" : "Larry A. Gardner",

"details" : "HHW AW B R AR LR ERLAAEANFERLT LIHH",
"custom:experimental" : "t F — MNERMEH A L. ",

"methods" :

{
"age (uint256) " :
{
"details" : "Alexandr N. Tetearing H ¥ T U ZH#H E",
"params" :
{
"rings" : "R B A B A
s
"return" : "R# (¥) , X2 FHEEELA"
}
by
"title" : " A7 AL
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3.31 SMT & &EFFOH N 1LIEE

(ERE ARSI, A AT REHEAT B SR, IE AR AR A A AR ARG « e ok 2 e ARy Ot
BITAT—HE), HIE LR RGE

R, AR IEA B L REH DY R I () Aty (SEpRsicsl) ZmImRs1. sk
T B AN R A, DA RS SRR BRI RCR

Solidity SZEL T 3F SMT (A i JE PR B3¢ (Satisfiability Modulo Theories) 1 Horn fgk i 7 =36 10F 5
SMT #5:45 gipbile 1 2 IE A AURS5 E 1 require Ml assert M HAIMTE. BAtETE, BT require
BRI, HIREIEY] assert BRI SR B . WER IR S R0, WmT AR I g ft—AN
Bil, VLRI B s . AR SMT K Ar s i b — R i A 4 iRy, XBEWREIZBIH R L eN.

SMIT 2 S5 15 SR A HEAL IR HE s

o PR LI T A

o DL O IR

o TS PRI TR0 O

. AL

. BHUR RIS .

- RS
W BFA KA SRR 1, oA IFAT BBk [ 30K, I 7 Solidity >=0.8.7 i F i
SMIT e 48 T4 45 0 M 45 2

s < RIGHBME> RAAXE. XEWE SMT ALY T BRI, WRESAH—1 R, H2
R OUT, WAl REA S BBl FERLEOLR, 24 SMT 4 Solidity {CRER N 1 AELAZ R
UTCIRRIR R, XA SR AT g e — MBPHE

o < KRB EME> MRAEEXE. REWRERBIICIEAEL 2 RGBS A AIERI RO . d 24528
FEARTNE, SMT KA i x4 VAR A (R A PSR o 32K T DA Ao HE A A P Ff () oA A, L e tho ]
AE BRSBTS -

ZUR N SMT kg, b/t 2z 70—/ 71 % e BOAR B 51 % Bees | 3] DA T A SO
EJEH SMT f5 5 4%

ik 7E Solidity 0.8.4 2 1, J=8 SMT f & 25 BRA 2l it pragma experimental SMTChecker;
I H A AL E pragma (EAA 2T % pragma DR, KA EUIREME SMT R &dsm Gafs, HE
FHE Solidity 0.9.0 1 fL R . TR Z, BAERIMHE— SO (] pragma, 2% TG S0 EH SMT
KA as

i R SMT A A aS FIR)Z KM oA i, IR ARk FARSA B SRR T — el i i IE A
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ekl O, XL oL R RAERY, AR R A FEhR . L, AL EMERTRE T
R, BEE AT RE S ECRA A LRI . A — DO R R R R MR — R SO T R
M, WSFSMT 5 % 25 R 0k R T L8] BB B TIE W A 20 R PR B30

3.31.1 #1=

it

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Overflow {
uint immutable x;

uint immutable y;

function add(uint x_, uint y_ ) internal pure returns (uint) {

return x_ + y_;

constructor (uint x_, uint y_) {
(x, y) = (2, y_);
}
function stateAdd() public view returns (uint) {

return add(x, v);

FHEEAER T N A AR BT, X T Solidity >=0.8.7, SMT 44 £ g BRIA A AL T i s i, B
PAFR AT B SLAH ] iy 4T3 ——model-checker-targets "underflow, overflow" B{# JSON &I

settings.modelChecker.targets = ["underflow", "overflow"].ZILAT 4y E +rfeE . LAt
BRI
Warning: CHC: Overflow (resulting value larger than 2**256 - 1) happens here.
Counterexample:

x =1, yv =_
—115792089237316195423570985008687907853269984665640564039457584007913129639935

=0

Transaction trace:
Overflow.constructor (1, .
—115792089237316195423570985008687907853269984665640564039457584007913129639935)

BT
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(€AY

State: x =1, y =_.
—115792089237316195423570985008687907853269984665640564039457584007913129639935
Overflow.stateAdd ()

Overflow.add (1, .
—115792089237316195423570985008687907853269984665640564039457584007913129639935) ——_
—internal call
-=> 0.501:9:20:

|

9 | return x_ + vy_;

| AAAAAAAN

WARBA T T L pE s th G DL require IHA), SMT K dal b IABcA i 2 nT LS BN (S A
MAEERILR)

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0;

contract Overflow {
uint immutable x;

uint immutable y;

function add(uint x_, uint y_) internal pure returns (uint) {

return x_ + y_;

constructor (uint x_, uint y_ ) {

(x, y) = (x_, y_);

function stateAdd () public view returns (uint) {
require (x < type (uintl28) .max);
require (y < type (uintl28) .max);

return add(x, y);
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W=

Wi Z A P — AR TR E S, QAR RN GRIE, —NEHELTCNE, HS
I IR

TS E ST MR e R £ BRAL inv 8 LT £ 2 BRI R . XA T REREE
X (a, b)Y, Wb > a, A £(b) > £(a). HT £ HFLESHRRBEKN, SMT KAZHER T EE
IR . TS EIRIXA B MR ECE L, BESH AR LR

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Monotonic {
function f (uint x) internal pure returns (uint) {
require (x < type (uintl28) .max);

return x * 42;

function inv(uint a, uint b) public pure {
require (b > a);

assert (f(b) > f(a));

FATE T AR R AT =, PARAIESE Z A2 0 JE . R AU R — A 32 BRI B B i e K
JUER, HWrE R ICR IR T S TR P e R JE .

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Max {
function max (uint[] memory a) public pure returns (uint) {
uint m = 0;
for (uint i = 0; i < a.length; ++i)
if (a[i] > m)

m = a[i];

for (uint i = 0; i < a.length; ++i)

assert (m >= a[il);

return m;

R, XA, SMT kA H sh i = A gk
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L SB—EIRH Y ++1 Al
2. MBI ++1 A .
3. ZWIE IR A 2 IEHIHY .

ik XLEMEW KBRS, X EASE ANE R BT RAeXE T, BTDAZE L RER A

B A B R PEAR B E B U R 22 iy P DARE RO TR PR B E R SR, AR BRI AYE52R . i,
KN EE &)

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Max {
function max (uint[] memory a) public pure returns (uint) {
require (a.length >= 5);
uint m = 0;
for (uint i = 0; i < a.length; ++1)
if (a[i] > m)

m = afi]l;

for (uint i = 0; i < a.length; ++1)

assert(m > af[il);

return m;

FATFFRIR LR

Warning: CHC: Assertion violation happens here.

Counterexample:

Transaction trace:
Test.constructor ()
Test.max ([0, 0, 0, 0, 01)
-—> max.sol:14:4:
\

14 | assert(m > aflil);
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KSR

FIEBCA L, X607 HEER T SMT KA A e oAU B, IEM] 7 R A E RE sl BA Y Jm itk B 6
HLPE LB MR AR W K G PRSI W TR EYE, WRERR L35 R = KA.
HK—APIT, FE—AD YRR, AR AR (20128, 2728 - 1) JEREIN . iEFRATTTERE (0, 0)
BCE— LA bLEs N BEER Lk bR, —IKRBBE 2, AREERMIMES. HLa AR HLRT
DA R T B RE T IR R o

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Robot {
int x = 0;

int v = 0;

modifier wall {
require (x > type (intl28) .min && x < type (intl28) .max);
require (y > type (intl28) .min && y < type (intl28) .max);

—

function moveleftUp () wall public ({
——x;

v

function movelLeftDown () wall public {
——x;

TYs

function moveRightUp () wall public {
++x;

try;

function moveRightDown () wall public {

++x;
Y

}

function inv () public view {
assert((x + vy) % 2 == 0);

EET )
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(% L0

BREL inv RSP —DAZ R, Bl x + v WM. SMT KM BOAIEN, TTieRAAida A2
Fand, MERIEMRZHMmS, XML RaRM A0S n e F X 5. #R:
S NN v RELTERIDR

FATdL AT DA SMT a1 e RN ft— Sl ERA AT N AT GE 2 rI U5 A AL & i kA . ATl
PAAB L A UA TR B, RIEIN (2, 4) 2 R AT .

function reach 2 4() public view {

assert (! (x == 2 && y == 4));

XA B, RIS R MR B[y, SMT K 2 ds R 2R BT 4= T E] (2, 4).

Warning: CHC: Assertion violation happens here.
Counterexample:

x =2, vy =4

Transaction trace:
Robot .constructor ()
State: x =0, vy =0
Robot .moveLeftUp ()
State: x = (- 1), vy =1
Robot .moveRightUp ()
State: x =0, y = 2
Robot .moveRightUp ()
State: x =1, y = 3
Robot .moveRightUp ()
State: x = 2, y = 4
Robot .reach_2_4 ()
-—> r.sol:35:4:
\
35 | assert (! (x == 2 && y == 4));
| AAAAAAAAAAAAAAAAAAAANAAAAAR

R, LHEREEA—ERMER, FIEA AR AT (2, 4). SeRb i n] sE A i 1
Mfps s, HRERAS, B 2RI
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ShERIEFAFIEAN

SNV AR SMT A2 g A R MRS TR o XSS R SR 2, BB A 2 64 AT A 2 )
ST, WASRRORIERRE I & 28 55 -5 G2 11 FTFe ) & 2940 TR o

TEFLEEOUT , AT REFERES AL B B B Sl @ e, B SN A AR T AL AT, R Ep b A

TMEGY, XEEMETIRZEL.

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.0;

interface Unknown {

function run () external;

contract Mutex {
uint x;

bool lock;

Unknown immutable unknown;

constructor (Unknown u) {
require (address (u) != address (0));

unknown = u;

modifier mutex {
require (!lock);
lock = true;
i

lock = false;

function set (uint x_ ) mutex public {

X = X_;

}

function run () mutex public {
uint xPre = x;

unknown.run () ;

assert (xPre == x);

RO R T M B R ERE L EAMN AL . MASRESHERTE, 2 unknown. run () B
i, AACEY “PUE”, PreATCR KRB AR AT 2, AR RTRERAL x BY(H.
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WPRFAT " FERREL set B mutex BHiFF, SMT Kgudrmlfl & N M ACHSAYAT A, AN BT
R

Warning: CHC: Assertion violation happens here.
Counterexample:

x = 1, lock = true, unknown = 1

Transaction trace:
Mutex.constructor (1)
State: x = 0, lock = false, unknown = 1
Mutex.run ()

unknown.run () -- untrusted external call, synthesized as:

Mutex.set (1) —-- reentrant call
-——> m.so0l:32:3:
\

32 | assert (xPre == Xx);

‘ AAAAAAAAAAAAAAAAA

3.31.2 SMT £ &2 EINFIIFIR

Bt

SMT i as i 17— A AT BRIRH] (rlimit ), SXAMREGEMRIEEEARFASLELER, SR BA
IR AR . BATHESE rlimit PRI, POAE HOREE: BRI AR AL T8 2 A9 E PEARLE -

PRI EL AW TURBNERT . 458, WZEEEEE S, TEREWRERER, mE
HREZL, WH SMT f A2 A GE FHERIAN rlimit BEWUCHLALYJEM, MW DUED a7 (CLI) 5
—-model-checker—-timeout <time> B{JSON %M settings.modelChecker.timeout=<time> %

H PAZEFD o BRI, . HEH O SR NI

EANE=E S

SMT o # # 6 d i Jariik B AR 28 B ] DA I Ay 47T AL —-model-checker-target <targets>
5{ JSON %1 settings.modelChecker.targets=<targets> K EHl. EmATHAEEHE N T,
<targets> j&—/AH ZEMHIIZ T FEN — e Z AL H AR, 78 JSON iy A @ — s ME
TR E R . AR B AR A

* Wig: assert,

* HAFUi: underflow,

o BARRH: overflow,

e BPAZE: divByZero,

* TCHBISEAATCETTIR ARG . constantCondition,
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o W —A2SH4: popEmptyArray.,

o HARLRB/E E RS outOfBounds.

* BIK¥EE AL balance.

* PALARZ: default ({UEM AT ).
—ANE LI B AR FAER RS, fll: —-model-checker-targets assert,overflow,
BrAT HARER SIS AE, B T Solidity >=0.8.7 #Y R i Al i -
KT AT CA ATy 23 FUAE A A, BRSBTS 0535 . EAE PR G200, B RERA Y.

ISERY B4R

WEARAAEAMTEAERA R H bR, SMT g a5 & B — A8, BRa 2/ 0 EREIEN. IR
T BEF A TR EARE bR, ATl @ 2470 ——model-checker-show-proved #il JSON I

settings.modelChecker.showProved = true,

KRIEUERI B R

WRAEATREIER H bR, SMT ffds e kb — D, WA 2/ REIER B s, aRH a2 RS
i BRAGARIGUER) H AR, WA 4T A %0 ——model-checker—-show—unproved Fil JSON &1

settings.modelChecker.showUnproved = true,

FREFRIESIAE

SMT A bV HI B9 SMT St A 56 4x SCRp R 48 Solidity 15 401, BRI AP, A SCRR G 1 i i 1 1 B o
BEATG DACRFR I AP, XA VA SRRt , ARSI e dd g dan. He, MHE
PEHO T A SCRAFFE R B4 T 0B, XA R AT RE S S BOR MR . IR RSB B X AL, BOAE R T2
et — S, WHEER T 20 CRR . R P A EAE A R A SRR, AT RARE
24T A% ——model-checker-show-unsupported fl JSON %1 settings.modelChecker.
showUnsupported = true, BAINELAMER false,

ERIEIHNEY

BOATEOLT , 4R RIR AP I A ] g G 2O B M A, IR AR R E IR — N A — . KW,
MR G VL BRI, FrA X SR R by, R A IR A IRAE G A DAEIX
Btk EYCE YT . X4y SMT KA d MR AR 18 0 T AN BE TdH . O T BV MR o0, 1P Al A
e S L NN E R S AU T 0T 0K, ESREADRGT, (BRRAE T R A IRE I A2
O A BEAT, X AT AW A A R S A . TR, IR G ATERLAT L T AW SMT K ds
IR A IRAER G2
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VEFRIY A 29 0] DA L iy 24T 501 , I <source>:<contract> JE 3 SE(EXT , DAIES-4r BB WS O SRl 2546 ) 44
H: ——-model-checker—-contracts "<sourcel.sol:contractl>, <source2.sol:contract2>,

<source2.sol:contract3>", PASIEITISON i A\ FHIXSL settings.modelChecker.contracts,

BRI A%

"contracts": {
"sourcel.sol": ["contractl"],
"source2.sol": ["contract2", "contract3"]
i
o[{ERYSMERIE A

FOATEOL T, SMT A2 g AN 2 fBUE i ] I ACHS -5 AN T s A T AU AR ). AR TR A 290 31 -

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.0;

contract Ext {
uint public x;
function setX(uint _x) public { x = _x; }

}
contract MyContract {
function callExt (Ext _e) public ({
_e.setX(42);

assert (_e.x () == 42);

L MyContract .callExt b}, SR bl FEFRER, FATLEMEHIE _e REHLOEEY
Ext [{FE . HIL, WE _e & Ext AMNYHALEZ), SMT K estes & By R Eb Wi T aepiis
o

i, e ax g8 S ER U AL W AR R R T REAR A, B fn, mT DA R R i O TR SR B 2 A A A 20
g . XEWE BRI _e MK EENEYN Ext EFMN. X MBI AT DLE o 6y 247 5 1 3
i —-model-checker-ext-calls=trusted #{ JSON FE settings.modelChecker.extCalls:
"trusted" ¥EH.

VRERE, TS0 22 6 SMT (025 B AR BT A0 T SEA AT

X — D EEW 2, BEMN T EAREMN G YN BN EBIA, mAZEM call M
delegatecall ZRHMRGIAM . Mol AFF08 2 1 A LU TUAFAH Y . SMT AGr et B S AR Y B B 2 L
ARME TN EA. HIL, ¥ address SEAFHHAARN GRS AN FRFHE, WRER
A8, WRESTHEARIERREER, BTN RG]
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0;

contract D {
constructor (uint _x) { x = _x; }
uint public x;

function setX(uint _x) public { x = _x; }

contract E {
constructor() { x = 2; }
uint public x;

function setX(uint _x) public { x = _x; }

contract C {
function £ () public {

address d = address (new D (42));

//0d RBEHEWMAYN D, BHhHE x IAERN 42,

assert (D(d) .x () == 42); // [ 7 % o
assert (D(d) .x() == 43); // W% F & T

/) &% E R &% D EAMERGER, EBi

// TEWERBEZ/TE LS H .

// KT, E(@) MEMFEARBAE D) .
E(d) .setX (1024);

//REN D) EREETHME

s/ TEMEE AR EEAH &K,

/S BERERAG T F ARG T (KAL)
assert (D(d) .x () == 42);

/7 T E BB E EEAT MR R,

/S BERERXG AT RKT (BMEKE)
assert (D(d) .x () == 1024);

T EadJEE, BT A address 3§ cont ract JE7UAR &) T {E ZME5UE 16 2 2 A H A AU i 2eih 28
A,

TEQIRIITFOUT , F800R  E LRAS RO SRR AR I Rt AR AR 1)

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.8.0;

&R )
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(% L)

interface Token {
function balanceOf (address _a) external view returns (uint);

function transfer (address _to, uint _amt) external;

contract TokenCorrect is Token {

mapping (address => uint) balance;

constructor (address _a, uint _b) {
balance[_a] = _b;

}

function balanceOf (address _a) public view override returns (uint) {
return balance[_al;

}

function transfer (address _to, uint _amt) public override {

require (balance [msg.sender] >= _amt);
balance[msg.sender] —= _amt;
balance[_to] += _amt;

contract Test {

function property_ transfer (address _token, address _to, uint _amt).

—public {
require (_to != address(this));
TokenCorrect t = TokenCorrect (_token);

uint xPre = t.balanceOf (address (this));

require (xPre >= _amt);

uint yPre = t.balanceOf (_to);
t.transfer(_to, _amt);

uint xPost = t.balanceOf (address (this));
uint yPost = t.balanceOf (_to);

assert (xPost == xPre - _amt);

assert (yPost == yPre + _amt);

LR, FER% property_transfer 1, SMHRHIRZXASE ¢ ATHY.

A 55— E R TR A BT G A Z AN G LR ARS A /. A2 T, RIEE B 358
T A, fPHHFE B a FRRHBIE A AT REXE S 55 Z (A BE B DASMWALAT GRS B A 5. 9 7 B B. a IR A
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WAL, TS AR A INEBXT B . a BEATIRBCA BRI . S ERER B. a BRSO, DIULITS (2) BZaL
Lo SR, H RTAYZRAS SLVE MRS _EXS B TR PR (3) AMGL. (EgmBDAEIR R SR A2 ]
ERERY R, HBIEAETT b . R, MBI AIRES address W EAYAFRE, Hik, AR B.a fRALE
address, X EEEMFMETER B WFFZ AN

pragma solidity >=0.8.0;

contract A {

uint public x;

address immutable public owner;

constructor () {
owner = msg.sender;

}

function setX(uint _x) public {
require (msg.sender == owner);

X = _Xy

contract B {
A a;
constructor () {

a = new A();

assert(a.x() == 0); // (1) }N % & i

}

function g () public view {
assert (a.owner () == address (this)); // (2) N % J&
assert(a.x() == 0); // (3) MZAx, EEAWMT, T EMEME

REHEHANEE

X1 CHC 51UER e 4= i Ja v, SMT A nl AR 2R i Horn SKZEESHERT I YIRS, AEAIET g —
ware FRTR BRI ARSI A AR

s GUAAR: XUERAANRSLRNEIE, AW RISTIE DI R S5 Z Hii 2 RS E
M. BN, x >= vy, Ho <My @—EAMRELE.

o AT AMEN: EATCER T B ATEAAAER AR TS A S B AT o 28 Ja e n] RASR IR AN ESA H
AR RS R A2 [BI R F , Herp AN F ] DA B AT AT 3005, X A i) & 29 A7 T A
P SHCE BACER PR AN S RS AL R Bl lock —> x = x'

F AT DAy 4T L % T ——model-checker—invariants "contract, reentrancy" EuEHEEE
WS BEAL sUEAEISON N FHIF B settings.modelChecker.invariants HE 4. Bk
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IEOLT, SMT KA A5 A A

At EERRRENEREHE

Spacer 42 SMT A5 #% % fff i BRI Horn KSR, B % A W% Horn 0N o Y B v R0 B 504 1.
IERCH g, EIANE R, Solidity WBREMBZHZMANREKM a = b * d + m KL, H
Fd=a /b Ml m=a % b. SARM, X FHMKMAE, W Eldarica, T 5 W i % _F A 0 515,
247t ——model-checker-div-mod-no-slacks H JSON #Jji settings.modelChecker.

divModNoSlacks W ARG, XIHT BT KGR A 4r -

Natspec #r& F SR 1t

FELC R B HE WL A TR, W pow Bl sart, AIRREATETE A, JoEH A By T .
XS R IA] DA Natspee AR5 B TYERE, 1] SMT ki £ 25 3 WX S8 s BV 2 g A . X IR G TE I8 I R K
W, A kg T4k, AR
ARSI, ARG B view/pure JURH), MBPREERAE, w2 KRR
WENAER EERE . PIPAES M //Qcustom: smtchecker abstract-function-nondet
A .
o VER— N REAERED) s A X EWRE R B TE S (R BRI ) 0 Z2ms , XA ek E0 iE— a2, 4

AR, BARIEAF R X — A B AEEF &, HRHEVEM //custom: smtchecker
abstract-function-uf fHH.

RENEES|EE

SMT #6 E A BB S T SRR A HERE S | 28, — N AUSAUK #2488 (Bounded Model Checker, BMC), —A4>
SE YR 5K (Constrained Horn Clauses, CHC) R4E. X5 % H JI#AETF &, I HARFRR . X
PSRN, BN S ek BAS 15 5ER, BT A B 6142 CHC
S iE NIUETE 2 Syt

BN O, PSR, Ho ezt CHC, &—ME& APk JE g% 34y BMC, &7
PAIB Ly AT R HE T ——model-checker—engine {all,bmc, chc,none} B JSON %) settings.
modelChecker.engine {all,bmc, chc, none} FikFE—FERTIE,

FRRBEER (BMC)

BMC 5[ Z s b /AT ek 8, a2 it , ETE AT R BN A 2B I G ATEZ A5 TR T . H RITE
XA PRI PANGT . RN E E R RIS I, R RO A 2 IR . AR AT RERYTG, A
PRI 2 WEREY o A AT RESZ EEA SN BEIE L ML 20

iR S BMC A S e R, e R R, IR PR 2N SR bug.

358 Chapter 3. HZ



Solidity Documentation, 4 {ThRZ 0.8.20

SR ASRS (Constrained Horn Clauses, CHC)

BARERIRAE (CFG) YOO —A Horn Z550RSE, Hrh G2 ki J 30 th— > wT DAAR# E MM D7 ) 4
AN IEHNER R IR R o« SXFE, AES BT AL ] R R 2 25 TR B A B A7E TC BRI R 1 3555 T AT
XTI EETE A SCRFIRRR . SCRF RO L 17 S0 ek R0 B W A AU 2 R Y, m] AT AT 4

FERERSIERIIY N 1T, CHC 5% 21y BMC 58 K152, (HAlRETR 2 2 11T 3w 8 .

SMT #0 Horn K f&2%

AR WIS R A s BEUE I #E N HAZ 8 5 i . BMC i J—A4> SMT sk f##s, i CHC i f—14
Horn >R s . & [F— T HA DARIBF 824X pish TH, W23, & FEZE—4 SMT Kf#EE, I Spacer fE
A~ Horn 3R fifgs i H , 1 Eldarica D) 5] BP0 W0 A .

WK AR AT TS, P A Gy S T A E D ——model-checker-solvers {all,cvc4,eld,
smt1lib2, z3} B JSON &3 settings.modelChecker.solvers=[smt1lib2, z3] %N 1% [ FWF
KRy,

o cved (UFEMH solc gid —idbhl e fFmt vl . Jf H A BMC ffiff] cved,

o eld il il RSO, AR E ARG . A CHC i T eld, HFHEMERA 23 A
BURHRTEOLT -

* smt1ib2 PA smtlib2 A% 34 i SMT/Horn #if). X4 RT DAMIZ Y [HRALH] —E A, AR A
RN FRGE I ATAT K gl — 9O [F) A0 3 [ e f) i 25 R 20 el . AR TR SK g%, BMC Al CHC
HRATDABE L7 %

* 23 2R IR oL
- WA sole 5 — RN
- A Linux REEH 2% T 4.8.x HPA EAREIE 23 B (A Solidity 0.7.6 746 ) ;
- f£ soljson.js (M Solidity 0.6.9 FF1f) I, k2 gmiFarn JavaScript —#E i .

ik 23 4.8.16 HUABEIR T 5 PARIUAS Y ABL 36251, ARES sole <=0.8.13 HiuAR—i (i f . MR G IEAEA
23 >=4.8.16 WHAS, i {# ] solc >=0.8.14 A . [z, REEHIHA 23 5IHAY solc A . T A1 a8 d i i
B 23 fiiAs, X2 SMT R 2r 2R rrEH

1T BMC fil CHC #y ] 23, Wi H 23 W DAMESE ZRIFREEH T, ERFF1ERES T, R0 ATFE
DX . H G AT RE S B R, 7 B AR R A A SR A -

TR, TS EEROR R L AL B S8 SMT A AL e AMBUT A1, Bl anie$E CHC Ml cved.,
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3.31.3 HRFRMAMLER

SMT #e £ a8 DA— PN SE BAR R 07 sUSE B T R 7 bug, EWTREZ AR5 I AR B
CRr AN TR T AR R A o SR ERE — DRIE A b2 e, IRAEmssRZan, tle
i, AP (FRAE SMT 6 Ard hAF7E—1> bug) .

AR EARAREREUERT, T A i ol B b5 o i PR R A B SR el o A SR S AR P
TERTHIMAA EZAF B require AW ATRELT KR AR —LEEZ Y E) .

SMT fsgitlFnse R

SMIT A 234 B T REIUG, 4 Solidity HUMFAAMS I E I BLHEIERY SMT-LIB JR3% -, EATF
IR

T SMT SN TAERESANS, B 5T SMT i) Solidity H/AE 42050 .

IR SCRB ST 256 BB SEMANG OK, A SRH R0

T SMT ST T RIGELAH, 5 WIS A T SMT 1 Solidity B i &4l

R4
15 BMC 518, ul g, BRY eI sSclml s, XA G2 (SORRE2Y) BB Ak o
A 29 BT R B IR AN R, RIGEEATA AU R, ROAFATA BEPRIESE Br 2 A AU 2 A T Y

CHC 5| #0158 7 AR Horn PEIR, (4 R JH R S0 2R SCRF A RIS R K0 T o A8 R i JH A3 Ry 0o
RACBSHI TR, AAREAE R T B ATR

AR IR TR BB E R RFE R (UF) fhgeiokin.
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Tk BMC/CHC iz17A %K

assert 3@ﬁEE$ﬁo

require Rk

PSR BMC: EEMRE . CHC: MEHZ.

Xof EL A A 1 1 BMC: P B B JH B R 25 58 TARESAS S e IC A A A5 [ . CHC:
AR FH A AR 2 AR Y o X AT R E IR 3R ] 5 A5 SR IS B A A
PE.

AR ) AR A A R SRR AT 2 A A — 2SR

ABI 5% M UF s it g

addmod, mulmod AT

gasleft, blockhash, | /i UF lREGHI TS

keccak256, ecrecover

ripemdl160

FEHRATEERI AR % (ShEREC | 1 UF sl s

).

TethAT B S pR K BMC: RSO BUE 4 R 2 A ER) . CHC: AHiERIH S . il
s B g A a7 vl 0 e

transfer BMC: KAGANREREE Y. CHC: A IITRE.

At LK &S

R ERE R ERTRAGR, (AFEFZ R T, XA EREREIEN .

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.8.0;
contract Recover
{
function f(
bytes32 hash,
uint8 v1, uint8 v2,
bytes32 r1, bytes32 r2,
bytes32 s1, bytes32 s2

) public pure returns

address al =

require (vl == v2);
require (rl == r2);
require (sl == s2);

address a2 =
assert (al == a2);

return al;

ecrecover (hash, v1, ri1,

(address) {

sl);

ecrecover (hash, v2, r2, s2);

3.31. SMT & ER A LIIE
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e BRI E T, SMT ks A2 RIARE I AN 2 PASEFRITHR ecrecover, (HIMERF eR B0 F BN R FE 121
PR, FRATVRITEAE R 5 2R kR [mME R AR R Y o SRt A DATIE I AT P BT 7 R IR

Xt EUHLEHE TR R AL, PTRAM UF SRR — A s &0R M, W T2 B AR A S s . A0, X
SMESERECRYE, DORARMEMCEN T, O EATATREROB TR AL &

S| FAXERF05 &

Solidity >y HAM R 44 15 5 151 HSRBUSEI T 4%« IX TR F] DATE 10 [ — i X iy 5 | R g ke —4
Atk SMT KA AN EREZIRLE S | 245 AR ] O RS o X RERAE B 24 20 e — 1 Rl | a5 | 2B RS
AFRS, A T R RO L 1 2 R RS S A2 . ASRIALZ IR, WM R th A5 i fy
FA BTSRRI 2

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.8.0;

contract Aliasing
{
uint[] arravyl;
uint[] [] array?2;
function f(
uint[] memory a,
uint[] memory b,
uint[] [] memory c,
uint[] storage d
) internal {

arrayl[0] = 42;

a[0] = 2;

c[0110] = 2;

b[0] = 1;

/S MBERTAFRIAKRELAEZM B X TRAIZTENRIT.
assert (arrayl[0] == 42);

/7 BRG] R BB R AR R M R F T .
aro] = 2;

/o T LE ML, KR ABRMEIE.

assert (arrayl[0] == 42);

/SR, A Ca==Db EFHM.

assert (a[0] == 2);

/S kT, BA Ccli] == b R,

assert (c[0][0] == 2);

assert (d[0] == 2);

assert (b[0] == 1);

}

function g (

[y
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(% L0
uint[] memory a,
uint[] memory b,
uint[] [] memory c,
uint x
) public {

f(a, b, ¢, array2[x]);

}

TEXS b [0] HEATIRMES , FATHZEHXT a B, PEOVEAMHFEMER (uint (1) FIEEAE (WFF).
HAVEFTEE R T c AR, FEOVEREAIRMOZ - MIT WA uint [1, XFERE L cli] 7]
AES b B a A9 2 — .

HE, BATEAHRAT array f d AR, PESENMETAA#EX, RS EAIHA uint [1 2688, SR,
R AP, BAVRFEEIER KT array FRER, RZIRK.

BHRE

WRAETEZ Ty H msg.value >0, WELRTRELERRE N PUAL TG AR, & LM HbhkAE &3 Al v fE
SR THRE, XEREMAARE. Hik, SMTGERTERERLCHE address (this) .balance >=
msg.value, PATES EVM HUN—E. G20 REW AT BEXEA A AR D0 A 2R T R R 00 3, f 2k

e selfdestruct WM B —MEAPITH, BN G L2 R 5T E # .
o ZEARFEAN XY coinbase (Bl block.coinbase),

N T IERREEL, SMT R B —EHR T, AARNREAEEDHEK nsg. value BIfE,

3.31.4 #zcitF{AYRIR

ALl UL AT ATE Solidity A1 EVM AR PAZGIA Y, (HATEEFESSB PR KA o Hor— R DL 2 sh A7 i A4 i
KRG AR P i - AR push BAEBOV TR 27256 - 1 A9, BRI NTE T . 281,
RAEREAAKATRE AL, PRI K B — i I il A BV 5 2 T A RIS TR AT . SMT i R
B — RO RS0, — MR RO A 2

R AETEAE EIP-1985 g il
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3.32 Yul

Yul (SERIHBAR N JULIA 5 TULIA) 2] DA% 136 245 R AN [m] 5 i i LT 5

R PATEM S AR T, AT AYE Solidity AT “NIKILAR” . Siifas ekl T IR R (Bt
A ™ B T IR AOACHAE AR ) A Yul AR — Rl AR . Yul 2 SR B — MR
HAR, ATPABERTAT Y H AR5 FFEZ ot .

3.32.1 FHHLFIELH| R

Yul G HAE LB LA B A5
L Yul 9 5 RRE P R %02 FTEERY , BREAUSE Hy Solidity s H: s 0 5 10 4 13 2 1Y o
2. I 2 TR, DA BN TR BRI i .
3. A Yul BT R AR 1% 0] RERY TR BRI T
4. Yul BAZE T AR

HT LIS AR, Yu B TSRS, 0 for JEFR, if Fl switch iEAMMEREIRA . X
R % R A TS A R FIL AR P dEsdil . ik, #A$RME swap, DUP, JUMPDEST, JUMP Fll JUMPT [¥AH#f
A, EONBTWIEIRE TEIR, FWEIRE TR . o, mul (add(x, v), 7) ERWEEEEH 7
y x add mul XFERLEEAVEIIEA)EZ G, FOATESE—FIEd, WAL F BB EEOH T A5 4E
5.
RUE B AR, 5 Yul I35 B AR SRR 2ot . R S VTR % HH O R A )
55 ZANH AR ET PA—Fh AR w A I Oy 2R 2 S5 SR A RS R SE PR o T SR PRAT G ME— A A b
VER R P IRRIRAE (BR%R. A5 f......) MIAFREFRANEFRIEAR A HhAS & .

ST R R I TG, Yul AR . [RE, A B2 R HBRHLA s
), TTOABGI B AR BT b

AT RO RTAAE , Yol fEHAGRAT A A TN R IOBRE, BRSO LA Yol i
. SCSSHR A SBE] 2, ST Yol DU IR EL G- RIS B 2R 7T
Hi, HA—MEEmR YuiES . XMES 6 EVM Ve SN Em s (W F30), HHHENT u2se
H, BOR EVM AR 256 (1. TEPIEE, el R A FIAg Bl T g
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3.32.2 HEMBIF

THEG TR 2 EVM IS MER), MRS EWPAM solc --strict-assembly fE4-4ii%.
PUEMREL mul Fl div 4 BITHR L RIBRE .

function power (base, exponent) -> result
{
switch exponent
case 0 { result := 1 }
case 1 { result := base }
default
{
result := power (mul (base, base), div(exponent, 2))

switch mod (exponent, 2)

case 1 { result := mul (base, result) }

WATPAA] for JEIRMTA @B LI FFER %L, X HL, 1t (a, b) W7 a 27/ T b,

function power (base, exponent) —-> result
{
result := 1
for { let i := 0 } 1t (i, exponent) { i := add(i, 1) }
{
result := mul (result, base)

FEA T a9 R, ATPATRE] ERC-20 ARl s 8 sK 8.

3.32.3 Him{EHA

LEATPABE I Solidity ZiARre EVM i85 o ASSZ AIE NN Yulo ORI Yul 25 2455, IXRERUA W] RERF
R EES HEIME G2 XA Yul B0 T 947 4mikds (] —-strict-assembly) Mz

E-json 3£,

"language": "Yul",

"sources": { "input.yul": { "content": "{ sstore (0, 1) }" } 1},

EETI
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(% L0
"settings": {
"outputSelection": { "*": { "kM"; [UAM], MW [ wamo ]},
"optimizer": { "enabled": true, "details": { "yul": true } }

B Yol IEFERBUWOT &, JAVAEVM L0 S H AR, Yul 1) EVM 55 4 e st & S 7 i Al

3.32.4 3 Yul B93EIER ik

TER3CH, FATHRIE Yul IEF AT R, FATREHEGAR EVM IEF .

BiE
Yul #1115 Solidity AH[F )77 sUBNHERE, FHARIARIRAT, BrOAZRTLAGER] // Fil /* */ RIORTERE. A
—ABilsE, Yul HEARIRAF R A SR ..

Yul FTDASS5E TS, BCHRRIT AR W% . BTl 3 % D\ TR EVENS . fEA R, Tl
FUGTERCRE— AR P . RS HAN MR th— A KA SR RO B, K 2T B 3 P
— AT R

AN, WA PATICE (B2 401 W e &) -
o T, Bl 0x123, 42 8 "abe" (WZ 32 DMFAFHTFAIE) .
o XN EREIRA, B4 add (1, mload(0))
o AFEFEAN, BN let x := 7, let x := add(y, 3) 8 let x (¥IAERKO)
o BRRAF (BE), flfn: add (3, x)
o IRfH, Bl x := add(y, 3)
o AR S TR ARG, Bl { let x := 3 { let y := add(x, 1) } }
o if B4, AN if 1t (a, b) { sstore(0, 1) }
o switch {E41]), U0 switch mload(0) case 0 { revert() } default { mstore(0, 1) }
o for ¥R, Bl for { let i := 0} 1t(i, 10) { i := add(i, 1) } { mstore(i, 7) }
o RPN EN, BN function f(a, b) -> ¢ { ¢ := add(a, b) }

ZAERICRZ [ ] DA R A T, BTG EAE R 5 BT,
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fein

FHE

YER g, R PAE A .
o PATHERIEH S HERIATS 2 BB AR 2L
o ASCI &5 (Han "abe™), AIREES T N3hH4% X \xNN F1 Unicode #% . \uNNNN, Hf N 215
HEHIECT
o TNHERIFESFER (Fln: hex"616263"),
TE Yul i) EVM iEF W, FHEERR 256 MLR R, QR Fis:
o PRl E SR B AUNT 2%+ 256, EATTPAKRImgn S 1 JeAF S B EOE R A %R 256
VA
o A~ ASCII FAFER HER B VE 2 — 74, a6 L ASCIL 5 FE 2 — ARy, HiERZ
ASCII 015, % X \xNN & HAGZER) BT, 5 L \uNNNN 2% 5 %) UTE-8 FA5 741, 735
SRR 32 2735 . WP IIEL I EE R, PASE] 32 MK R #A)ihih, FArE 2 AZEXT
FR O XA . TR TR IR 256 (7, Hih 2 W 8 25— 71 1, Wt
Y, PR KinE .
o F R TFAF R B WA — TR, RSP ESE R E AS R BCTE A — N TEY . FATEAAN
oI 32 AT (B 64 oSt gy ), Hdk bl ik ab B,
245 EVM ik, X RFge sl — i 24 1) PUSHL $84. FE PG, 3 F 2 ISR E S, A5
IWESFEAFE “abe” WAL 5 (and). FFIEUEB BRI = 1 JmERAE & .

b 32 AT BRI T AN & T AR 4 T BT S O N B R B FATER (BN, setimmutable H
loadimmutable), XEFRFH AN S I M7 .

let x := and("abc", add (3, 2))

BRAREBOAREL, M0 B B B 5 58 E -

/) xR e hE (u32fu256k B Y R TH) .
let x := and("abc":u32, add(3:u256, 2:u256))

REAR

VL R BSCRT T P SO BRI (DL 3C) 0T A i T 90 P AR ) 5 KR o 4R e 5 ]l — A B — B
BB — N RB A P R  WEPRER B ZAME, WA E T L2 S i &

function f(x, y) -> a, b { /* ... */ }
mstore (0x80, add(mload(0x80), 3))

/7 W, AP RXBEEK £ BREWHAE.
let %, yv := f£(1, mload(0))
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YT EVM [N EREL, sRECRA AT LB B I — R AR . H T/ B3 ek, winl bAfS
BN ERVERS . FEBF Y% — 47, 42 PUSHL 3 PUSH1 0x80 MLOAD ADD PUSH1 0x80 MSTORE,

XTI P R pR %, SR B et RS HEIRPOTEIIF . 80, R IME R 1
e M ZEE AT, BB, v FEERR TG, < FEHR 7.

TEFEA

(DA Lot BT R FEIAs i, Atk ZER I E S0 (.. .y BUN T L. U4PE] EVM i), 200
APRGHERRAY, T R, FELERI B A T (BRI . T DR S LA AU (. AR
PRt ME, AR LR,

h TS BAE AR T, BRI AZBk b, (T DME BB mstore, mload, sstore fl
sToad HEN PR R BERIHE R T . I 2 A R & Wk R 7 | AR 2 K.

M—AAEEGG AN, HYEIEPIE S . T EVM KU, XA T—1 DUP 454

{

let zero := 0

let v := calldataload(zero)

{
let v := add(sload(v), 1)
v o=y

Y/ yEXEH O“MBTT
sstore (v, zero)

Y} // vHizeroE X B “M K7

AR FE IR AS B IR — S BOARBUR IR, BT AN E 53R . M — R [ 2> (EL Y ol U0
HIRAEI, BT A — 2R R A I 2 A

/) EHF LW GE (us2hu2s6 XD R LA) .
{

let zero:u32 := 0:u32
let v:u256, t:u32 := f()
let %, y = g()

}

MBI AR BEE,, iR ] DAYEAS Bl o — I S RO . BIEEE U3 RTETEEIN -
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R {E

AR R DAMEHE SURBER < = BAEAFIEATIEL. W] DAYELR]— ISR 2 A R I T (E. b, BUEMECRA
RALBAICRC . AR EAED— A 2R M SE BB TR, Bt 2 e b, [l — A RAGEZ IR
MIAERENZEN, Bl =<, x = £0 2.

let v := 0

/7 EH VR AE

v o= 2

let © := add(v, 2)
function £() —> a, b { }
/S MT EAE

v, t = f()

If

if WAV A AT . RRERE L “else” B MIREFHFELZ PSR, WABIEM “switch” 5
B (LF30).

if 1t (calldatasize(), 4) { revert (0, 0) }

A AT 512 T -

Switch

T AGE A switch A1 if TRAJIYRICA . BRI 2ah A RME, FHREH S LA IR BT
SVCECHY & RANXT A 7 St . SHARMRRTE S AFRZ, T RE%FE, HRASN—FKIELE
BTN —AAF. AT — Y default MELBSBOANE DL, WEREA — PRI, e RPGXFg
I

{
let x := 0
switch calldataload(4)

case 0 {

x := calldataload(0x24)
}
default {

x := calldataload(0x44)

}
sstore (0, div(x, 2))

}

FAFIPNFBA MRSF IR, (HARIFR LR SR RS
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&I

Yul 328 for J635, ‘Ei—MLEFIRARD NS, —DFMF, —DREAGHS A RN SRR
— AR, A=A R A B, AR IR AL TR TUZ ] T AR A B, X S B ) LA o 1 AT B
A A AR 2

break fil continue {FHAJ AT PATE AR, 2 5 TR H AR sk 3 5355
BT 2 TR AR DR A

{

let x := 0
for { let i := 0 } 1t (i, Ox100) { i := add(i, 0x20) } {
x := add(x, mload(i))

}

For fJE¥A LT DAY while JERRIEAC: IR IRACAN SR A0 B 2 RIAT

{

let x := 0
let i := 0
for { } 1lt(i, 0x100) { } { // while(i < 0x100)
x := add(x, mload(i))
i = add(i, 0x20)
}
}
R4y F=EA

Yul FRVFE CERE X LEEARZ S Solidity R BIRIE, PN ENIMRAZ DGR SMNREE Oy —&8
b, ke — Sz T Solidity pRE i 44 25 (A —i 0 o

XF EVM SRUE, Yul E IR HARICE AT S8 (F—aR[E PC), [A] MR SRR ek b 1
SCHY pR SO P B R A4 8 11 X5 S T

PRECT ATEAT Ty E S, I BAEEN TR @ n WA FE— e, BORBEDT e B ShE
SCH R AL

RS SRR IS B, 5 Solidity 2600, K TSR —AME, G E AR E AR,
R — AR ZAEA RS, BUFiH a, b 1= £(x) 3 let a, b := £(x) HFEMNTHALEZ

=N
ARE,

leave IHAJAIDAMIRIB AT R R, B TARRBRRIT HABE F A return i54), R EANHERMR
{H, BB, pRECRR IR ] 24 1 2 L4 i ] A2 A AT {E
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HE, EVMIBESH - MNHNENEREY return, B DUEHEANPATIRE (WHHEEE ), TAUUE Y4
HITY yul pREL.
T 8 T AR S T R R

{

function power (base, exponent) -> result {

switch exponent

case 0 { result := 1 }
case 1 { result := base }
default {
result := power (mul (base, base), div(exponent, 2))

switch mod (exponent, 2)

case 1 { result := mul (base, result) }

3.32.5 Yul EX#3E

ARFEEAFA Yol (055 Yul FORDIH# BCETE Yol SR, Yul WSO AT A O3 iRt

RAY = (0 Fhar )
wA =

R G|

B BE X

TEFEH |

BAE |

If |

Rk A

Switch |

For f&# |

8 3 & B |

R’
B HE X =

"function' MFEMAF (" WEAWAREEA KX )

("> WEABWAAREIN K )2 RER
TEFEH =

"let' WRA M BEMFI K (1= KHERX )2
HAE =

TREN K = kE R
RE R =

BHERA I ARE
If X EA =

FHE

G0
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(% L0

"ifr REF A RBR
Switch %#i—’g’é’] =

'switch' %ﬁiﬁ ( Case+ Default? | Default )

Case =

‘case' FHE REHk
Default =

'default' R
For ¥ =

"for' KRR xHE A REH RAGRK
Rl

'break' | 'continue'
#HE = 'leave'
BEOA R =

R CREBERX (N, RBX )2 )
MW = [a-zA-2_%] [a-zA-Z_$0-9.]*
mRFEI K = FBRA (' FRF)
XA L = FREHF
WRAHFBEAI R = FIEF (s EKEBEE 2 (7, FIBEAF (s KB E )2 )
FHE =

(HMFFHE | FHEFHE | TrueFHE | FalseFWE) ( ':' KAL)
377 E = tA#AHET | THHAHF
FHEFHE = '"' ([A"\r\n\\] | "\\' ) m
True¥ @ & = 'true'
False¥ W & = 'false'
+ o EKF = '0x' [0-9a-FA-F]+
T H B F = [(0-91+
&5 B E R PR

BRTEE ERAE BRI L , 338 DA R il

Switch 1A 2 H —ANFIWT A (BFEBRINGRE) o BTATEOL T BB TR 2 AR IR SR AR W £ . 4
RFRALB P T REEH S o, WA AR BOAR L (B, — A bool ikl Switch 14,
WRA — DB — MR, WA SRR BN -

BARIB AP T AME . AR PRI T BRSBTS — AN, 170 R IR SR AE A B i ) R R ik
[EEf=

TEAS B HIAIRE Y, A FRaE (WERAAHERYTS) e OREE] S e A SRR AR AR B X E—
FVFRT—APA_ B E AT A ) b A 1 00 o AERESE R AR 220, 7R AR B K

WiRERM AR (RIERS) DA N {E
TEFTA HAE LT, kbR pEAs o —AME
continue B break iH/H) HAELE for JEIFHITARNEH , WIFPIR. ZIBES LGN RNFBIER. (R
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TERIATE R — AR, B PIE AR 2 . IR A AEIR I T AR R BEXEIR PRI R LG f Ik
s . (AR, XRENGE TR continue B break AR NEE: XM RN
iGEF, PAJ continue 5{ break if4), W LAHBAESMNZ MEERALATHTT, W] REE SN2 PRI AIAG fL B el B
Brdkehe i, NHEEBITR AN, B break HBE NP AR, L H BUESMEER ) R
s

for {} true { for {} true {} { break } }
{
}

for JEFRAY 25 E - I ARG B PG — ML

leave WA RETE— AR BN -

PRI RETE for TEEAI AR AL BRAYAT AT b5 5 L
FHEATAKRTENASEE. O R RERTIE R 256 HLFF.

TENREA R B R, A MER B AL ¥ R R . —fBokit, R4 EVM 55 i
P ANE LN R, Bl R (E R ol A IR (E I, A RESE ISR

1 A0
Yul HAGVE IR S E e R AE ) (B for PEER2HIAN, THSMRE) , FransEl (8% X
(FunctionDefinition), & F ¥ (VariableDeclaration)) ESEFHTHIARINATS | A EEVE F k.

PRIPFFAEHE SCRY B @ AT ILEY (B8 FTA 719 7)o s 7E B Erpog T LAY (L A HE L2 AT
A& HAE A& 2 SRl .

Rl , ASERRETEH 9 SR A R A MRS T . eRBOT DAYE S I Z BTt ics | (SR e N2 T L) -

PER—BREFE RN —BI5h, for FHERRY “init” ¥ (H—ABR) MEREEME] for PRI A HALR > -
XEWRETE init T FEUIRAS R (FeR%k) (HORTE init FRAMEIBL) TE for FEERH A HABIR M FAE AT ILAY .«

7t for PEERHABTS 73 P A B AR R AT S ST LAY AR L AL

RKERE— for AR for { I... } C { P... } { B... }E&ERT { I... for {}. C {
P... } { B... }.

PR SRR 0] SR E R AR PR T LR, A PR AU AN Y o
FERREUNES, AATRES | — P HE IR R A SN I AR

WTARRARVN, it SONEETES — AN A AR ATt ] W75 A B —MRRAF, RIGERCE
FEAE 2 BB SN T AN T RES | E

3.32. Yul 373




Solidity Documentation, 4 1ThaZ 0.8.20

R HE

AT FEfit— e AST 484~

A BB AL R AL B RIEXHEE Yul.

TN ERBTREARITER, E

EF%LI&W‘:T/\’ULLAXT%%H AST 77 —Ij,. ) #1_@WA?‘EE’J&MXT%%@QEX%E‘J 'ﬁbﬁ LWA’U(/u\XT%ZEé%’UDu

%1% (7 EVM 5T,
HeRR I —BE) .

W AST Y g2 — ik

MNE

ln/j ﬂﬂ;ﬁAAST‘F
A JRpRAS It 1) 1 ot

L[]
HFFRUUF v, A sv IERFRRFFI 4T
A VRFH AST 55 00 ARAD 1

ik

Vo

o

BRI . AREFRE) FAHREX S (R RE, B EVM

], BEiREIFHAIRES ST R — “mode”, i%Z mode T break, continue fil leave
B AFRRK, E R EFARESRT G Ak Ak A S

o2 B FOA T B IR . AHUIRES T @404 1 BIME v B, =Rk

E(G, L, <{st1, ., Stn}>: Block) =
let G1, L1, mode = E(G, L, St1, ., Stn)
let L2 be a restriction of L1 to the identifiers of L
G1, L2, mode
E(G, L, St1, ., Stn: Statement) =
if n is zero:
G, L, regular
else:
let G1, L1, mode = E(G, L, St1l)
if mode is regular then
E(G1, L1, st2, ., Stn)
otherwise
G1, L1, mode
E(G, L, FunctionDefinition) =
G, L, regular
E(G, L, <let var_1, ., var_n := rhs>: VariableDeclaration) =
E(G, L, <var_1, ., var_n := rhs>: Assignment)
E(G, L, <let var_1, ., var_n>: VariableDeclaration) =
let L1 be a copy of L where Ll[S$var_i] = 0 for 1 = 1, , n
G, L1, regular
E(G, L, <var_1, ., var_n := rhs>: Assignment) =
let G1, L1, vi, ., vn = E(G, L, rhs)
let L2 be a copy of L1 where L2[S$var_i] = vi for 1 = 1, , n
Gl, L2, regular
E(G, L, <for { i1, ., in } condition post body>: ForLoop) =

if n >= 1:
let G1, L1, mode = E(G,
// Eb:fi%?i‘Fﬁ’fﬁu, mode s 1 & A N

if mode is leave then

L, i1,

., 1in)

#

T
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(% L0
Gl, L1 restricted to variables of L, leave
otherwise
let G2, L2, mode = E(Gl, L1, for {} condition post body)
G2, L2 restricted to variables of L, mode
else:
let G1, L1, v = E(G, L, condition)
if v is false:
Gl, L1, regular
else:
let G2, L2, mode = E(G1, L, body)
if mode is break:
G2, L2, regular
otherwise if mode is leave:
G2, L2, leave
else:
G3, L3, mode = E (G2, L2, post)
if mode is leave:
G3, L3, leave
otherwise
E(G3, L3, for {} condition post body)
E(G, L, break: BreakContinue) =
G, L, break
E(G, L, continue: BreakContinue) =
G, L, continue
E(G, L, leave: Leave) =
G, L, leave
E(G, L, <if condition body>: If) =
let GO, LO, v = E(G, L, condition)
if v is true:
E (GO, LO, body)
else:
GO0, LO, regular
E(G, L, <switch condition case 11:t1 stl ... case ln:tn stn>: Switch) =
E(G, L, switch condition case 11:t1 stl ... case ln:tn stn default {})
E(G, L, <switch condition case 11:tl1l stl ... case ln:tn stn default st'>: Switch) =
let GO, LO, v = E(G, L, condition)
// 1 =1 n
/o FEHERE, ETXEX
let _, _, vl = E(GO, LO, 11)
let _, _, vn = E(GO, LO, 1n)
if there exists smallest i such that vi = v:
E (GO, LO, sti)
T
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(% L0

E(G, L, <name>: Identifier) =
G, L, L[Sname]
E(G, L, <fname(argl, ..., argn)>: FunctionCall) =

Gl1, L1, vnh = E(G, L, argn)

G(n-1), L(n-1), v2 = E(G(n-2), L(n-2), arg2?)

Gn, Ln, vl = E(G(n-1), L(n-1), argl)

Let <function fname (paraml, ..., paramn) -> retl, ..., retm block>
be the function of name $fname visible at the point of the call.

Let L' be a new local state such that

L' [$parami] = vi and L' [S$reti] = 0 for all 1i.
Let G'', L'', mode = E(Gn, L', block)
G'"', Ln, L''[Sretl], ..., L''[Sretm]

E(G, L, 1: StringLiteral) = G, L, str(l),

where str is the string evaluation function,

which for the EVM dialect is defined in the section 'Literals' above
E(G, L, n: HexNumber) = G, L, hex(n)

where hex is the hexadecimal evaluation function,

which turns a sequence of hexadecimal digits into their big endian value
E(G, L, n: DecimalNumber) = G, L, dec(n),

where dec is the decimal evaluation function,

which turns a sequence of decimal digits into their big endian value

EVM &S
H Al Yol FUBGATE & 2 M HIESEA EVM BURR) EVMET, 5 EVM —DROR . %05 5 hfE— T g2y
& u256, HJl Ethereum EAUALAY 256 (AR . N BIRi%if & A SEEY, BT DART DA -

TR T A NERE (BT EVM A ) , R4 T s BV EAERD A5 U R R IR . A SCER AN
RPARYG FE NI SE R AR . AN SR AEXPRS i 1E SUBSER , 1557 05— X

WA - BERERSAGR ISR, il HABBRAERD IE 4R M —AME. 34 F, H, B, C, I, L" 1 " P [WHAE
%4552 M Frontier, Homestead, Byzantium, Constantinople, Istanbul, London 5§ Paris 4 - BT .
EFXH, mem(a...b) FRMAE a FFIREINEIENLE b IWINFFETTT, storage [p] FRilty p MAEE

BT Yul & BEE oA m A S, BrDAASRE M 30X Se D B B/ERS . X AUFE dup Ml swap 84, PAK
jump $§4, #ZH push 84
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addmod(x, y, m)

(x+y) %m, RAMEEREFRA, IR m==010

mulmod(x, y, m)

(x*y) % m, RMEERERA, AR m==000

signextend(i, x)

ME @*8+7) DI URIATRF S 9 I, NI ARAT S T AR 55

keccak256(p, n)

keccak(mem[p...(p+n)))

pe() AR P ) 24 RV
pop(x) ZFHE x
mload(p) mem/[p...(p+32))

mstore(p, V)

mem[p...(p+32)) :==v

mstore8(p, v)

mem([p] :=v & Oxff  (AEH 7))

ks fRRE
stop() F | (21347, 5 return(0, 0) A7l
add(x, y) F | x+y
sub(x, y) F | x-y
mul(X, y) F | x*y
div(x, y) F | x/ysfiity==0, W*0
sdiv(x, y) F | x/y, XTAM SN, R y==0, WHO0
mod(x, y) F | x%y, fiRky==0, Nk0
smod(x, y) F | x %y, ¥THMSH RN Wk y==0, WK 0
exp(x, y) F | xy&or
not(x) F | x 0 387 (x iR — AR EUR )
lt(x, y) F | Wik x<y, MR 1, &40
gt(x, y) F | R x>y, W1, B{WH0
slt(x, y) F | iR x<y, WAL, B0, &M AR gk
sgt(x, y) F | Wk x>y, W1, BWHK O, &M THR5 1 ki
eq(x, y) F | ik x==y, k1, %K% O0
iszero(x) F | Wi x==0, MWK 1, %K%K 0
and(x, y) F | x fly ¥ 57
or(x, y) F | x Fly (e 5"
xor(x, y) F | x flly el Su”
byte(n, x) F | x 5 n 5y, KR EEFEE 051y
shi(x, y) C | ¥y @2/ x i
shr(x, y) C | FryZEALH x i
sar(x, y) C | ffy BAREGH x fif
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

sload(p) storage([p]

sstore(p, V) storage[p] :=v

msize() WAFRY DN, BIERCRI T N ER S |
gas() Al DAPRAT ) AR

address() HI A AR TSR ) Hohik

balance(a) otk hy A YARE, DA wei S ELAL
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ik Rz

selfbalance() FH24F balance(address()), {H {5 E

caller() HEJRE (N delegatecall JHH).
callvalue() 54 E11E - A A ) wel B9ECEE
calldataload(p) MALE p FFLATE A EE (32 77Y)
calldatasize() THEHE KN, PR R R

calldatacopy(t, f, s)

MATE £ /Y calldata & il s 57 E t {1 A

codesize()

A LTRSS N

codecopy(t, f, s)

MAZE £ ) code HAZ il s AT EIALE t N

extcodesize(a) otk >k a B ARHE R /N
extcodecopy(a, t, f, s) 14 codecopy(t, f, s) —#f, {HFEHLAE a ALTALHD
returndatasize() e 1R LR g R

returndatacopy(t, f, s)

MALE f 1) returndata 55 ] s TR AL E ¢ N FEF

extcodehash(a)

Mok a ARSI A (E

RS mem(p...(p+n) BIEEHI G2, Ak v ) wei FR BIFHINE: i
TF keccak256(0xfT . this . s . keccak256(mem|[p...(p+n))) Huhik4b 61 720 HS >4 mem
P HhE a ERYEZY, DA mem[in..(intinsize)) {0 A—IF K1k g BB gas
FHYT call (HAUEE AR a FRARED, PATHT TR LRI A 290 B 30
FY4TF callcode, HFEFHREE caller flcallvalue &5 % %

4T call(g, a, 0, in, insize, out, outsize) (HARVFIRE

create(v, p, n)

create2(v, p, n, S)

call(g, a, v, in, insize, out, outsize)

callcode(g, a, v, in, insize, out, outsize)

delegatecall(g, a, in, insize, out, outsize)

staticcall(g, a, in, insize, out, outsize)

return(p, s)

LT, R[] mem[p..(p+s)) b1

revert(p, s)

ZkdhdT, WERSATE, &[] mem(p..(p+s)) ERIEE

selfdestruct(a) LAEPAT, BECUETE Y, RSB AEEIMIEa (BEREF)
invalid() PATCRHR 2 2 IE A T
logO(p, s) A mem[p..(p+s)] _EAGEAE =4 H &

logl(p, s, t1)

JH mem([p..(p+s)] L EdEF topic t1 ;=4 H &

log2(p, s, t1, t2)

1 mem(p..(p+s)] _ERYEEA topic t1, 2 " EHK

log3(p, s, t1, t2, t3)

A1 mem[p..(p+s)] _ERYBHEAN topic tl, 2, 37 EHE

log4(p, s, t1, t2, t3, t4)

F mem(p..(p+s)] EAELHEA topic t1, 2, t3, t4 7R HK

O™ o= |mm|o|w|H|W|W|w|OW|w|lD|O|D|Q|M|Q|@W|w|™H|™H|™H|™o|™o|™o|™|™o|™|—

chainid() ATHERY ID (EIP-1344)
basefee() M H XA A SR ] (EIP-3198 FI EIP-1559)
origin() A5y KAk
gasprice() T SRS
blockhash(b) X Pedhi s b B A (- XY 256 DIXH, R AfE 24 Hij Xk
coinbase() HHEIWIZ0 12284
timestamp() Fl epoch JFURHY, AT (a8, DARD N BfL
number() 2T X B
difficulty() TR (LR TR
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i fRRE
prevrandao() P | H{E MR AER RERLE (R TR
gaslimit() F | Y77 XEr X gas B il

ik call* 84 out Fl outsize ZECRTENAFHE LI— N IKIK, T HCER [0 s M . XA~
DAk 5 AR T BRI S 2R [0 2 A5y AR EREIEZ R, S 4> outsize FIHEA.
BAIPAN returndatacopy BAEMTTFIHARAEDE . PR ERBIEDREEE, ABAR AT RAA DL
filfe . EFEMN returndatacopy #RAEIAAR AL AN A7 IR R — 5070 6 Sk [ i o 3801 1) 30
PR B VR HTAGEL -

ik difficulty () $847E EVM >= Paris JRAH 2R 1. BEE Paris M TS, PARIBEFR N
difficulty WIFLMIE LT AW, KIS WEH 4N prevrandao, TIFE R AR 4x 256 {i77E
il AT B, 177 Ethash PN EBICSR A0 B MEBE (LR ~54 . iX—A8{bFE EIP-4399 W ik . R, 51
i PEEERIR A EVM BUARTC G, F82 M ih S T i A 1 HE

. M O0.8.18 K ERAT G, fE Solidity 1 Yul F{f Jf] selfdestruct ¥k FHEE, WHHh
SELFDESTRUCT #AERS i 2/ 45 ) EIP-6049 IR T B B K AE 1L .

TE—SENEE ST, A LN R AL

datasize, dataoffset, datacopy

%l datasize (x), dataoffset (x) fll datacopy (t, £, 1) FIZifE Yul 3F5 5 HALE .

datasize fll dataoffset HAEZ AT E (HMXTRWLZFR) 1ERSE I BIER BEHE X E) K
/NS . XFF EVM, datacopy %% [T codecopy.

setimmutable, loadimmutable

H( setimmutable (offset, "name", value) fll loadimmutable ("name") T Solidity H' A 7]
AW, ARG F 4l Yul, X} setimmutable (offset, "name", value) WIARBELEAE
KOS 42 B A A RB TRM IS ZE AL i of £set MBI RE RIBINAFH, HHHE value SEINFHIITAG
fE (FAXT offset), XU EAEAEBITRAULH AT Lloadimnmutable ("name™) AR AL
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linkersymbol

I Linkersymool ("library_id") AN G, FRFTHEHRE S BRI L . BHH— M
B SRS AR R, I FLME R B AL . T DURAE IR, (ELR U 2%
58, Solidity Y= Yul fREHF, BMR— NP4 , FFRAE SO IR ST 2 FR A A . B M 1
PRI RO RY , ATTE G A7 LI ——1ibraries Ml LA R HIRR U

B, XBH

let & := linkersymbol ("file.sol:Math")
YT
let a := 0x1234567890123456789012345678901234567890

WMFff] ——libraries "file.sol:Math=0x1234567890123456789012345678901234567890 &I
VA BEHAR I -

55 FE R G 447 4% 25 DA T A 5% Solidity FEHZ A8 191415 o

memoryguard

P let ptr := memoryguard(size) WHM#H (JiH size MR — T FHIE) AWM FEH
[0, size] WRINMATY, SEM ptr FFIRIITLATER .

H1 T memoryguard VM AFAE LRI FTA 1) A7 U5 AR F X — R, B ARIF s A TH NG It 9%,
BN PR AR, BRI A TR BRI e AT R AL 2 AT

Yul fifb ki A AR [(size, ptr) RSEBIHLHB ARMBACTATE LR ELM AT, BN ptr

== size,

memoryguard WK, MBFELE 1 Yol FHENAHFARTRENSH. TR A TFXE
B b memoryguard (VAN BSOS TRAET B 1t

verbatim

—# verbatim. .. WEMATPALEECN Yul S A AHE AR B 7. Bl A EQEA ST
P EHE U TR 51

XS verbatim_<n>i_<m>o ("<data>", ...), Hr
* n @ 0 M99 Z IR/, i E i AR/ AR R RCR:
om0 M99 ZE /I, i it R A/ A B R
¢ data B PP, WFFIHF

Ban, AnREARE R, RERAEIRVA 2, AT an il Sk 2, ST AR
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let x := calldataload(0)
let double := verbatim_1i_lo(hex"600202", x)

KB A dupl BAERSSRAG R x (RS T RE AL EH i calldataload HAEMEMLEE),
JETH B2 600202, ZARASHHBRE NIHEE < M HIE, IEAEERR T A4 R . R gmirdt s, A
double /Ml ANHERRAE , HRFEE RAFMEAEA B

SRR —RE, SBPCHAMERERR P, BN SE R LI, TR [ D0 (R 2 DA A I A
FERR TR T CHES 1 o

HT verbatim W DANIRAESAL R HAERD , EL 3 Solidity Zi i s AN HLE I B, 755 (ifds—&
verbatim i, WAUNG. RIEEOCARERBECH, (U A i de e A s etk A 5y, Xk, flan, fE
verbat im BB R IE S FEORE AT H

TR MAEENINE, FIH TREFFIBE R, X R AR A A . 1 SOX SR ] 2 T ER
E SLHIFTH -

o FEHITEA AL BEA Sk verbatim B, {HE W] PAZE[R]— verbatim Bt Bk

o BRTEARGISEIN, HRNERNZETT .

o MMM R EEZE N ZIE 2 m - n (WA A ALE) .

e Verbatim “Z5 i AN BEXT JE 1) A RS MUTAIR% . BIr A 5 B S ECER L R AR AR L A
ALZR A3 HT verbatim “F7H5, B RBEEB M TIRSHITA B, H LR EEYE verbat im pREE H AR
I o
AL #54F verbatim FHAT A — D ABIH AL, EASHE T, (Ea] e . T2 8 5H[F ) verbatim
FAHREE A WA verbatim B F T BN BEREEE ST T A« & AT PABE AN B

Ei AETHE EVM iR 0 SR IR IR RE G U, verbatim NI IIREANREFGE] T Solidity 2
A L R T BE— R R

ik N TR, A AR verbat im FRKMARIRAFARBEOR B . AN BTN P AR e .

3.32.6 Yul IS E4#E

Yul X R4 ko a4 AR 7> . K% datasize, dataoffset fil datacopy W AR MALHH
T )X e oy o S HE T AT H T TG S TS HE GRS B, 3 A AR R RS . AR,
datacopy KA H A 2 (1 3k T 2R 1 B .
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%% = 'object' FWE '{' RE (& | FHKfE )x '}
KA = 'code'

B = 'data’ FHE ( TA#HFHTE | FHE )
TXA#HAMFEE = 'hex' (""" ([0-9a—-fA-F]{2})* """ | '\'' ([0-9a—fA-F]{2})* '\'")
FEE = " (P"\r\n\\] ] A ) x

XF BT Block, fRAGZH—EMREAY Yul fURIEIA Y Block,

ik YR AL _deployed g5}, Yul fE bR HA R ERE AT . XREMME— 5 SR 21
bR ANIA] gas AR 8 R UETE

i WA XAFRH S L R R E RS, (HAT it datasize, dataoffset B datacopy
VIFEANT, BEA - AR BT R 5 — SRR N R4

il PHROA " .metadata" PAURXRARIRE S EARRMRIS I, I EHLER B2 71 i 1 i
Ay, TCIRETEXR AL E AT .

Hotth BRGSO X SAERR AT BRI, HEMRMA T B2 - Ik,

TR A Yul RREE]T

/A el N R R,
/R THEARREFEZNRB I ETUNMRZGEAE S
/7B CRETY T RERNRHTHRATNRE.
/AN (Rf) AW RRKEF AT AN,
/) HBEHRN A E ® K datacopy / dataoffset / datasize Ffif |7
/SRR, TREMIAAZANKETIRALEA .
object "Contractl" {
/) R e AW E SRR
code {
function allocate(size) -> ptr {
ptr := mload(0x40)
// FHEE, Solidity £ KM IR RBULGY TAFRRBEE 0x60 , 2 — NN
—Yul HETUEBHERAF.
if iszero(ptr) { ptr := 0x60 }
mstore (0x40, add(ptr, size))

// B %Al #E  “cContract2”

let size := datasize("Contract2")

[Cay
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(G AN
let offset := allocate(size)
/) XK AEVME R A .
datacopy (offset, dataoffset ("Contract2"), size)
/O MERRSERE-NBE BT 0x1234
mstore (add (offset, size), 0x1234)
pop (create (0, offset, add(size, 32)))
// AR B EAT B R
/B BATHRE RN ERKERD)
size := datasize("Contractl_deployed")
offset := allocate(size)
// X ¥ T K Ewasm W W HE->HNF Z 4
// fn EVM H R AR .
datacopy (offset, dataoffset ("Contractl_deployed"), size)
return (offset, size)
}
data "Table2" hex"4123"
object "Contractl_deployed" {
code {
function allocate(size) —-> ptr {
ptr := mload(0x40)
// FEE, Solidity A KK IR RELRI TR FERHB E-
~'0x60" ", B yul HETUEBBERAANF.
if iszero(ptr) { ptr := 0x60 }
mstore (0x40, add(ptr, size))
}
/7 EATH KA
mstore (0, "Hello, World!")
return (0, 0x20)
}
}
/BARR ERARAR, SSER-ANAT A4,
// Wi Contract2 Z @ L) GlE MW RD,
object "Contract2" {
code {
/7R E R
}
GETI0
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object "Contract2_deployed" {
code {

data "Tablel" hex"4123"

3.32.7 Yul {22

Yul fifbgexd Yul fCRBEATHE0E, FExda A AT R ERIRS B A B1E S . XS eas v A g e
IR T .

WS — RIS A, AT T AN A AL B BRI A e] (o AR Ab g i B 22 407y

R A AE MR Yul B A Solidity, W[ DAF —-optimize PTG LAk £, If Wik

——optimize-runs {ERH A AT 3

solc —-strict-assembly —--optimize —--optimize-runs 200

7 Solidity 0T, Yul (AL ast # AL LA ds— R0 .

ISR FF

A FACACN T B PR 15 B DA B A8 B9 T AE R AL 25 4% R E

3.32.8 s52¥pYy ERC20 =5l (ETF yul)

object "Token" {
code {
R TETEX T XSS N

sstore (0, caller())

/7 HE A
datacopy (0, dataoffset ("runtime"), datasize("runtime"))
return (0, datasize("runtime"))

}

object "runtime" {

code {
// Bk R NK B R A

[y
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(€AY

require (iszero(callvalue()))

/7 R B

switch selector ()

case 0x70a08231 /* "balanceOf (address)" */ {
returnUint (balanceOf (decodeAsAddress (0)))

}

case 0x18160ddd /* "totalSupply ()" */ {
returnUint (totalSupply())

}

case 0xa9059cbb /* "transfer (address,uint256)" */ {
transfer (decodeAsAddress (0), decodeAsUint (1))
returnTrue ()

}

case 0x23b872dd /* "transferFrom(address,address,uint256)" */ {

transferFrom(decodeAsAddress (0), decodeAsAddress (1), decodeAsUint (2))

returnTrue ()

}

case 0x095ea7b3 /* "approve (address,uint256)" */ {
approve (decodeAsAddress (0), decodeAsUint (1))
returnTrue ()

}

case 0Oxddo62ed3e /* "allowance (address,address)" */ {
returnUint (allowance (decodeAsAddress (0), decodeAsAddress(1l)))

}

case 0x40cl10f19 /* "mint (address,uint256)" */ {
mint (decodeAsAddress (0), decodeAsUint (1))
returnTrue ()

}

default {

revert (0, 0)

function mint (account, amount) {

require (calledByOwner () )

mintTokens (amount)
addToBalance (account, amount)
emitTransfer (0, account, amount)
}
function transfer (to, amount) {

executeTransfer (caller (), to, amount)

[y
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function approve (spender, amount) {
revertIfZeroAddress (spender)
setAllowance (caller (), spender, amount)
emitApproval (caller (), spender, amount)
}
function transferFrom(from, to, amount) {
decreaseAllowanceBy (from, caller (), amount)
executeTransfer (from, to, amount)
}
function executeTransfer (from, to, amount) {
revertIfZeroAddress (to)
deductFromBalance (from, amount)
addToBalance (to, amount)
emitTransfer (from, to, amount)
}
JF mmm e calldata M* & #H ————————- */
function selector() —> s {
s := div(calldataload(0), .
—0x100000000000000000000000000000000000000000000000000000000)
}
function decodeAsAddress (offset) —> v {
v := decodeAsUint (offset)
if iszero(iszero (and (v, .
PSS Y@ AN (105 i 5 b e e e i e i e i s i e i i i s ) 1 N R
revert (0, 0)
}
}
function decodeAsUint (offset) -> v {
let pos := add (4, mul (offset, 0x20))
if 1t (calldatasize (), add(pos, 0x20)) A
revert (0, 0)
}
v := calldataload(pos)
}
J* —mm calldata % # & H --———————- */
function returnUint (v) {
mstore (0, Wv)
return (0, 0x20)
}
T
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function returnTrue () {
returnUint (1)
}
/* s F - */
function emitTransfer (from, to, amount) {
let signatureHash :=.
—0xddf252adlbe2c89069c2b068fc378daa952ba7£163c4a11628£55a4df523b3ef
emitEvent (signatureHash, from, to, amount)
}
function emitApproval (from, spender, amount) {
let signatureHash :=.
—0x8c5Sbelebebec7d5bd14£71427d1e84£3dd0314c0£7b2291e5b200ac8c7c3b925
emitEvent (signatureHash, from, spender, amount)
}
function emitEvent (signatureHash, indexedl, indexed2, nonIndexed) {
mstore (0, nonIndexed)
log3(0, 0x20, signatureHash, indexedl, indexed2)
}
/* mmmmmme e */
function ownerPos() -> p { p := 0 }
function totalSupplyPos() —> p { p := 1 }
function accountToStorageOffset (account) —-> offset {
offset := add(0x1000, account)
}
function allowanceStorageOffset (account, spender) -> offset {
offset := accountToStorageOffset (account)
mstore (0, offset)
mstore (0x20, spender)
offset := keccak256(0, 0x40)
}
JF e e */
function owner () —> o {
o := sload(ownerPos())
}
function totalSupply () -> supply {
supply := sload(totalSupplyPos())
}
function mintTokens (amount) {
sstore (totalSupplyPos (), safeAdd(totalSupply (), amount))
}
T
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function balanceOf (account) —-> bal {
bal := sload(accountToStorageOffset (account))
}
function addToBalance (account, amount) {
let offset := accountToStorageOffset (account)
sstore (offset, safeAdd(sload(offset), amount))
}
function deductFromBalance (account, amount) {
let offset := accountToStorageOffset (account)
let bal := sload(offset)
require (lte (amount, bal))
sstore (offset, sub(bal, amount))
}
function allowance (account, spender) —> amount {
amount := sload(allowanceStorageOffset (account, spender))
}
function setAllowance (account, spender, amount) {
sstore (allowanceStorageOffset (account, spender), amount)
}
function decreaseAllowanceBy (account, spender, amount) {
let offset := allowanceStorageOffset (account, spender)
let currentAllowance := sload(offset)
require (lte (amount, currentAllowance))
sstore (offset, sub(currentAllowance, amount))
}
J* e THEH +/
function lte(a, b) —> r {
r := iszero(gt(a, b))
}
function gte(a, b) —> r {
r := iszero(lt(a, b))
}
function safeAdd(a, b) > r {
r := add(a, b)
if or(lt(r, a), lt(r, b)) { revert (0, 0) }
}
function calledByOwner () —-> cbo {
cbo := eg(owner (), caller())
}
function revertIfZeroAddress (addr) {
require (addr)
}
T
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function require (condition) {
if iszero(condition) { revert (0, 0) }

}

3.33 SABERET

N T REBHEITA -6 LRl AR R, Solidity J i e b AU S AT RSO SCF R G RIANTY . FESA
H T A AR AT AT 7 PARD R 7 AR, A AT A ARE RS 5V G4 E I AR — R TAE, AR
PERAFR AR . AT S EFRAN#RE Solidity /2 U PR LE 2RI .

3.33.1 EHMXHRE

Gt e i — IR A GRS R RERIFR VES ), BN TRRITH e — I ME—1) R T B4R, X2
—ARBAR ARSI IR IRAT . 4 import 1% 67 I, 3552 T3 IREICA TR $ A543,

SAEIA

VFS I R FE T S s B 3 A S o TES R B2 Pl DARE T import =1 98 A3 CHAL SO, EK IR T £
M IR (IR 30) o ARGRIFRASTE VS A R EMLAT 5 2 AR LI A AR, Bt
VAR, ASTRPREAEZ AR T RIS . — DS A RRERT LA E d M 207 AR T AR, T
AMUGEVE A AR ARAETE LRI SR A A 1, s Joik gk 2 IR AR, it RN

M ATIRPRARAL T EAUAE 2 GoAo 3 35 - — DI BN, BORHR e R IRRE A A b SO R g i —
ANEEFE . JavaScript £z 11 BRUCRERBEEATEE 11, (ERT A PR t—A> o 3XANHLHT AT DA R AR Hb S 14 2R 55
PASMIHE DT AFRACHS (A SC R GEH R T RETCYA VT ), GIAN 4 i e W Wi g Ty ) o Bl40, Remix
IDE 24t 7T — A2 hERy[E1E, ik% A HTTP. IPFS fil Swarm URL S A SC{4:, B E 5] ] NPM YEHR b
.

il AU RGBS AR UG/ B, PR TTH PR b i SR AT ARRE  H SR 2>
BAAT, AT DAABARE N H S BAT, AR AR NG, R TIREF S

N T SEBRIASAENE, FATEBGE  HATERE R A A B R AR AR, S R AE
f b, i, Gz ER M IERZ, FEFENE SRR & B R 1E kA 2 BT o
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EMXHREHMEAT

VES B 46 N2 BT S ] ] FH 23 13t -
1. sole/ v A 4T 5E i
2 G T G A 0 i AT LI A — A SO, AR BE— e Solidity fURS I ORI IEAR -

solc contract.sol /usr/local/dapp-bin/token.sol

DA 7 AN SCAF A IR B0 Bl e R H B A o M R R R, AR AT ARG, il
HGEARBAASH P M RN . B ICLL 342501 Fo 3] 3 DA T X — i R RN .
2. brif JSON

W 47 JSON API B JavaScript 422 11 8% --standard-json fiy F73ET) , BFEHEAE ISON #% =00
A, HAP ST ARSI N

"language": "Solidity",
"sources": {
"contract.sol": {
"content": "import \"./util.sol\";\ncontract C {}"
by
"util.sol": {
"content": "library Util {}"
b
"/usr/local/dapp-bin/token.sol": {
"content": "contract Token {}"
}
i
"settings": {"outputSelection": {"*": { "*": ["metadata", "evm.bytecode"]}}}

) sources FHLEM BB RE PR NE, ERES A EREITTE R,
3. b JSON (Gl A M)
W AIARE ISON, o n] DA IR gm s i F S A IR R A AR -

"language": "Solidity",
"sources": {
"/usr/local/dapp-bin/token.sol": {
"urls": [
"/projects/mytoken.sol",

"https://example.com/projects/mytoken.sol"

[y
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}
Hy

"settings": {"outputSelection": {"*": { "*": ["metadata", "evm.bytecode"]}}}

}

WS ARE T R, SiEEE DA T urls PHREENTAE, BIHE DR N
BIIRBIRAA R .

IR PRI E T G MM content I - Ef12 sources FHEAHNE, urls NAERE
PMEAT 7 X Eq] .

4. brifERA
AEAT AT, QAT DAIE A RER AU S 18 1) 28 e (R b R AR S (L JRAC RS :

echo 'import "./util.sol"; contract C {}' | solc -

~ MERBRZ —, RN G S A P9 T R UL SO AR G P R B IR BT

<stdin>,

Yt VES Z )5, USRI A B as A ScrE, (B e S AR 7 2

3.332 A

FAERRE T FAREZ. RIEFARERSRETT X, BATTARF A M
o AN, HERETSBINERICARK.
s ARRF, FEE A L/ L TRk, 5 ASUFRIR R TA RIS G
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%1)3% 1: contracts/contract.sol

import "./math/math.sol";

import "contracts/tokens/token.sol";

FE_ETE . /math/math.sol fl contracts/tokens/token.sol EEF AR, SR BTN IR
BTG R i2 contracts/math/math.sol fll contracts/tokens/token.sol,

EESA

APA /B TR AR BTN

import "/project/lib/util.sol"; // BB L4 /project/lib/util.sol
import "lib/util.sol"; // BB ILELF: 1ib/util.sol
import "Ropenzeppelin/address.sol"; // BB L4 M @openzeppelin/address.sol

import "https://example.com/token.sol"; // JE ¥ U4 #: https://example.com/token.sol

FEN AT N E okt Z )5, AR AR TR A A PR BT 4 R

il —MNRERICH S T R MRRAT, RIEERERES A ER G DA, EWAZEAE shell HilH
MRS 205, ATAT /. /7 50/ ./ TERBEE Z AR PR B —TR 0. P2 ad b i
JSON e i e, S84 nlBERFA I A S IR OCI A AR R AR, X e AR AU ERY R —
AT

PR SCHTE R U RGP A AT R, diifas o R FOT A PRI s AR . VLSO RGN a1 2
BB AR AERL S AR CE . e — s b, PERE ST R A E , AE VES Hagiilh
RAFE R F L b b B S8R A SefgmEk . #li, /project/lib/math.sol fil /project/lib/
../1ib///math.sol #£ VFS i) A2 AN, (BB NIERS: 48 m i R — 0.

Friks RIEE—A S A IR R 2L B R [ — AN SRR 1 P AN R PR B G2 AR DRARRD, i (139K
SRS AR AT, R IRAICAPR, A ISR A .

LRSS DN
PA -/ B/ TPERBI AR AR F N R ASEE T — AN T S A TR ITR IR BT A PR B A2

5|2 2: /project/lib/math.sol

import "./util.sol" as util; // BB L& /project/lib/util.sol
import "../token.sol" as token; // JER ¥ L4 #: /project/token.sol
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%1) 3¢ 3: lib/math.sol

import "./util.sol" as util; // BB LA 1ib/util.sol
import "../token.sol" as token; // JiE T & #: token.sol

5k MM BEDA L/ 88 ./ FFLE, FRPAYS import "./util.sol" A[E], import "util.sol" &
—MNHEHBEFA . B ESELE B R G TCEAX, B util.sol 7E VFS Wiz b2 4ax)
8

IEFRATE s542 BE SONAE P A S D RAFRAERIAE ST, AR D BT 5. e — e s
LR PRI /45 . BN, A€ . /abe/...// W, H=AMEEL. . abcfll ...

G A AR S AR R A BAT N — DRI R, Tk :
L FAIN AV TTH IR TT A R AR -
2. ffa— A R R AR BORE AT B9 24 B IR
3. g, MTRARETRE B, ARADK—BIT:
s ARZECR ., Bk
o WRZBOR .., Ba IR R R BOR AR I A2 BRI
o BN, ZBC (MR A FON 22, BIA — SRR B T4 A5 b
T3 w TR AT AR ) i e — AR B, P AR AR BN T -
L i — AR IR NSO (Rl a/b//c.sol Al a/b/ /).
2. A RN (B a/b// 2 a/b).

THERL, R ARARYE UNIX AR A 3 55 LU OH AT (8 I B TC 44 B ok B ABRAR AR 20 64T T LT AL A B,
BIFTARY - A0 .. gBR, 2RI 5, Sk 3 AR IR ICA R AR BT
b XHPR THEFASHEGAIRRIN URL [, protocol:// #l A&7 M protocol: /.

WA P ARARCEMEA, R DA B R SR AR AR BRI SER . Tl 2801, SRR 2
e ke A

%)% 4: lib/src/../contract.sol

import "./util/./util.sol"; // BB LA lib/src/../util/util.sol
import "./util//util.sol"; // BB LA 1lib/src/../util/util.sol
import "../util/../array/util.sol"; // JE ¥ T & # : 1ib/src/array/util.sol
import "../.././../util.sol"; // BB LA util.sol

import "../../.././../util.sol"; // BB IS util.sol
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ik AHBEEN S . B A A R R e 2 8 2 INEEE A, WTDARATE ]
FE T LB AR RCR -

3.33.3 EXBEIBEBE

A BRACHIAL & AR FOR EHLCPE RGBSR MBS FRI A 3 U — MR BAICH 4 UL B 25 0 s it
EILEARMAMEEWHTH, TR AR AERARAND), B SRS R TR ErA H
SRHAT R FEA AL 2

FEUURF AR AR B BT H (AR H S, 6 AL S AR R A S W R A R I ) PR AR X
APALE S AGE— I X e e A, TEW EATHE U R G AR TR H AL AT dd . Bian,  an Rl
i npm 2356, MERELSAT Gopenzeppelin/contracts/utils/Strings.sol, A] DA X
SERRTOR R iy, 1% T ATE npm 4 H b 403

solc contract.sol \
--base-path . \
——-include-path node_modules/ \
——include-path /usr/local/lib/node_modules/

TR ERLFE LA S 2 EREHRT, RREERCEERNTARART, SHWadaidhd (A
A 52 A R i TR -

BOATEOLTY, BN, XERIERICAFRBA 2 . LHIRRITY R — DRI AR, XRF:EL
SCPFAESR PO 0 H SRR e 4k X o ME— BE (IR B T04% Rk i iR A8 X AR B S B AR D 288y 8 %
BEARRIME . AR BEARA TR AR, W E BRI T 4 ik g i 24wl AR H .

ik WEMEARAEE, LSS —RE .

ik REAES AR EESL, S EENEARRIET ARG . fln, S MEREAR N E 1 H
AR HR, SEEA - ME AR NS R T HR. A Rbe EALSCER G ERAR 1 PR A
A S 28 s & MR EAR RS SR A IA B, A 2k bR,
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CLI BREHELFFE

TEAATH, SFEas AT R AR AR PR B B PR AR SR B AR, AT B AR A X
TUE TAER SR A1, 2N ECaA e ar AT LARE T AR SOOI T AR, AR I H AR Y-
B BRI, B R SRR WA I H SRR s . O TIRBEIRXANH Y, R B ar AT RSO
AR AR IS RE S, AR ATRERYTE , RLGEH S B R s A & Bk AR 2 — AR

AL AR A

o MR- AERAR AT AR N S A TN b 2 AR H SR SO A X A

o PIERAY . AN .. BRBHR SRk,

o A RS BT RO O IR R

© ZELBR DR IIBUEG N0 AT (BRAFENTZ UNC B RIS .

s PR EE—IRA (Bl Windows RGEHI—ANEEAT) , T HAZARA 5 24150 TR H RAYR A H

[, DR KF RN /-
 BARTRIAT SR BEATET
- ME—R BN RTE BN AR O 280 AR I R T, 0 2 BT T AR H SR B A b A T T AL B, E—

oG b, TAEHSER WA SEER AR, BroAh 7R — 2k, ik aefe Tt
TTHER T EANT.

o BIGESCHR RGN/ ING AR, AR DR R/ NG ML ERYSERR NG AR, e 2 PR B AR AR R/
H,

Tk ALY, BARAREMSL TG, BN, fE Windows T, Fiiddi il DATE RS 24 BTURK B4R AR H SRR
N/ KGR KB AR R, (BRI A B AR UL, SR B TR AR R R o AT DA i
PRI ) SCAFARAE [l — 9K Bl BB SR, SRS R o«

TERTEALZ S5, Aifas il B R SCPF R B AR A AR Y Bl Jess AR IR AR, AR 4 R4 R I 23
WEBE. IR SR RATE, ERE R T 450 TAEH R (T Ira#55 i
) A UHEACH) A Bt A2 AL SO AR B DT R ZRIN,, A 2R . BN, SCPFB AR A%
SRYXTY . XN SR, TR AR -/ TRk PR SO AR IR BT A R

I R G AR AR AR A B AR A A B AR TP R ME— . N, 41SR /project/contract.
sol Ml /1ib/contract.sol [A|BHEIE, HMiEeeEXPA T o A& 4R

solc /project/contract.sol --base-path /project --include-path /lib

Frik: 7E 088 ALY, CLIBARRIBEIAGPINT, ME— R T ATE A2 AR IR AT e e . 4B THRUAR 1Y
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GiiEas Iy, BN RS M g i, ey AT B R BT AR

3.33.4 RIFHIERE

VER— L A5, FALSCIE RGN BRI BRI 224 0 T LA A b a8 s
* HRifE ISON Bz 4h:
- EAH AT LT A SR H 5%

- AT okt AAREBE R MR E—DHEFE (RIR /7, /. 80/ . 45E), WHEREEZ
FIARAY H 5%

- ARG A
* {EpRIE JSON ] :
- BT HZ,
FIPA --allow-paths BIRFHALH RIVAFH 2 B, 2 — D HIE 50 R

cd /home/user/project/

solc token/contract.sol \
lib/util.sol=1libs/util.sol \
—-base-path=token/ \
—-—include-path=/1ib/ \
—-allow-paths=../utils/, /tmp/libraries

M LT i T G, LSOO R GE B VAR H S A
« /home/user/project/token/ (P token/ &k ASClE, WHNE BEAE),
e /lib/ (BN /1ib/ REEKZEZ—),
* /home/user/project/libs/ (N libs/ &M EMGHRIETR),
e /home/user/utils/ (FK .../utils/ 5% T -allow-paths ),

e /tmp/libraries/ (A} /tmp/libraries #f& %] /tmp/libraries),

Frik: ARG TAEH SR BOA VAR —, AR BRI R AR (S8 BARHAR I P

A1)

il SIS VPR T B S E AL EATR 2 H s AAFAERY B B B AR S o] Rt 220 s
il WER— PRV T — A S 2 — A SPLEE, 2SRl 4% B
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/i AR ER SN, B RGN XN . KNG B S EN AN NG 52
—3, BN ——allow-paths tokens A<JLH import "Tokens/IERC20.sol",

gl NN ARVFRY B SRS HEE A RE S IR A U R H SR S B A Bh B A 4 8. BN, fndf b
FIFH ) token/contract . sol SEfr Fi@—AMEH /etc/passwd MAFS 5L, Smigdn i fadanzk
B, Bk Jete/ R AL Z —,

3.33.5 EANEMS

FAEMG RV S AT E MR RS RGN E . LG AR SRR R BT 44 B (]
HEESR TAE. Bilan, fEnfABCE — NEMS, (M MEPIH S github. com/ethereum/dapp-bin/
library/ BISAWAL MM dapp-bin/library/ FA.

T ATE AL H 2 context K BRI BRI YU R . 33k FuVFQY AL T 45 R BURR S8 SCHF i S AR B S . n
RUA context XK THRE , BMRIFRFR T RS R GE H B SCPFH Y RS IE R A

FAEWIER N context :prefix=target:
* context WG & AR BRI FREGIT LA PLRE .
* prefix WS ARIRERICAFRAGIT KA PLHC .
* target JeHIZMOR HI(E.

B, 0S4 1 FEl https://github.com/ethereum/dapp-bin/ 2] /project /dapp-bin, 7 HPA F @817
i

solc github.com/ethereum/dapp-bin/=dapp-bin/ —--base-path /project source.sol

BT ATE RSSO P AT 2

import "github.com/ethereum/dapp-bin/library/math.sol"; // 2 0 %4 #: dapp-bin/
—library/math.sol

AR RITE VES 1) dapp bin/library/math.sol F34RIZCMF. WEARIRREAZ A, IHRICHPRE
WAL A ARG ME RS, RIS ERAE /project /dapp-bin/library/iterable_mapping.sol
3.

Bl RTEBUNME EPAT e G 2 onldn b T gt A —uE SRR T e e Ay
{H, REBF RS SR S S EOR R 5151 .
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A, R B R B T e @ A (AT ARHB R B (0, WP (T /home )/
user/packages/mymath/math.sol, 4 @math/=/home/user/packages/mymath/ XFE1) B
o SEUEW £ B S aETEcdEh . T RESAEA [ BL s b TSR ) S B AR [R] 1 RD
TRTR BT VES 1 (AR A AL RGBT ) TS R G0 b dol B R A H SR&54

R T G SO BRI AR AR H H SREE R, BEUCREELE PR B SRS €K include paths. 5140, HE LTI )
F1, ——include-path /home/user/packages/ &ib#{#i A mymath/ FHFIEHISRA . 5EBST
AN, SRR B AL mymath B850 @math, {HIXn] DA A @A 5 55 s a4 S B ook
S

Ml — A E A BT, B KB BH IF AL dapp-bin fBIHe, BEE % E] /oroject/
dapp-bin_old, HRAREAIPAZEFT:

solc modulel:github.com/ethereum/dapp-bin/=dapp-bin/ \
module?:github.com/ethereum/dapp-bin/=dapp-bin_old/ \
--base-path /project \

source.sol

RXEWH module2 MFrA ARG MIHMAS, Hmodulel BT AR HIBIHA
PATR 2 T B AT N R TR ALI)
L S SR S A B A IR T P PR Z TR e fit .

PAAEAn] HoAt 75 XS M #] VES B9 BI04 PR BE R BRT LSS . BN, e dn 47 48 & i B AR bR ifE
JSON H sources.urls LA Z N,

solc /project/=/contracts/ /project/contract.sol # Ji ¥ o0 % #L: /project/contract.

—s0l1

TE RGBT, gRiddi kA /project/contract.sol HUMEEMA, HAFIGAE VES HlA
YIIEREEITE R, MAEMIE /contract /contract.sol Hi,

2. L FSCHINTSL A S IR HRRAIVE G, A S B AE.

o XEWEGAREE BB ./ 8./, POVENTER RS IR R ICA PR T, (AT AE
B E N TR I 7 44 -

solc ./=a/ /project/=b/ /project/contract.sol # Ji ¥ o0 4 # : /project/

—contract.sol

%1132 5: /project/contract.sol

import "./util.sol" as util; // B ¥ T4 M b/util.sol

o BN REEHTIML SR FEAR AR BAN S AT P RS N 8 A AT A 3 2 B B A
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solc /project/=/contracts/ /project/contract.sol —--base-path /project #_

SR B T4 contract.sol

%1132 6: /project/contract.sol

import "util.sol" as util; // B E L4 util.sol

3. HEBEEHRAIRYOCHRRT, A e sk,

o NS ARG AHT, B DLREMART. VRGBS EN T, X W aFEAxT
%A%, 24 ] JavaScript 2 1TBF, SR ATPAEH URL AR ARRAF, W Em i seig b i e
fiTe

o HPLGRAETEANT A C ST IR R ITCARZ )G XEIRELA ./ il ./ IFR 0 B AR Rk
T, SRR T IR BRI AN S YR S o

o ERLS HARKAE IR, IPA Groot/=./a/b// ¥ EME @root/contract.sol #| ./a/

b/contract.sol M+ a/b/contract.sol,

o WEREARARARIREE R, Hikdeii A A aidsm— ik

solc /project/=/contracts /project/contract.sol # Jfi ¥ 5 4% #: /project/

—contract.sol

F132 7: /project/contract.sol

import "/project/util.sol" as util; // JE ¥ U4 /contractsutil.sol

4. EFSCHISUEVCRCER, PURC SR T .
e a//b=c A& a/b,
o FHRITTAFREAPIE, FTA a/b=c UAXITH a/ /b,

o R H FHIERA R W DAV, /newProject/con:/new=old $fJLlil /newProject/
contract.sol H¥HEHM LT oldProject /contract.sol,

5. e B AWM FIAN A
o QR ZASER S ANE R T FRAEDCET, IR R B DU TR AR A
o WURAISAIE, PR G T A .
o BT HADEBIAEE M . Bl a=b b=c c=d A&TE a PrEMYTE d.
6. prefix A<fiE b7, {H context Fil target £ u LMy .
* W2k target RAETFAFR, prefix fFMFAHAEFMER.
* 2K context FMRAE BTN TG REITHII TG A
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3.33.6 EESAP{EMA url

KRZEURL Fig, i https:// B data:// FEF AR BARIKRS Lo ME—RBIINE file://, B
FEHLSCAE R G AR IR TTA PR PR B R

TEABARIEI ST AGE S AT, AR A J0 PSR 44 707 -

solc :https://github.com/ethereum/dapp-bin=/usr/local/dapp-bin contract.sol

TERAIERY ) BB BRSO, RLER. BN, https: FORAREFSIR EF 3

3.34 NiBiEm

3.34.1 ik

AAE BTE NS Solidity fUIER MM AIE . X AR MIRBOA @ — R A RIS, BEH A IZ
SERCRIAMIH L EBIRIR, ERFREE A T

WZIH 25T H SRS s fer . andehse, WOUSEH AR H f KUk .

A AR A v I SE AN 2 U2 HUE Python 1) pep8 KU o

AIEHIT T AR IR A R AR solidity 2577 208 H Y - A r 0 H A2 SREFURD ) — 20t . 5k H Python
(225 301 pep8, ARG A T M

ik WU E R X T Bk . B2 S ISR R R — 2, (HOTH iy — Bk 2, R
TIREN R —E 2 foe H 2L o

HEREEZ: Il 2HRA 8 AR RIR A E N . A BER, 35 AfTHlT. AR MG, If
POEAT AERRIRAF, IR AR A

3.34.2 K344

gt

BG4 D25H
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HRFHZE

R B AT
RS IR A ( h RATA 2A

H

=

i

15 solidity JEH &5 2412 [ 4 5577 <
S

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract A {

VA

contract B {

VA

contract C {
V2R

R

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract A {
/).
}

contract B {

VY

contract C {

VA

FE— B R I Z 8] B — 25T
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T IR 45 AL T -2 (AT DA 25, (FLAIANGE £ 2010 stub i) -
EH5:

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

abstract contract A {
function spam () public virtual pure;

function ham() public virtual pure;

contract B is A {

function spam () public pure override {

//
3
function ham() public pure override {
//
}
3
R

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.6.0 <0.9.0;

abstract contract A {
function spam() virtual pure public;

function ham() public virtual pure;

contract B is A {
function spam () public pure override {
//
}

function ham () public pure override {

/7
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REBITHRAKE
RNEBAT KN 120 P74
PrATI BAZEM AT 55
L B—AD SRR BRI 455 514
2. =4, HAH—A gt
3. AR Z AR —FT
4. GRS ) RS ER G AT
PRI
IEHEIA:

thisFunctionCallIsReallyLong (
longArgumentl,
longArgument2,
longArgument3

)i

BHRE L

thisFunctionCallIsReallyLong (longArgumentl,
longArgument2,
longArgument 3
)i

thisFunctionCallIsReallyLong (longArgumentl,
longArgument?2,
longArgument3

)i

thisFunctionCallIsReallyLong (
longArgumentl, longArgument?2,
longArgument3

)i

thisFunctionCallIsReallyLong (
longArgumentl,

longArgument?2,

longArgument3

)i

thisFunctionCallIsReallyLong (

EET I

3.34. X i&iER
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(% L0

longArgumentl,
longArgument2,
longArgument3) ;

IRAE T )
IEFEIA:

thisIsALongNestedMapping[being] [set] [toSomeValue] = someFunction (
argument?1,
argument?2,
argument3,
argument4

)i

B

thisIsALongNestedMapping|[being] [set] [toSomeValue] = someFunction (argumentl,
argument2,
argument3,

argument4) ;

FFE SR %

BRI
event LongAndLotsOfArgs (
address sender,

address recipient,

uint256 publicKey,

uint256 amount,

bytes32[] options
)i

LongAndLotsOfArgs (
sender,
recipient,
publicKey,
amount,

options
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event LongAndLotsOfArgs (address sender,

address recipient,
uint256 publicKey,
uint256 amount,

bytes32[] options);

LongAndLotsOfArgs (sender,
recipient,
publicKey,
amount,

options);

R mtntg

¥k UTF-8 5 ASCII 43 .

Imports #5E

Import 141 Wi A AR SCPFR TG
L5

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

import "./Owned.sol";

contract A {

/7

contract B is Owned {
//

BRE L

// SPDX-License—Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract A {

/7
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(% L0

import "./Owned.sol";

contract B is Owned {
VAR

B #4 P

HEP A BT RO AT T DAY VR LR ek B8, I 525 ) Mk 21 #0365 i ORI fallback bR 40 52 S
PR RSO AR HL AT AR e HEA T 41 -

* M PR AL
(ARAFAE )

o receive PEEN
o fallback BT (HISEAERE)

FE—Aad, 8 view fil pure REURTER)S -
NRESP

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
contract A {

constructor () {

/S

receive () external payable {
V2R

fallback () external {
/).

[y
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(% L0

// R OE K
/)

// F view &4 B A E B B
S/,

// % pure B4 #9503 & K
/o

VA E T
V2N

// AR OE
S/,

/) TR E
Y

HrRE L

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

contract A {

/7 AN EE %
/)

fallback () external {
VI
}
receive () external payable {

/S

/) R E
Y

/)N E K

VA

ke
B

constructor () {

[y
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(% L0

VA

// WA E %K
YA

TELAT O T 50 T0 K 25 4 -
BREATRR AR RSN, R /ME S, 5 B KA 1 A A % S 0 254
IERE

spam(ham([1], Coin({name: "ham"}));

HREE:

spam( ham[ 1 ], Coin( { name: "ham" } ) );
FAE

function singlelLine () public { spam(); }

REALS, /M52l

B 5

function spam(uint i, Coin coin) public;
B

function spam(uint i , Coin coin) public ;

TRl AR R I 22 T — A 234 -

RS
x = 1;
y = 2;

longVariable = 3;

RS A
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X = 1;
Y = 2;
longVariable = 3;

¥E receive Fl fallback pR& AN BLAL & 254K -
B E:

receive () external payable {

fallback () external {

}

R

receive () external payable {
}

fallback () external {

}

=l

MRIEGZR—NEL, B, REEi. ViZh:
» TS SAIRAER 4T
o PSS AR5 2 B BRSO B0 B T 55 PR 4R (7] — i R 00 b e —A7
o FHESHINVIZA — M.

EMSE:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

contract Coin {
struct Bank {
address owner;

uint balance;

(A
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(% L0

R

// SPDX-License—-Identifier: GPL-3.0

pragma solidity >=0.4.0 <0.9.0;

contract Coin
{
struct Bank {

address ow

uint balance;

XHFHEHIZE 1£, else, while, Ml for RYSEHEEILS LA LA .

7h, W LE, else, while, Fll for XERPEHLHIM R AL B BAZA — DM, [H
FER, SRR s U BRI 6 5 Z [ %A — 254

EE

while(...){

for (...) {
..t

XEFEERIGE, 4o R ERNERAE AT, WA A IS S .
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IERE

if (x < 10)

x += 1;

R E A

if (x < 10)
someArray.push (Coin ({
name: 'spam',
value: 42
1)

MTRA else Bl else if THIW if R, else Wi%@h 1 £ WMMIRIESHAER—17 L. X—HM KT
HABHIREH

TS

if (x < 3) |
X += 1;

} else if (x > 7) {

} else {

x += 1;
else

x —= 1;
IRGE
if (x < 3) {

x += 1;
}
else {

x —= 1;
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ERE e

Xt RIER RO R, SRR AT 555 R B RS AE R —7

PR 125 R B0 I it 2 1A I

TFRFE S Z BN %A — 5 H
IEHE

function increment (uint x) public pure returns (uint) {
return x + 1;

}

function increment (uint x) public pure onlyOwner returns (uint) ({
return x + 1;

}

PR G

function increment (uint x) public pure returns (uint)

{
return x + 1;

}

function increment (uint x) public pure returns (uint) {
return x + 1;

}

function increment (uint x) public pure returns (uint) {
return x + 1;
}

function increment (uint x) public pure returns (uint) {

return x + 1;}

— AR B B AT I 1 1% 2
Lo w L
2. mAEME
3. REAE
4. itk
5. HE BT

A

412
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function balance (uint from) public view override returns (uint) {

return balanceOf[from];

function shutdown () public onlyOwner {

selfdestruct (owner);

R B A

function balance (uint from) public override view returns (uint) {

return balanceOf[from];

function shutdown () onlyOwner public {

selfdestruct (owner) ;

TR AR, BB SHOAE A C AT, SRR IR A . P/NME S RIIT 55t py
WHCE A E AT, 5 R IR gt RE AT

EHEE:

function thisFunctionHasLotsOfArguments (
address 2,
address Db,
address c,
address d,
address ¢,

address f

public
{

doSomething () ;
}
iRGA:

function thisFunctionHasLotsOfArguments (address a, address b, address c,
address d, address ¢, address f) public {

doSomething () ;

function thisFunctionHasLotsOfArguments (address a,

address Db,

[y
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(€AY

address ¢,

address d,

address ¢,

address f) public {
doSomething () ;

function thisFunctionHasLotsOfArguments (

address 2,

address Db,

address ¢,

address d,

address ¢,

address f) public {

doSomething () ;

IR — KRB IR BT, IR AR MBI R % £ 2 S 47
IEEIA:

function thisFunctionNamelsReallylLong (address x, address y, address z)
public
onlyOwner
priced

returns (address)

doSomething () ;

function thisFunctionNameIsReallyLong (
address x,
address v,

address z

public
onlyOwner
priced

returns (address)

{

doSomething () ;
}
REE:
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function thisFunctionNamelsReallylLong(address x, address y, address z)
public
onlyOwner
priced
returns (address) {

doSomething () ;

function thisFunctionNameIsReallylLong(address x, address vy, address z)

public onlyOwner priced returns (address)

doSomething () ;

function thisFunctionNameIsReallylLong(address x, address vy, address z)
public
onlyOwner
priced
returns (address) {

doSomething () ;

5474 4 2 WS T LV A R 1K, 7 4 3%k P — ST
A

function thisFunctionNameIsReallyLong(
address 2,
address Db,

address c

public

returns (
address someAddressName,
uint256 LongArgument,

uint256 Argument

doSomething ()

return (
veryLongReturnArgl,
veryLongReturnArg2,
veryLongReturnArg3

[y
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(€AY

RS

function thisFunctionNameIsReallyLong(
address 2,
address Db,

address c

public
returns (address someAddressName,
uint256 LongArgument,

uint256 Argument)

{
doSomething ()
return (veryLongReturnArgl,
veryLongReturnArgl,
veryLongReturnArgl) ;
}

TR AT ES AR KR, WSRO AR SO DA 12, SO BRI 18 e B3 22 M T AF Y
WARARRE, BT ULEl— T 1S .

EHE

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;
/0 EE e, AT X BRSNS E
contract B {

constructor (uint) {

}

contract C {
constructor (uint, uint) {

}

contract D {
constructor (uint) {

}

(RN
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(€A

contract A is B, C, D {

uint x;

constructor (uint paraml, uint param?, uint param3, uint param4, uint paramb)
B (paraml)
C(param2, param3)

D (paramé)

// B %5 ¥ param5 ff— ¥ FE

X = paramb;

HiRE:

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

/B AR, AT X BRI F
contract B {
constructor (uint) {

}

contract C {
constructor (uint, uint) {

}

contract D {
constructor (uint) {

}

contract A is B, C, D {

uint x;

constructor (uint paraml, uint param?, uint param3, uint param4, uint paramb)

(AN

1
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(% L0

B (paraml)
C(param2, param3)
D (param4) {

x = paramb;

contract X is B, C, D {

uint x;

constructor (uint paraml, uint param2, uint param3, uint param4, uint paramb)
B (paraml)
C(param2, param3)
D (param4) {

X = paramb;

AP BN, RAE— T 5
fu:

function shortFunction() public { doSomething(); }

XL R BRI HE N B AR R ] B . PUAAS A RGP A A, &IV IZ BATIE H a I

B 55

TEAZ RN, A AR KT mapping FMHREIF . AE 2480 LMK E R mapping K
LA,

IS

mapping (uint => uint) map;

mapping (address => bool) registeredAddresses;

mapping (uint => mapping(bool => Data[])) public data;
mapping (uint => mapping (uint => s)) data;
FRE L

mapping (uint => uint) map;
mapping ( address => bool ) registeredAddresses;
mapping (uint => mapping (bool => Data[])) public data;

mapping (uint => mapping (uint => s)) data;
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3 3

WA AR B PR WA AL BRI 5 Z [R)AN A% A 254
IEHEIA:

uint[] x;

R E A

uint [] x;

HibEW

o TR MIZ G SR RG]

IEREIA:

str = "foo";

str = "Hamlet says, 'To be or not to be...'";

ARG

str = 'bar';

str = '"Be yourself; everyone else 1is already taken." -Oscar Wilde';

o WAL — A
ERE:

x = 100/10;
X += 3+4;

X |= y&é&z;

o KT IR, SRR PIL AT DA M Z5A% o SRR T DAS i S AR R A Pl B o (I T B
PEARF L2 S AR [l B 2 R 50

IEMEIA:
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x = (atb) * (a-b);
FRE

X = 2%% 3 + 55

X = ytz;

x +=1;

3.34.3 fmBIEF

AT P S A TR
1. Pragma if4)
2. FAIEM]
3. N
4. JF
5. &4
TERAEL, PESEOW, AR :
1. AU pEH]

2. AR

3 il
4. FEiR
i

s

5.

o

6.

X

ik FERGLF P EURSAS R BN, AR RE S G R

I

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.4 <0.9.0;

abstract contract Math {

error DivideByZero();

function divide (int256 numerator, int256 denominator)

public virtual returns.

[y
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(B LET10)
— (uint256) ;
I3

HAR G

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.8.4 <0.9.0;

abstract contract Math {
function divide (int256 numerator, int256 denominator) public virtual returns.
— (uint256) ;

error DivideByZero();

3.344 2B

WS E RN iy & LS 7 A3 KPR A BRI ALTE I , U S 57 BRI AL r e s 1 22
=

XHLAS A 2 B ER T, P EATAZ I, T &4 ok Sl I e i i 2 R .
RJG, TR 8k, ARG R ATRE R FT AR (USRS ) A

RV

NIRRT R IE IR R 644 055X
* b (BAYNGFEE)
* B (B REFHE)
e lowercase (/NE)
e UPPERCASE (KE)
e UPPER_CASE_WITH_UNDERSCORES (KEFMFKIZ)
e CapitalizedwWords (TR, HERKE)

s mixedCase (&R, HHMAMKIETHTEHNG!)

i MTEgRIE R % A S, NAZSRF RS T B E RS RS o 18 HTTPServerError [ HttpServer-
Error #f . MYERGR M4 P MG SR, B TE - 5T FENE (R EREAN AR LMIE) LA
bh, Hgs S P ER RS . Bk xmIHTTPRequest . XMLHTTPRequest 47,
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738 5 B9 B FR

« 1-el f/hEI
+ 0-oh RE IR
* I-eye PRG
PIRHEATIX L8 ] T AP BER S 4 FR . AT 2B xE DA S50 1 10 XApIF

BYTERBR

& 4 M OFE & WO i M M 3B K L X #%. K 41 SimpleToken, SmartBank,

CertificateHashRepository, Player, Congress, Owned..
o BRPER S PR 5 BT S AHAT .
o WR—DELXNEIEL NG AR, ABLSNEZ V%S o6 9L, B2, QR PABRRY
T, AEBGXFE
WMTRERB TR, WREAZIRZE Congress, FELFRIE Owned, HBAEMTHIH K04 BiZ% e

Congress.sol il Owned.sol,

RS

// SPDX-License-Identifier: GPL-3.0

pragma solidity >=0.7.0 <0.9.0;

// Owned.sol
contract Owned {

address public owner;

modifier onlyOwner {

require (msg.sender == owner);

—

constructor () {

owner = msg.sender;

function transferOwnership (address newOwner) public onlyOwner {

owner = newOwner;

JE Congress.sol F#H:
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// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.4.0 <0.9.0;

import "./Owned.sol";

contract Congress is Owned, TokenRecipient {

/S

BRI

// SPDX-License-Identifier: GPL-3.0
pragma solidity >=0.7.0 <0.9.0;

// owned.sol
contract owned {

address public owner;

modifier onlyOwner {
require (msg.sender == owner);

—_

constructor () {

owner = msg.sender;

function transferOwnership (address newOwner) public onlyOwner {

owner = newOwner;

JE Congress.sol 4 H:

// SPDX-License-Identifier: GPL-3.0
pragma solidity "0.7.0;

import "./owned.sol";

contract Congress is owned, tokenRecipient {

YV
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L o) S

ZERIR 4 TR N 12 A8 P Selge =0 X% . Fbfil: MyCoin, Position, PositionXY,

E St

H M4 N Z MO IE X XK. Lk Al: Deposit, Transfer, Approval, BeforeTransfer,

AfterTransfer,

R 2FR

RECZ RN % IR G a4 KK, il getBalance, transfer, verifyOwner, addMember,

changeOwner,

BHSHHE

RSN IZERIESGEX L XA, il initialSupply, account, recipientAddress,

senderAddress, newOwner,

TEG B HRAE H 8 LM 2R RO, XS R RO N BB S — S8, I H ARG & ar 4 N self.

B EEFRELEE LR

F RGN Xbg. Hll: totalSupply, remainingSupply, balancesOf, creatorAddress,

isPreSale, tokenExchangeRate,

RESE

RN ZEEW A KREFESRE, I T R 4E) A, i :MAX_BLOCKS, TOKEN_NAME , TOKEN_TICKER,
CONTRACT_VERSION,

& a5 &

R AR XA, Llll: onlyBy, onlyAfter, onlyDuringThePreSale,
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MEEESE

fE OB RS R, MC s B % A 9 U U X K. B 40t TokenGroup, Frame, HashStyle,

CharacterLocation,

RS BHR
* singleTrailingUnderscore_

YIRS SIS R, W, WEBCHALRE TR AR, B E

FESMERR BT BT RIS

¢ _singlelLeadingUnderscore

BV AEAMR R BARES AL & (private B internal) MHIILZAE. BOAKILT, BoAHER WAERRES

As - internal.,

TEBCOT R BEA LIS, TR A AR APT ((EATIK - #8aT A R R gL) R — D EZEMFIER R . #is TRILn
VLRI S iR B B, (R 22, MR B BN AR SN R B O SRR L (4245 public)
AR IV N S SRR BT ARk S L ViR ST 2 DO IS PN PSR G S il vk
e 2 A A IR (3l O B ) A - - Al TR HEAT BB 240

3.34.5 NatSpec

Solidity A #5H ] AL F; NatSpec 1R, EATHZERL (///) SOESH (/** ... */) KE, BV
ZHE TR B0 Z b

B, KE—ARE09R RS 2 MG AR TR ARG T XA

// SPDX-License—-Identifier: GPL-3.0
pragma solidity >=0.4.16 <0.9.0;

/// @author Solidity[ A
/// @title —ANfH B W F BT
contract SimpleStorage {

uint storedData;

/1) FE Cx .

/// @param x E &4 W ¥4

/// @dev BB FH W EWRAT & “storedbata’ W
function set (uint x) public {

storedData = x;

[y
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(€AY

/// BT E

/// @dev th ZIR AL & “storedbata’ W 1H

/// @return T W &

function get () public view returns (uint) ({

return storedData;

7Y Solidity A2y fij NarSpec Xt T A3 111 (ABLHhiy—4)) SEA758 V1R
WS KT NatSpec {IERIY , PAIRASTHEANARRE .

3.35 EHEN

3.35.1 N&EY)hig

TERA RN Z 5 B B ey 2O B HE] (withdrawal) B0, RASTERAMEZ IS, S EHM A A DA
RKMITiER—A transfer W, (HXHAHEL, HHELGIA—MEIERZENE . ETRTHESE 24
%15 RIRBOEZ A5 EL

TR AT LR E T, RS aAKEREZNE, AICh “BE”, HRESEH T King
of the Ether,

TE R EZH, WREAFRREARN, Gl “REA" MAKERIGAM .

// SPDX-License—-Identifier: GPL-3.0

pragma solidity ~0.8.4;

contract WithdrawalContract {
address public richest;

uint public mostSent;

mapping (address => uint) pendingWithdrawals;

/O REMURBEELSABTEHNNRE 2.
error NotEnoughEther();

constructor () payable {
richest = msg.sender;

mostSent = msg.value;

R
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function becomeRichest () public payable {
if (msg.value <= mostSent) revert NotEnoughEther();
pendingWithdrawals[richest] += msg.value;
richest = msg.sender;

mostSent = msg.value;

function withdraw() public {
uint amount = pendingWithdrawals[msg.sender];
/S RBEREMKEFLENRRIAE,
/7 W BB EON K
pendingWithdrawals[msg.sender] = 0;

payable (msg.sender) .transfer (amount) ;

R AMHUR I AR % T

// SPDX-License—Identifier: GPL-3.0

pragma solidity 70.8.4;

contract SendContract {
address payable public richest;

uint public mostSent;

JRBEMUABRELSETENNRE .
error NotEnoughEther();

constructor () payable {
richest = payable (msg.sender);

mostSent = msg.value;

function becomeRichest () public payable {
if (msg.value <= mostSent) revert NotEnoughEther();
/) E— TS REEA (LT X)
richest.transfer (msg.value);
richest = payable (msg.sender);

mostSent = msg.value;

TR, XA T, MliE AT AB L AR richest BO—AM receive B fallback b %0 5 24 g Lk i 6
BAMEATCEME PR (1, # A revert () SR IHFER LT 2300 gas H) o iXFE,
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MPHH transfer [ “HEE EAZSTHEER, BEtaRM, HitbecomeRichest &KW, GALK
TR A

AR, ARG A — AT g “Bual (withdraw) ” #5550, AR A # RAgMif/ b H 2 “Bnl” 2R,
HASSEBANGATEIBIE.

3.35.2 BRAIIIE

FR il 177 1) 2 B I — A DA . TR, UK JCTE BR AT AN RS a% B S i 22 5 WA B B & 2tk
o BT DAIE A FH s ke i — SR, (E A0 SR AL ) B Ak Sk, BB LA A A RE AT DA
T DARR ) oA 2% 0 A 2RSSR o 3 5 Fr F2 BRARY, BRAEE A IHERPIRASZE &0 public,
BEAN, AT DARR il 1 v AR G5 & R R ST v sk 8 F R S 2R Th R, Xl @ AT R N ZY .

5] PR B VA AR ol X R ) A8 A5 A 5 B

// SPDX-License-Identifier: GPL-3.0

pragma solidity "0.8.4;

contract AccessRestriction {
/7 xS A 1 B B R
// H H | '‘msg.sender’ &£
/S RREREANE K P
address public owner = msg.sender;

uint public creationTime = block.timestamp;

s/ REFE T R U T AN BR,
/) HERANEBR ST XFRE.

/77 R KRB EA AT R A

error Unauthorized();

///7 & BGEE IR

error TooEarly();

/77 & BCE R BB CE R R R ALK
error NotEnoughEther();

/S BB LR ER

/S = AN B RE BB

/7 RfE R AR

/S EATE—AMRE, XAKF
// KB E HIE

/7 & HKGR A

modifier onlyBy (address account)

[y
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(G AN
{
if (msg.sender != account)
revert Unauthorized();
/) RERRE YN
/S E R ERER XN E W
AR .-
}
///  newOwner® kAW H A& .
function changeOwner (address newOwner)
public
onlyBy (owner)
{
owner = newOwner;
}
modifier onlyAfter (uint time) {
if (block.timestamp < time)
revert TooEarly();
}
/S RERRE R R
/R AFEEGUERY 6 ANE
/77 W R BOR A .
function disown ()
public
onlyBy (owner)
onlyAfter (creationTime + 6 weeks)
{
delete owner;
}
/BN EE K E KA
/SR — R R .
/S WRBER T RET AL WEA,
/e R E R R, BFE LS RAT & R
// K 0.4.0 BALH B Solidity ¥R &,
/S BARTRaBRKT s ZEFEHRD,
modifier costs (uint amount) {
if (msg.value < amount)
revert NotEnoughEther ();
GETI0
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(% L0

7
if (msg.value > amount)

payable (msg.sender) .transfer (msg.value - amount);

function forceOwnerChange (address newOwner)
public
payable
costs (200 ether)

owner = newOwner;

/7 xR Bl &

if (uintl60 (owner) & 0 == 1)
J/ X T/EAE 0.4.0 RAZ R
// Solidity Lk #AT# .
return;

// BITE SN E A

}

TE =I5, RFEe— s LIl A 2 ) ek S50 FH 7 e ) 0 X

3.35.3 K&

HAEHESBARSYIREEME, XEWREENTARER BB, (EENTA AR R VR E A [ R
BOOR . — B 24— B, IR RGN — DB (Rl 2 AR — A 22 A R 1L
KB INR ) o AL IS FIRR E B ] ORI B L B R AR IR .

— A TR (blind avction) 25, ERIET “BEHH BN, WIREHE “ARUH", BRgk
AT IR

PREE R FT ATE RS DL R RIS A TR, HR R G AP R R .
B

FE AR RBIT, Bifids atstage Biff T BREEREERI BT BOA AT ABER -
H e B2 2 1fidh timedTransitions ALBRAY, ERZM T A BREL.

etk MR R . U2 atStage 1 timedTransitions ZE—E i H , 5 if{#FE timedTransitions 2 J5 75
B atStage, PATEBTPIRZSTT DA el s e ik = e
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Bn, BHigs transitionNext REWS I RAE BRI TE R B B 353038 T~ — AN Br B

W

Frik: W TUBRME. X HE T 0.4.0 AR Z I Solidity:  Hy 8 1 g i 1o fif BB AU T AN 2
(1) BRI T R B #Y) 2R R CAR B 1) return, W RABER transitionNext S Hfiias A AURS . AR AR RE
L, FEHERAX LR XT3N A nextStage. M 0.4.0 AT R, BIEE R KA ], (2 HHigs AU th 2z tT

// SPDX-License-Identifier: GPL-3.0
pragma solidity ~0.8.4;

contract StateMachine {

enum Stages {
AcceptingBlindedBids,
RevealBids,
AnotherStage,
AreWeDoneYet,
Finished

}

/77 B BN R OR % E K.

error FunctionInvalidAtThisStage();

/) EELA BB
Stages public stage = Stages.AcceptingBlindedBids;

uint public creationTime = block.timestamp;

modifier atStage (Stages stage_) {
if (stage != stage_)

revert FunctionInvalidAtThisStage();

function nextStage () internal {

stage = Stages (uint (stage) + 1);

/7 AT E T B WO B
/OERRERFAERANGMNE,
/S EMHFRER2BFNKF
modifier timedTransitions () {
if (stage == Stages.AcceptingBlindedBids &&
block.timestamp >= creationTime + 10 days)
nextStage () ;
if (stage == Stages.RevealBids &&

[CaN)

3.35. ERAERX 431




Solidity Documentation, 4 1ThaZ 0.8.20

(CCANY)
block.timestamp >= creationTime + 12 days)
nextStage () ;
A-EX S ¥ E NN E
}
/O XBEHBE BT EE!
function bid ()
public
payable
timedTransitions
atStage (Stages.AcceptingBlindedBids)
{
/BN A ExBEEA LR (BAXRENRGTHA, #&E)
}
function reveal ()
public
timedTransitions
atStage (Stages.RevealBids)
{
}
/BN B ERBRRATERZE
/S EERHENT MO B
modifier transitionNext ()
{
i
nextStage () ;
}
function g ()
public
timedTransitions
atStage (Stages.AnotherStage)
transitionNext
{
}
function h()
public
timedTransitions
atStage (Stages.AreWeDoneYet)
T
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transitionNext

function i ()
public
timedTransitions

atStage (Stages.Finished)

3.36 #HiFE

3.36.1 —f&HIE

o Ethereum.org J1 &2 1]/ Mk

* Ethereum StackExchange

* Solidity [])"'[% 3}

e Solidity 75 B H 7

* GitHub Fffy Solidity J§iftH

* Solidity 155 M IR E

* Solidity ZiFas & N IR =
o fR#EMY Solidity

o JE L SLH 2 Solidity

 Solidity Skt K E%

3.36.2 &£ (LLKY) FEIfE

¢ Brownie

T [15) A K5 KAL) T Python (%8 RE & 2971 A& FIHE L .

e Dapp

T Map A, MaHERE g s

¢ Embark

P BFIEE 2 O R P T A F 6

3.36. HiE
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https://matrix.to/#/
https://matrix.to/#/
https://github.com/bkrem/awesome-solidity
https://solidity-by-example.org/
https://github.com/solidity-docs
https://eth-brownie.readthedocs.io/en/stable/
https://dapp.tools/
https://framework.embarklabs.io/
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e Foundry
H Rust 255 1 F T Ethereum [V T & PP, Al AEAIB by TR AL,
¢ Hardhat

PAKITIT B IRSE BA AR AR T M 2%, P RERIR (A S R e

¢ Remix

BT WYiAH IDE, BA M g ida Al Solidity 1247ER5, A iR 55 a2 F

e Truffle
PAKIT - A HEZE

3.36.3 fmiEIRIERM

¢ Emacs
— Emacs Solidity
Emacs SR a5 1F, ST S Mgt iR A .
e IntelliJ

— IntelliJ IDEA §fifk
Intelli] IDEA (#1545 HAth JetBrains IDEs) Y Solidity Jf{4:

¢ Sublime Text
— SublimeText k14U - Solidity 5 & iF ik
JHT SublimeText J%E #5114 Solidity 151 55 .
* Vim
— Thesis I¥) Vim Solidity
Vim H Solidity 1B 55
— TovarishFin [1] Vim Solidity
Solidity [ Vim 155 3014
— Vim Syntastic
“h Vim Gt i it g A0 A B o
¢ Visual Studio Code (VS Code)
— Ui Remix [1 Visual Studio {ChSY E{y
VS Code [ PAKYS Remix §7 B

— Juan Blanco [1Y] Solidity Visual Studio L4 i
Microsoft Visual Studio Code [1) Solidity {4, 451555 Solidity R i5%s -

— Nomic Foundation [ Solidity Visual Studio 1G4 JEfy
H1 Hardhat [ BA$2 {11 Solidity F1 Hardhat SCHF, {045 Hikmse, BREERIE X, Eind, Pl
B AN IR sole EEFIGH IR
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— Solidity nf gLty g
FE Visual Studio Code HH38 i1 7 PAZE 4 R HH D BB FIE L R

— JUT VS Code 1) Truffle
7& Ethereum A1 EVM 36500 X BusE F g, Wil B2 a4,

3.36.4 Solidity T&

* ABI 3 Solidity % I'1 5473
— AT M BEE 21 ABI AR 1A 203 D A .

e abi-to-sol
M5 5E 1) ABLISON 4= ji, Solidity 42 1135 ) TH. .
* Doxity
Solidity FfY) SCRS AR il -
* Ethlint
TNFMESL Solidity H i) RSN 42 4 [ B A A o

* evmdis
EVM SACHRAR)Y, X7 it rias i, 106G EVM #4E5 m iR K-r-.
* EVM Lab
FEMTAM, 5EVM B3, WiF—REUNL. DOKEE APL, DAK—NFA gas A IR B R ER
R
* hevm
EVM SIS 75 %
* leafleth
Solidity ' fE £ 24 i1 SRS A Al -
* PIET

— AN A R E T R &, BRI Solidity £ BE A 290 T H .
¢ Scaffold-ETH
LT i e EGEACR AT 2 SR AR IT A ek
e sol2uml
Solidity S 4t —AIE S (UML) A lAs .
¢ solc-select
—ME Solidity Zsis Hit A [B] Pt )4 iy A4 o
* fRAL Solidity i 75 4% XA 17k
Solidity #%=\ LI

+ Solidity REPL
i i 247 solidity %1 5 37 Bl 241 solidity .
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https://github.com/gnidan/abi-to-sol
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https://github.com/duaraghav8/Ethlint
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https://github.com/crytic/solc-select
https://github.com/prettier-solidity/prettier-plugin-solidity
https://github.com/raineorshine/solidity-repl
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* solgraph
AL Solidity 4l 5 A E Y 2 4x I ] o
* Solhint

Solidity {EIEK AR, AR REG ARt 24, KUK B A AR S A
e Sourcify

e LAGHY B B 213 IE IR 55 R 2 e Y 2 SR

e Siirya

BREAGARGEMEN TA, feft—senT U b h Al X T G245 . 10 S5 28R R B0 T P

¢ Universal Mutator

AT RAE R TR, BA T EE R ML 3HF Solidity #1 Vyper.

3.36.5 $E=7 Solidity f##T2SF0iE %

o JIT- JavaScript ¥ Solidity fi#HT %%
— AT AEIRKAY ANTLR4 15352 RS TS Solidity f#bT#S .

3.37 TEkARN

T RERFE), FAT— B EHYGR . 17 HATR 2 W mT AN Solidity fi i TTHK .-
R, FATERHAE AT U S8
o A

o BSZHMIMERY. Solidity (1) GitHub [, Fpal @ ARLERARIC N " AR50 A, XA AN otk
2

* SEREEICRY.

o RESCRY BIE BUEZIIE S

* ¥£ StackExchange Fl Solidity Gitter Chat _ [R5 HAth ] P i 1) 551

o JEILAE Solidity B3 FIRIMIEF SOHEHITIAE, RIS 1B T RO

KT IIESE, B ASARA R KA % iF, DA Solidity (ZEPEAIA AL . BbAh, KEEAE Solidity Héw S
BREAZYATREE A HIRY.

H

WRERE, AIH RAGA 4 T . 2 S - 1 issues, pull requests 5§ Gitter channels H - [
FOR BT A
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3.37.1 HIBAHIERN
R ORISR AR B, IR YRR AT EVERC2 , ST DAL AR A E A
£

SRR 3 A, BRI 4.

A Titsi 2647

3.37.2 tn{u+R &) 7H

TS — AN, THEEH GitHub [ R RS o 24t R, 4R S DA AR

* Solidity Jifi 4 .

o JEARED (AR AT AR ) .

« BERSE

o FIZ TR,

© LT RS THAT R .
SR R PR ACR I B AR B SR s A B, A L 2 W] DAV I — iR
KFEF AT ARTE, 2 Solidity it1x AR IERMEES: (WSolidity % 5 %) .

3.37.3 HIEEREITIETE
T HATTUR, 1 fork —/ develop 4y XIFAEAS LTI M. BR THS BT 2 25b, BEFHRIRL L
LT, 5t afiok e (AR RN ) |

AT T fork 2 )5, WERGEHATEM develop 432 pull (fEAAAEEE (FlAN, K T FJQELER I RsE)
EHEGE git rebase , M2/ git rebase BN,

BeAh, ARMEIEAES S — R EhaE, EHIRETE test/ FHMELMIHAZES (WF30).

B, R T—HRAS S, 5555 Solidity Development Gitter channel (5 _FSCHFAE - XA
AEME T RIFFMMEES L, MARHEESWMER) &M,

HHFFIEA bug B YA IE] Changelog.md SR (Ao A iy 2.

BT, WP EREST TIRXANIUE Y i o 0, BRARIRATR TR, (HRTER AL pull request
AT, TE IR ARSI PR REAEAS A T 44 5

A9 U BAESR AR R Z A, Jefm— FRAT s . RMNSANKFERT PR, FFLA BT
BT, (B VR IR AR D) e b , (o 25 5 h R <

SRR ) !
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3.37.4 BITHIFIFMA
FRF M

N IB T B g igs A, 5] e AR R Mt 2B — BB ARSI (evmone, libz3, i libhera).
1E macOS % |, —Suili A sE T 4205 GNU .0 L H. ] PAf ] Homebrew f] i B 58 i 4% : brew

install coreutils,

1t Windows R4 L, iR EA QIEAFSHERARUR, 00— LEIHLAnT BE S R A B B A% A X MR, (B
TRt AT DA A T HAR T 7 8 S T A A

BT
Solidity fFE AR ZE AL, HA KF R84 Boost C++ I AHESE W HARJF soltest. 84T build/
test/soltest B{H LS scripts/soltest.sh X REZEAA IR Z BB,

./scripts/tests.sh {4 H3hFT KL 4L Solidity M, WHEALLEIHLEAE Boost C++ i HELE [ AR 7
soltest (E{HAUZELR scripts/soltest.sh) HRMK, PARAY AT IR0 303 o

MR L2 32k B evmone IIALE, PABITE R .

evmone R T 24 1] TAEH SRAHXTHY deps 8 deps/1ib Hgk, HACH H R HACH H R LY H FH
F4h, AIPAGE AT ETH_EVMONE MEAF 5 4 evmone 52X 1) =007

evmone F % T2 718E LA gas Mk, QREWA LT, oAl n scripts/soltest.sh f£i#
—--no-semantic-tests pgs BT ixX e,

1247 Ewasm BN 22 A, W PAMEIE . /scripts/soltest.sh ——ewasm HAFfE T, Z3K hera #f
soltest #F|. Ei hera FEMAHLHIS evmone HF], HJ&H 145 & WIHA AL E 1)L PR ETH_HERA,

evmone Ml hera FEH 4 G5 %2 Linux _F[Y .so, Windows &24; L) .d11, MacOS [ .dylib,
AT EFT SMT K, 1ibz3 PEUNARILH, HAEMPEASIL B B cmake AT AR E] .

MBEBHRFEEG LS 1ibz3 F, BN IZEIEFT . /scripts/tests.sh 8 ./scripts/soltest.
sh ——no-smt ZHj, WS H SMT_FLAGS=—-no-smt FZH SMT i, XM+ E 1libsolidity/
smtCheckerTests fll 1ibsolidity/smtCheckerTestsJSON,

% Bk 3 Soltest = 1T W T A B oT il i 19 5 %, W= 1T ./build/test/soltest
——list_content=HRF,

N TPAFHEREER, EThsfT T4, BiRErilik.

FEsfr R — T8, MBS eSS . /scripts/soltest.sh -t TestSuite/TestName, H
TestName A DU EAT *o
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B, 250U, 24T yul B S AR . /scripts/soltest.sh -t "yulOptimizerTests/

disambiguator/*" —-no-smt,
./build/test/soltest —-help A T HiG ] LG ZE B .
JeH R PAA R

» show_progress (-p) > 7R M {58 i -

* run_test (-0) RBITRAE MR RG], PAK

* report-level (-r) 45 th— AR5 .

FTE: APLETE Windows S5 RN, AEAERA libz3 BIFIL Fi2 T Lk EA4E . ATRA ] Git Bash, i /]

i ./build/test/Release/soltest.exe —— ——no-smt, YIHRATEEEAGHERY TiafT,
f#if] .\build\test\Release\soltest.exe —-— --no-smt,

HIREAE T GDB BT, HAERIIATAS “R" R, GI, ETOAERR build iz
AT s

HIREIRGEN GDB AT, WHBEIOREIR S B ORETRR. B, ETUE build X
PEIHEFTA T -

cmake -DCMAKE_BUILD_TYPE=Debug ..

make

XA 78555, Il @ ——debug ARaETRIKIHRKIT, BT AT ) A i pR B As &, mT A
ERABEFTH

CLIZATHSMAIIR (44F sole—3s MMIKEE =77 Solidity HE4L), 75%4i% Emscripten H A7,

Im SIS TTEEMR

TR G A 2 A 2 7N TC R AR AR IR S R 5, T IER 2 A A - EATTRURAFAE tests/
libsolidity/syntaxTests JCPFJCFHYBAICIEA . XSRS RS, BERISS MK B R .
INAEAE S ARYE 2 13 SR EA T S R AAG 2

Bildn: ./test/libsolidity/syntaxTests/double_stateVariable_declaration.sol

contract test {
uint256 variable;
uintl28 variable;
}
/) ===
// EHER: (36-52) . FRETHEHA.
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RSN 2/ DA SN EAARL, SRR //————o Jr BT T AR Al A T ) G 6 4
BRRECE S . BT SRR R SR A AR AL B AR A B S AT I SO R A R B
ST LAAS B 23 PR A R TG AR

LR EF, RS R variable g THIK, XEAARTN . XFET A FAER, WHRH
FFE S .

FARIEATIRLEM 3 THAYM isoltest, WRAYE . /build/test/tools/ F#KH. BRI HELH,
FUVF R S B R ) SO S B A AR R I A 2 o ARFRATHEEE A variable (7 R Zha i (a6 I -

contract test {
uint256 variable;
}
e
/o FRER: (36-52) . MIRAEHEMR.

FIRizfT . /build/test/tools/isoltest FLSIBE|— MM :

syntaxTests/double_stateVariable_declaration.sol: FAIL
Contract:
contract test {

uint256 wvariable;

Expected result:
DeclarationError: (36-52): Identifier already declared.
Obtained result:

Success

isoltest fEARTFAYGRFF AT NI UG R, B8R0 T — A atE, 0T, Bhad 2 nl & 2930 aiR
FEFF AL

BRI LA

« edit: isoltest IKEHE—MHREHRTITIFAL, UEEAREE. BlEfHaS T LA EE
Yt pe (4 isoltest —-editor /path/to/editor) , B ETEIEASE EDITOR 1, HE H 2
/usr/bin/editor (FXNIHF).

* update: HUFHIATHIGL. XRFSBIRGE TALESFHEIEMR, SEEEmE RIS . A5
M TR -

o skip: BhdiX—REE M AT .

e quit: jBH isoltest,
B X BRG] T 24 E2Y, BRT quit, BEAIRAME IR NS RE .
e AR DL A S A AL BN
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contract test {
uint256 variable;

}

/) ===

FEPHa T, B s

Re-running test case...

syntaxTests/double_stateVariable_declaration.sol: OK

FE: AR RBP4 5, Bl double_variable_declaration.sol. A
B —APA L E L RHE— SR, BRAREAE MR R sk ES S 2R o R SCPERAZ IR S B D RE Y
—ANJ5 T

3.37.5 @i T AFL iz1T Fuzzer

Fuzzing @—Fllil$ AR, BRI AELZFT2 DA ER B AR R E M RITIRES O Balki . %
55) o WU fuzzer C 4T DAMRIEIIHITE A AT BRI ). AT — DL T TR MM solfuzzer,
BT AR A, kA R R, B s SRR R R, (24 AU B i
WA SR M. I X RRTIE , fuzzing T H R DASREIACLE G R0 4 A 04 % o

FM B AFL RPEAT fuzzing M3, AFRET TR EGRIME AFL. 85 1 AFL 1120 4iik gk #4 8 Solidity
(B2 solfuzzer it Scff):

cd build

R E R

make clean

cmake .. -DCMAKE_C_COMPILER=path/to/afl-gcc -DCMAKE_CXX_COMPILER=path/to/afl-g++

make solfuzzer

TEXAPT B, BROZRES A BIBIA T HfE B

Scanning dependencies of target solfuzzer

[ 98%] Building CXX object test/tools/CMakeFiles/solfuzzer.dir/fuzzer.cpp.o
afl-cc 2.52b by <lcamtuf@google.com>

afl-as 2.52b by <lcamtuf@google.com>

[+] Instrumented 1949 locations (64-bit, non-hardened mode, ratio 100%).

[100%] Linking CXX executable solfuzzer

IR E R B ML, SR YMR 1 AFL 1 clang — Bl SO cmake A7 :
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# MR EAKT
make clean
cmake .. -DCMAKE_C_COMPILER=path/to/afl-clang -DCMAKE_CXX_COMPILER=path/to/afl-clang++

make solfuzzer

W, FEPATI, fuzzer Whoxfsiil, IFHBURRGR, B UERIBCA P 2] .

afl-fuzz 2.52b by <lcamtuf@google.com>
(truncated messages)

[*] Validating target binary...

[-] Looks like the target binary is not instrumented! The fuzzer depends on
compile-time instrumentation to isolate interesting test cases while
mutating the input data. For more information, and for tips on how to

instrument binaries, please see /usr/share/doc/afl-doc/docs/README.

When source code is not available, you may be able to leverage QEMU
mode support. Consult the README for tips on how to enable this.
(It is also possible to use afl-fuzz as a traditional, "dumb" fuzzer.

For that, you can use the -n option - but expect much worse results.)

[-] PROGRAM ABORT : No instrumentation detected

Location : check_binary (), afl-fuzz.c:6920

TR, R LRI XA fuzzer AR5 R BUARIR . ST DANGEIA IR A il — 22301, 80
MRS BCEE b 3 SR B S

mkdir /tmp/test_cases

cd /tmp/test_cases

# OO AR B

path/to/solidity/scripts/isolate_tests.py path/to/solidity/test/libsolidity/
—SolidityEndToEndTest.cpp

# O SCH R

path/to/solidity/scripts/isolate_tests.py path/to/solidity/docs

AFL BSCRYFE Y, T (RIARIE A SCHE) AWAZKK . A SRS A %8 1 kB, 3 AN YIfERZ
HEEH— NS AR D B A SCIEIT G . BANEA — AL af1-cmin B TH, ATPAKFHIA
SCPFHEBR N AT ABLAT AT A 1 — 0B Al AR

IAEIBAT fuzzer (—m LRI NAFR/ T el 60 MB) :

afl-fuzz -m 60 -i /tmp/test_cases -o /tmp/fuzzer_reports —-- /path/to/solfuzzer

fuzzer 2345 RECR MV SCHFRIEAE /tmp/ fuzzer_reports Hio JHHE BN 7™ AL AU 5= 0 R LT R
k. ERIPAMEH scripts/uniqueErrors. sh T HEARE 4R

442 Chapter 3. HZ




Solidity Documentation, 4 {ThRZ 0.8.20

3.37.6 Whiskers &4t
Whiskers j&—A~2IF Mustache ) FAF RN RS . TRy HAEARRI IR, PAKS BhACHAS AY w] sk,
T 5 A ) R A e 0 R B T

ZIETAS Mustache ARG BARC {{ A1 3y < A > A, AT BRIl S 55 Yl BOvh e (P
<A > FENIRIC A TR TR, 0 LR Y SR ADRERES) o 55— RS, S K ae R NIRRT,
M H BN . XAERF R AT RES R .

NIRRT -

FEATH B <name> MIHITTER QWL BERIAL B name BOFAFER(EE L, BOAEMTEE L, M¥cAIE AR, Wl
PAJI <#name>. .. </name> FXlE— AR LI NARIEITZRPFE, BRRDFE S AT A&
LR RER R KA <inner> T, BURARGH R T2 048R E, a2 ik, 22D
AT PATERXRR XA B

WA — A W S Rk <?name <!name>...</name>, RIEMFIKRSE name PH, SFFFE—ERaEE
T B AR I AR R . USR] <?+name>. . .<!+name>...</+name> XMFEER, LK ERZ
FAFRSE name 2R IES.

3.37.7 XHEHMEIE™

TE TR 0T AR B L T4 Solidity SRS BTRR A KA L.

HiE
G, TR S AR P R B S O BRI S8 SCAL, SRR S35 2 B A7 0
BEEHLTRENI . DA R LB eRt, AN F A )

- RS

o EPrgeif

Fik: EIAEJTH) Solidity SURYE HFGEERY, (HAH K TTEAYHAWTE F #9805%F T . W2% B LA
TR A AL XA H BT
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REBK/NE

FERRAE PP AR /NG o X EREARE P R BRSO GREER, R, BRARE]

SERRREITT 3K o
B, FAA IR IR
* Title Case for Headings.
¢ For Headings Use Title Case.
* Local and State Variable Names.

* Order of Layout.

'B54%5

SRR g TR IR R, Bl
* "Do not” FA"Don’t”,

e ”Can not” Zf{Can’t”,

ERFWADIES

Bl Al A TR WS RO SOR, RO E A B T S B A 2T E AT — UL 55 . SR,

Solidity SRR EAEMSH NAEMREGY , WEhiHSA NG .
L5 b
o TERARSZE I EAELS, BlaniE S € ORI Ethereum FEAALAY ARG L o
o TERA KT AT Solidity Koy IFEBUN, 6 F23hiEA.
BN, IR NERENIERS, FAEHEE T Solidity fy— 4Ny :
BT AR N pure, MEXMIEOLT, BEATREABEREEBCIRE .
Bian, R EShES, FOIERHE T Solidity #Y— AR :
TEW N i il GT DAFE E ) e I — DR AR S — N Oe R, W] AT G B A AT 2R EE IR

wRRE

o CBRESHL AN RIEIEER S AR AR H S

il y
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DR B

ClI HEFfEAE a8 PR B, il ./test/cmdlineTests.sh BIAM R & L pragma solidity,
contract, library 5{ interface kA HAE XM R BIAS . WEREIEAEAS B RS 52, 7
A PR Z HIFRER EATRERS TAEI i

R IT A W RS BIPA pragma AT G, BEG A REARERTEE . #lil pragma solidity >=0.
4.0 <0.9.0;,

BT

MILIBAT . /scripts/docs. shREAERE TTRREE FATH SR, B2 7 ORI MO, e
SRR, INTCRO R BE A

3.37.8 Solidity FZigit

WT RS SIEF R, 52T Solidity R AAME, WA Solidity &1,
Solidity ¥ 1 i H st ¥ 0 2 Bl B B S0 SEL i 5 B BT T AR 1 ) — A

— HRAS AL, BTSSR LE Solidity GitHub {/ hIA BRI e

B TICERMEHEZ A, TR BRIMER B HE &0, A E I R, RS A ST BT AN
B . LA T e 5

TN TS A% 43 S A2 R LA 57 2 B S I

AR S AEALE A AAE SSEBr DI REJT Y1 O, R RAZE Solidity Github 5l F wr R SEHEAR L. Bt A Y
RS E— R, TR S BT i G W EE AT BRI S U e . ERT DA MBRIA S 32 (develop
) | breaking /)37 SRAF R —DIBEMEMA RIKF K A 9484k o

XEFRAATE OLAI I, T DAL Solidity-dev Gitter Sl SHATHRER , - XL 1T H SE Solidity ZiF
AHITE S I MR

FATAR o 20T B O AT AT b F B A, (il B M ERLE I ARA

3.38 IESHIRINE =

Solidity J&—Fh fE45 515, 2B UME L mAEE S AR A .

Solidity 3% C++ WJSEmiIR, EWfE M T Python, JavaScript 25155 B & .

WS LRI for GFF, TAREACHINES . WA st DL V4 JAN T o DLt ot 9
AR

X2 H T AR I PR TE B AN S var M. AN 0.4.0 BT 4, JavaScript (520 2L 2800 . UAE,
FI¥5 JavaScript [ EEM L2 Ab S, (XS function S LpREL. Solidity iff 2R 5 ATEYEFIE X,
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X LEHR 5 JavaScript FAA(L. BR TIX LT, Solidity FE AR AMALKN B AT FHF A, AFALEM

JavaScript $21 .

5 Solidity f) 73— /MU Python. Solidity Fy 1 42 1 HEdth Python F3E I A8 TR IIAY, (HHL 3 fES2 51
RKFRS . Besh, ZEAPEK, C3 LIEMA super KT PASAEANG I ST — MR (AN A2 i 1 SRR F
Python,

3.39 Solidity iR

AR R AR U2 T Solidity B el ERIBCRAMIAR 3G B F5 B RG0S

3.39.1 Solidity sah#

Solidity i & 2 — MHERHXITH , H— OO HIBVE L. 2% ORI B DAY L4 2 el
A SR KA e B Solidity & A4 ARAIFR IR Y15 B -
FRAT Gl A 2 A i 24 R s 2 WA A B B AR S o FRAT TR I s A 1!

3.39.2 Solidity Sk &Z#R

“Solidity” Fi% H I H4f Solidity i -

AL N U A “Solidity” :
o SRR AT A AR TE
o A—FR SR, SRR R AR SRR, TR, SO YRR Solidity 4iARE F I KK
« 1AL, JRIE TALIXN Solidity SifeiF & /& 1 T U5A 6 2 il i ik

3.39.3 Solidity R

Solidity FRaf e e G35t 235 4 4.0 [E PRt il Pl N AAT I AT HY o

AR SEARI ARSI UL, SRV AT H AYUEA T A A B
BERTPAE f R A7

o 5 - DMEATERE Y s X0 A0 e 0 S A

o B - OBERTHE, EAENRDLES, XPORE TR, SOEAIE.
MR A5

% B
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o B - GBS TEARE N, REEENVF IR R, TR AT T BT ARAMEAT A B 7
R, HANREDAMTAT 7 UG 7 Solidity 420 A BAIA T 85 sl B3R H

TEAH ] Solidity ARiHHEY, 1HELE Solidity AR1HIEH

3.39.4 Solidity #ri5iE5E

(BHEEEARIRAPT F4k.)

T NP -
o BUBARERI IS CREEREIE]) .
o WERREBUE, RARLERT LT,

3.39.5 sH

AT WA K BT Python HfF 5L 2 i br MR 0 Rust #7459 .
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]

=

<stdin>, 391
—--allow-paths, 208, 396
—-base-path, 208, 209, 394
——include-path, 208, 394
—-libraries, 208

--1ink, 208
—-standard-json, 209, 211

A

abi, 101, 102, 272
decode, 177
encode, 177
encodeCall, 177
encodePacked, 177
encodeWithSelector, 177
encodeWithSignature, 177
ABI coder, 51
abstract contract, 155, 158
access
restricting, 428
account, 12
addmod, 103, 179
address, 12, 61, 65
balance, 178
code, 178
codehash, 178
send, 178
transfer, 178
allowed paths, 208, 396

analyse, 222
anonymous, 180
application binary interface, 272
array, 75,77, 135
allocating, 78
dangling storage references, 83
length, 81
pop, 81
push, 81
slice, 85
array of strings, 135
asm, 170, 222, 364
assembly, 170, 364
assembly-flags (Antlr4 production rule), 195
assembly-statement (Antlr4 production rule), 195
assert, 103,117, 179
assignment, 94, 113
destructuring, 113
auction
blind, 19
open, 19

B

balance, 12, 61, 104
ballot, 16
base

constructor, 155
base class, 148
base path, 208, 394

blind auction, 19
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block, 11, 101, 178
basefree, 178
chainid, 178
coinbase, 178
difficulty, 178
gaslimit, 178
number, 101, 178
prevrandao, 178
timestamp, 101, 178
block (Antlr4 production rule), 193
blockhash, 178
bool, 58
boolean-1literal (Antlr4 production rule), 192
break, 108
break-statement (Antlr4 production rule), 194
Bugs, 296
byte array, 65
bytes, 68,77
concat, 178
bytes members, 103
bytes32, 65
bytes—-concat, 78

C

C3 linearization, 156

call, 61,104

call-argument—1ist (Antlr4 production rule), 183
callcode, 104, 161

cast, 96

catch-clause (Antlr4 production rule), 195
checked, 116

cleanup, 231

codehash, 104

coding style, 400

coin, 10

coinbase, 101

commandline compiler, 207

comment, 53

common subexpression elimination, 243
compile target, 209

compiler

commandline, 207

compound operators, 94
constant, 132, 180
constant propagation, 243
constant-variable-declaration (Antlr4 pro-
duction rule), 187
constructor, 123, 154
arguments, 123
constructor-definition (Anflr4 production rule),
184
continue, 108
continue-statement (Antlr4 production rule), 194
contract, 54, 123
abstract, 155,158
base, 148
creation, 123
interface, 159
modular, 39
precompiled, 15
contract creation, 15
contract type, 64
contract verification, 266
contract-body-element (Antlr4 production rule),
182
contract-definition (Anflr4 production rule), 182
contract-function-definition (Antlr4 produc-
tion rule), 184
contracts
creating, 111
creationCode, 106
cryptography, 103, 179
custom type, 69

D

data, 101

data-location (Antlr4 production rule), 190
days, 100

deactivate, 15

decimal-number (Antlr4 production rule), 205
declarations, 114

default value, 114

delegatecall, 14,61, 104, 161

delete, 94
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denomination, 99
ether, 100
time, 100
deriving, 148
difficulty, 101
direct import, 392
dirty bits, 231
do/while, 108
do-while-statement (Antlr4 production rule), 194
double-quoted-printable
rule), 204

dynamic array, 135

E

ecrecover, 103, 179

(Antlr4  production

elementary—-type—-name (Antlr4 production rule),
189
else, 108
emit-statement (Antlr4 production rule), 195
empty-string-literal (Antlr4 production rule),
204

encode, 101
encoding, 102
enum, 54, 68
enum—definition (Antlr4 production rule), 186
error, 146, 282
error—definition (Antlr4 production rule), 187
error—-parameter (Antlr4 production rule), 187
errors, 117
escape-sequence (Antlr4 production rule), 204
escrow, 27
ether, 100
ethereum virtual machine, 12
evaluation order

expression, 228

function arguments, 229
event, 10, 54, 143

anonymous, 143

indexed, 143

topic, 143
event—-definition (Antlr4 production rule), 187

event-parameter (Antlr4 production rule), 187

evm, 12

EVM version, 209

evmasm, 170, 364

exception, 117

expression (Antlr4 production rule), 190

expression—-statement (Antlr4 production rule),
196

external, 125, 180

F

fallback function, 140

fallback-function-definition (Antlr4 produc-
tion rule), 185

false, 58

file://,399

filesystem path, 53

finney, 100

fixed, 60

fixed point number, 60

fixed-bytes (Antlr4 production rule), 199

for, 108

for-statement (Antlr4 production rule), 194

free-function-definition (Antlr4 production

rule), 185
function, 54
call, 14,108

external, 108

fallback, 140

free, 133, 166

getter, 127

internal, 108

modifier, 54,129, 428, 430

pure, 137

receive, 139

view, 136
function parameter, 108
function pointers, 230
function type, 70
function-type-name (Antlr4 production rule), 189

functions, 133

e ]
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G

gas, 13, 101

gas price, 13,101

gasleft, 178

getter
function, 127

goto, 108

gwei, 100

Fl

hex—number (Antlr4 production rule), 205
hex-string (Antlr4 production rule), 204

hex-string-literal (Antlr4 production rule), 192

Host Filesystem Loader, 389
hours, 100

identifier (Antlr4 production rule), 192, 205
identifier-path (Anflr4 production rule), 183

if, 108
if-statement (Antlr4 production rule), 193
import, 52
direct, 392
path, 53, 391
relative, 392
remapping, 397
import callback, 53,389

import—-directive (Antlr4 production rule), 181

include paths, 208, 394

indexed, 180

inheritance, 148
multiple, 156

inheritance list, 155

inheritance-specifier (Antlr4 production rule),

182
inline

arrays, 79

inline—-array-expression (Antlr4 production

rule), 192
installing, 40
instruction, 14

int, 58

integer, 58, 66

interface contract, 159

interface-definition (Antlr4 production rule),
182

internal, 125, 180

iterable mappings, 91

iulia, 364

J

julia, 364

K

keccak256, 103, 179

L

length, 81
library, 14, 161, 166
library-definition (Antlr4 production rule), 182
license, 50
linearization, 156
linker, 208
literal
address, 65, 99
array, 79
conversion, 98
hexadecimal, 68, 99
hexadecimal number, 98
in Yul, 366
rational, 66, 98
string, 67,99
unicode, 68
literal (Antlr4 production rule), 192
literal-with-sub-denomination (Antlr4 pro-
duction rule), 192
location, 75
log, 14
lvalue, 94

M

mapping, 10, 88, 231

mapping-key-type (Antlr4 production rule), 196
mapping-type (Antlrd production rule), 196
memory, 13, 75
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message call, 14 output, 108
metadata, 266 parameter-1ist (Antlr4 production rule), 184
minutes, 100 path (Antlr4 production rule), 181

modifier-definition (Antlr4 production rule), 185 payable, 180

modifier-invocation (Antlr4 production rule), 183 pop, 81

modifiers, 180 pragma, 50
modular contract, 39 abicoder, 51
module, 52 ABIEncoderV2, 51, 52
msg, 101 experimental, 52
data, 178 SMTChecker, 52
sender, 178 version, 51
sig, 178 pragma-token (Antlr4 production rule), 207
value, 178 precompiled contracts, 15
mulmod, 103, 179 precompiles, 15

prevrandao, 101

private, 125, 180

N

natspec, 53 public, 125, 180
new, 78, 111 purchase, 27
non-empty-string-literal (Anflr4 production pure, 180

rule), 203 pure function, 137

number, 101 push, 81
number-1literal (Anflr4 production rule), 193
R

O rational number, 66
open auction, 19 receive, 139

operator, 93 receive ether function, 139

precedence, 95, 176 receive-function-definition (Antlr4 produc-

user—defined, 166 tion rule), 186
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